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Originally published in the October 2015 issue of Venturing into our Past (JGSCV) 

 
You receive an email letting you know that your information may have been part of a recent breach of 
health records. The email looks official with the familiar logo of a hospital that has treated you. It 
expresses sincere apologies and is signed by the CEO of the hospital. It asks you to click on a link to find 
out more about what the hospital will do to protect you from identity theft. 
 
²ƘŜƴ ȅƻǳ ŎƭƛŎƪ ƻƴ ǘƘŜ ƭƛƴƪ ȅƻǳ ǎŜŜ ŀ ǎŎǊŜŜƴ ǿƛǘƘ ǘƘŜ ƘƻǎǇƛǘŀƭΩǎ ƭƻƎƻ that lets you know that they will pay 
for credit monitoring service for the next 2 years at no cost to you. You can decline and take your 
chances or accept the free offer. It seems like a no-brainer and you are relieved that the hospital is 
taking the breach and your financial protection seriously. 
 
You cliŎƪ ƻƴ ǘƘŜ άL ŀŎŎŜǇǘέ ōǳǘǘƻƴ ŀƴŘ ŀ ŦƻǊƳ ƛǎ ŘƛǎǇƭŀȅŜŘ ǘƻ ƛƴƛǘƛŀǘŜ the coverage. You are asked for your 
full name, mailing address, phone, email, date of birth, etc. You are a bit concerned however when you 
see that you are also asked for your social security number and a major credit card. When you click on 
the question mark by these fields, an explanation is displayed that makes sense. 
 
You enter the data and confirm its accuracy. The screen provides you with a reference number for your 
free policy and a phone number to call if you have any questions. {ǳǊǇǊƛǎŜΣ ȅƻǳ ƘŀǾŜ ōŜŜƴ άǇƘƛǎƘŜŘέ ŀƴŘ 
your data is on its way to a third world country where it will be sold to con artists who may use it to steal 
your identity, purchase big ticket items on your credit or obtain Federal tax refunds in your name. 
 
Never provide personal information when contacted unexpectedly, no matter how legitimate and logical 
the request seems; do not even provide basic information like your address and phone number. Rather, 
close the email and if you are concerned contact the hospital (or bank or insurance company) directly. 
You will likely find out that they never sent the email. 
 
Institutions may well send you email about an issue. However, when an unsolicited email asks for 
personal information, this is a warning that you are at risk. These scams rely on the headlines of the day. 
¢ƻŘŀȅΩǎ ƘŜŀŘƭƛƴŜǎ ǘŜƭƭ ƻŦ ƘǳƎŜ Řŀǘŀ ōǊŜŀŎƘŜǎΦ {ƻΣ ǿƘŜƴ ȅƻǳ ƎŜǘ ŀƴ ŜƳŀƛƭ ŀōƻǳǘ ǘƘƛǎΣ ƛǘ ǎŜŜƳǎ ƭŜƎƛǘƛƳŀǘŜΦ 
These criminals know what they are doing. Always remain on your guard. 
 
If you have been phished, take immediate action. Close credit or debit cards or bank accounts whose 
information you provided and contact the three main credit-reporting agencies to place a fraud alert on 
your accounts. These are minimum actions, do your research to see what other steps you should take. 
Yes, it is a hassle, but nothing like the hassle if your identity is compromised. 
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Practicing Safe Computing #2: ά/ǊŜŘƛǘ ǊŜǇƻǊǘƛƴƎ ŀƎŜƴŎƛŜǎέ  
Originally published in the November 2015 issue of Venturing into our Past (JGSCV) 

 
aȅ hŎǘƻōŜǊ ά{ŀŦŜ /ƻƳǇǳǘƛƴƎέ ŀǊǘƛŎƭŜ ǎǳƎƎŜǎǘŜŘ ȅƻǳ ŎƻƴǘŀŎǘ ǘƘŜ ŎǊŜŘƛǘ ǊŜǇƻǊǘƛƴƎ ŀƎŜƴŎƛŜǎ ƛŦ ȅƻǳ ƘŀǾŜ 
ōŜŜƴ άǇƘƛǎƘŜŘέ ŀƴŘ ŦŜŜƭ ǘƘŀǘ ȅƻǳǊ ƛŘŜƴǘƛǘȅ Ƴŀȅ ƘŀǾŜ ōŜŜƴ ŎƻƳǇǊƻƳƛǎŜŘΦ ¢Ƙƛǎ ŀǊǘƛŎƭŜ ŎƻǾŜǊǎ Ƙƻǿ ǘƻ Řƻ 
this and what you might request. 
 
There are three major credit-reporting agencies in the U.S. - TransUnion, Experian and Equifax. By law, 
you are entitled to one free credit report from each every year. To get your free credit report, go to 
www.annualcreditreport.com. You will be quizzed to ensure your identity. For example, you might be 
asked the amount of your monthly mortgage or car payment and be given a number of ranges.  
 
You can obtain any or all of your three credit reports. While there are some differences, for the most 
part they are redundant. Therefore, what I do is put a reminder on my calendar at four-month intervals 
to get one of the three credit reports, keeping me aware throughout the year. Check the report carefully 
for accuracy. It will provide you with instructions for contesting erroneous information.  
 
There are commercial ǎƛǘŜǎΣ ǿƛǘƘ ǘƘŜ ǿƻǊŘǎ άŦǊŜŜέ ƛƴ them that look a lot like the official free site above. 
Using some will start a monthly charge while others are truly free and rely on up selling you additional 
services. If you do sign up for a credit monitoring service, be sure you know what you are getting for 
your money. In addition, check your credit card statements carefully for any resultant charges. 
 
LŦ ȅƻǳ ŀǊŜ ŎƻƴŎŜǊƴŜŘ ǘƘŀǘ ȅƻǳǊ ƛŘŜƴǘƛǘȅ Ƴŀȅ ƘŀǾŜ ōŜŜƴ ŎƻƳǇǊƻƳƛǎŜŘΣ ŎƻƴǎƛŘŜǊ ŜǎǘŀōƭƛǎƘƛƴƎ ŀ άǎŜŎǳǊƛǘȅ 
ŦǊŜŜȊŜέ ǿƛǘƘ ŜŀŎƘ of the three credit reporting agencies. With a credit freeze, the agency will not 
approve credit, loans and services being approved in your name without your consent. However, this 
may delay, interfere with or even prohibit the timely approval of legitimate requests for new credit. 
 
The nominal fee for a security freeze is typically waived if you are over 65 or have submitted a complaint 
with a law enforcement agency stating that you believe you are a victim of identity theft. You can later 
temporarily, or even permanently, suspend the security freeze. Again, a nominal fee is typically waived if 
you have an active complaint.  
 
! ƭŜǎǎ ƛƴǘǊǳǎƛǾŜ ŀƭǘŜǊƴŀǘƛǾŜ ƛǎ ŀ άŦǊŀǳŘ ŀƭŜǊǘέΦ ¢Ƙƛǎ ǊŜǉǳŜǎǘǎ ǘƘŀǘ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ŎǊŜŘƛǘ ƎǊŀƴǘƻǊ ǾŜǊƛŦȅ ȅƻǳǊ 
identification before proceeding with the transaction. A fraud alert is free and lasts 90 days. If you 
request a fraud alert of any of the three companies, they are required to notify the other two. 
(However, I would verify that the others have recorded the alert). A fraud alert can be renewed for 90 
days. It can be extended to one or seven years if you have submitted a complaint to a law enforcement 
agency.  
 
Contact Information for the Credit Reporting Companies:  

TransUnion, http://www.transunion.com, 1-800-680-7289,  
Experian, http://www.experian.com, 1- 888-397-3742,  
Equifax, http://www.equifax.com, 1-888-766-0008 

To obtain your free annual credit report: 
 https://www.annualcreditreport.com  
For more information: 
 http://www.consumer.ftc.gov/articles/0155-free-credit-reports  
 http://www.federalreserve.gov/creditreports  
 https://www.ftc.gov/faq/consumer-protection/get-my-free-credit-report  

http://www.annualcreditreport.com/
http://www.transunion.com/
http://www.experian.com/
http://www.equifax.com/
https://www.annualcreditreport.com/
http://www.consumer.ftc.gov/articles/0155-free-credit-reports
http://www.federalreserve.gov/creditreports
https://www.ftc.gov/faq/consumer-protection/get-my-free-credit-report
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Originally published in the December 2015 issue of Venturing into our Past (JGSCV) 

 
You are surfing the web when a screen pops up telling you that you have 23,179 instances of malware 
(or viruses or worms) or porn on your computer. It offers to scan your computer and remove these at a 
low cost or even for free. Never take these people up on their offer to protect you through a one-time 
cleaning of your computer. They are great at scaring you. Do not take the bait. 
 
The pop-up has no idea how many instance of bad stuff you have on your computer (though it is a pretty 
good bet that even with anti-virus software, you have some), If you give the soliciting message the 
authority to scan or to fix the problem you are giving them control of your computer. In addition, you 
have no idea what they will actually do with that authority. One thing for sure, it will benefit them and 
not you. 
 
In a similar scam, the pop up informs you that you are infected with some specific virus (often one that 
you have recently read about in the news). This message is likely being spammed to hundreds of 
ǘƘƻǳǎŀƴŘǎ ƻŦ ƻǘƘŜǊǎ ŜȄǇŜŎǘƛƴƎ ǘƘŀǘ ǎƻƳŜ ǇŜǊŎŜƴǘŀƎŜ ǿƛƭƭ Ǉŀȅ ǘƻ ōŜ άŎƭŜŀƴŜŘΦέ LŦ ȅƻǳ ǇŀȅΣ ŀǘ ōŜǎǘ ǘƘŜǊŜ 
will be a faux cleanup letting you know that everything is now Ok.  
 
At worst, the spammer, once given control of your computer will install new viruses, steal your 
information, or even freeze your computer with ransomware (a topic for another article). The company 
name displayed often mimics well-known and trusted brands. However, these trusted companies do not 
operate in this way. If you give these con artists control, nothing good will come of it.  
 
If the message scares you, this is not all bad. You should be concerned to keep your computer free of 
malware. Close the message without responding. Do not click on the box in the popup asking to be 
taken off the contact list. This just confirms to the spammer that you are real and you will result in even 
more spam. 
 
Allay your concerns by running your antivirus software to check the current state of your computer. If 
your virus protection is out of date, get a current subscription. Consider going to a trusted site (like 
www.microsoft.com or www.mcafee.com) and see what tools they offer to check the health of your 
computer. However, under no circumstances give control to strangers who, unsolicited, reach out to 
you. 
 
Similarly, do not fall for emails that you receive offering free or low-cost scans and cleanup of your 
computer. Again, you really do not know with whom you are dealing. Do not accept the offer no matter 
how tempting, scary, or trustworthy it seems. In addition, as before, never click on the request to 
ǊŜŎŜƛǾŜ ƴƻ ŦǳǊǘƘŜǊ ŜƳŀƛƭǎΦ ¢Ƙƛǎ ǿƛƭƭ ƛƴǎǘŜŀŘ ǊŜǎǳƭǘ ƛƴ ȅƻǳ ōŜƛƴƎ ǇƭŀŎŜŘ ƻƴ ŜǾŜƴ ƳƻǊŜ ǎǇŀƳƳŜǊǎΩ ƭƛǎǘǎΦ 
 
  

http://www.microsoft.com/
http://www.mcafee.com/
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Practicing Safe Computing #4: άLǎ ¸ƻǳǊ ±ƛǊǳǎ tǊƻǘŜŎǘƛƻƴ !Ŏǘǳŀƭƭȅ ²ƻǊƪƛƴƎΚέ  
Originally published in the January 2016 issue of Venturing into our Past (JGSCV) 

 
We all know the importance of maintaining virus protection on our computers, but many do not realize 
that their virus protection is not protecting them at all. Virus protection consists of two equally critical 
components. One is an engine that runs regularly to scan your files and messages for signs of malware 
and to then block or clean the malware that is found. 
 
The second component is a list of current malware patterns. Without this, your anti-virus engine may 
continue to run and to protect your computer against the malware that was known in the past, but may 
not recognize the latest patterns and so let them slip by. You must maintain your subscription or the 
updating of patterns will cease, even as the engine continues to function. 
 
Folks are sometimes fooled in that they see that the anti-virus product that came free with their 
computer continues to run long after its initial period has ended. They ignore the messages encouraging 
them to make a subscription payment figuring that they will handle this later, and the product seems to 
be working. 
 
Some think that going for a time without virus protection is no big deal. They can always purchase an 
even better product later. However, as the days drag into weeks and then months the computer 
continues at risk and the malware multiplies. Additionally, some of this malware can burrow so deeply 
into the system that removal without a complete and expensive rebuild becomes impossible. 
 
While your friends may prefer one product to another, all of well-known commercial products work 
well. The critical thing is to ensure that you have some product installed and that its list of patterns is 
being kept up to date. If not sure, go to the website of the product, you have and it will certainly offer to 
run a scan to tell you if you are up to date and running properly or at risk. 
 
Sometimes software installation instructions instruct you to temporarily turn off your virus protection. 
Unfortunately, people sometimes neglect to turn it back on and so are running at substantial risk. Your 
virus protection should be set to scan all incoming messages, periodically check your entire system, and 
regularly download the latest malware patterns. If unsure, use the default settings. 
 
Two virus-protection programs are not better than one. Each will perceive the other to be doing 
something that warrants monitoring. This conflict may actually slow your computer as each continues to 
confirm that the other is not, in fact, malware. So, if you decide to switch to another anti-virus program, 
uninstall the old one and then immediately install the replacement. 
 
One anti-virus product, PC-aŀǘƛŎΣ ǘƻǳǘǎ ǘƘŀǘ ƛǘ ƛǎ !ƳŜǊƛŎŀƴ ƳŀŘŜ ŀƴŘ ǳǎŜǎ άǿƘƛǘŜ-ƭƛǎǘƛƴƎέ ǘƻ ōŜǘǘŜǊ 
protect you from visiting dangerous websites. While I like both concepts, I do not endorse this or any 
product. I just encourage you to spend the $15-$30 per year and stay current. This is far better than 
losing valuable data and paying $300-$400 to reinstall your system. 
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Practicing Safe Computing #5: ά²Ƙŀǘ ŀǊŜ ΨcookiesΩ ŀƴŘ ǎƘƻǳƭŘ ǘƘŜȅ ŎƻƴŎŜǊƴ ȅƻǳΚέ  
Originally published in the February 2016 issue of Venturing into our Past (JGSCV) 

 
While baked cookies can add on the pounds, computer cookies are so light that you can have hundreds 
or thousands of them on your computer and they will not slow it down. Cookies are small files of data 
that are used to facilitate your use of the Internet. They are not inherently bad. You can set your security 
settings to disallow them, but you will not like the results, as you will find that you cannot access many 
sites that require cookies to be enabled. You can set your system to purge cookies each time you close 
your browser or simply let them accumulate.  
 
/ƻƻƪƛŜǎ ǇǊƻǾƛŘŜ άǇŜǊǎƛǎǘŜƴŎŜέ ǿƘƛŎƘ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǎǘŀȅ ƭƻƎƎŜŘ ƛƴǘƻ ŀ ǿŜōǎƛǘŜΦ When you log in to a site, 
a handshake value is placed in a cookie file on your computer that is specific to that website. Each time 
you then send a transaction to that website (an update or query), the transaction grabs this handshake 
and includes it, thus confirming who you are and that you are indeed still logged in. 
 
Cookies can contain preferences to personalize your experience for a specific website. Therefore, if you 
identify topics of interest and these are displayed when you go to the site, this is because your 
preferences are stored in a cookie and sent to the website when you access it. If you identify at a 
brokerage site which page is to be initially displayed, this information is similarly stored in a cookie. 
Cookies are unique to a single website and generally only useable when linked to that website. 
 
A potentially dangerous use of cookies is to use them to store your login information, including your 
ǇŀǎǎǿƻǊŘΣ ŦƻǊ ŀ ǇŀǊǘƛŎǳƭŀǊ ǎƛǘŜ ƻƴ ǘƘŜ LƴǘŜǊƴŜǘΦ ¸ƻǳ ƘŀǾŜ ŎŜǊǘŀƛƴƭȅ ōŜŜƴ ŀǎƪŜŘ ƛŦ ȅƻǳ άǿŀƴǘ ǘƻ ōŜ 
ǊŜƳŜƳōŜǊŜŘ ŦǊƻƳ ǘƘƛǎ ŎƻƳǇǳǘŜǊέ ŀƴŘ ǎƻ ǎǇŜŜŘ ȅƻǳǊ ƭƻƎƛƴΦ LŦ ȅƻǳ ŀŎŎŜǇǘ ǘƘƛǎ ƻŦŦŜǊΣ ȅƻǳr ID and possibly 
your password are stored in a cookie that is then queried when you later access the site. 
 
Even though the information is encrypted (i.e. scrambled so that it cannot be easily read), it could be 
used by someone who gains access to your computer to log into sites with your credentials. Malware 
could even use or export them. As I would prefer to leave no opportunity for another to log into my 
brokerage account, bank or credit union and take actions in my name I routinely decline to accept offers 
by websites to remember me. 
 
Deleting cookies will not harm your computer. HoweverΣ ǘƘƛǎ ǿƛƭƭ ǊŜƳƻǾŜ ǘƘŜ ǿŜōǎƛǘŜ άǇŜǊǎƻƴŀƭƛȊŀǘƛƻƴǎέ 
you have constructed over time. You can instruct your computer to delete all cookies each time you 
close your Internet browser, except those related to sŜƭŜŎǘŜŘ άŦŀǾƻǊƛǘŜέ ǎƛǘŜǎΦ ¢Ƙƛǎ ƛǎ ǇǊŜŎƛǎŜƭȅ ǘƘŜ ǿŀȅ L 
have set up my Internet Explorer, Chrome and Firefox browsers.  
 
CƻǊ ǎǇŜŎƛŦƛŎ ƛƴǎǘǊǳŎǘƛƻƴǎ ŦƻǊ ȅƻǳǊ ǎŜǘǘƛƴƎ ŎƻƻƪƛŜ ǊǳƭŜǎ ŦƻǊ ȅƻǳǊ ōǊƻǿǎŜǊΣ ǎŜŀǊŎƘ ŦƻǊ άaŀƴŀƎƛƴƎ ŎƻƻƪƛŜǎ ƛƴ 
CƛǊŜŦƻȄ плΦлΦоέ ǳǎƛƴƎ ǘƘŜ ŀŎǘǳŀl name and version of your browser. To find the version of Firefox you are 
using, click on three bars symbol in the upper right hand corner of the page, then click on (?) and then 
ά!ōƻǳǘ CƛǊŜŦƻȄέΦ CƻǊ /ƘǊƻƳŜΣ ŎƭƛŎƪ ƻƴ ǘƘŜ ǘƘǊŜŜ ōŀǊǎ ǎȅƳōƻƭΣ ǘƘŜƴ άIŜƭǇ ŀƴŘ !ōƻǳǘέ ŀƴŘ ǘƘŜƴ ά!ōƻǳǘ 
DƻƻƎƭŜ /ƘǊƻƳŜέΦ CƻǊ LƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊΣ ŎƭƛŎƪ ƻƴ ǘƘŜ ¢ƻƻƭǎ ƛŎƻƴ όƭƻƻƪǎ ƭƛƪŜ ŀ ƎŜŀǊύΣ ŀƴŘ ǘƘŜƴ ά!ōƻǳǘ 
LƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊέΦ 
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Practicing Safe Computing #6: άLǎ ƛǘ ǘǊǳŜ ǘƘŀǘ !ǇǇƭŜǎ ŀǊŜ ǎŀŦŜǊ ǘƘŀƴ t/ǎΚέ  
Originally published in the March 2016 issue of Venturing into our Past (JGSCV) 

 
Yes, it is true. Apples IOS operating system has proven to be less impacted by viruses than PCs running 
any version of Windows. The reason is two-fold. First, with about 7.2% of the market for desktop and 
laptop computers vs. 91.4% for Windows based PCs, virus creators find it more attractive to write 
malware for PCs (the remaining 1.4% of personal computers use a variant of the Linux operating 
system). 
 
The second reason relates to the way Apple updates its operating system vs. the way Microsoft updates 
Windows. Microsoft does its best to provide for backward compatibility. In other words, they want to 
see that programs that ran on earlier versions of the operating system continue to run. This translates 
into lots of old code being included in current Windows operating systems. 
 
With about 50 million lines of code, much of it carried forward, there are many opportunities for 
mischief as hackers discover flaws in the software that they then exploit through malware. When this 
occurs, Microsoft releases a security patch to close the flaw and the anti-virus companies release an 
update to counter it. However, they are always playing catch up and there is an inevitable lag. 
 
When Apple releases a major operating system upgrade, it is built fresh. If older software will not run, so 
be it. Apple is more focused on the overall user experience with its current operating system and 
associated software rather than compatibility with older versions. So, as an Apple user you may find that 
you have to buy a new version of software when upgrading to the newest operating system. 
 
By writing new code, Apple can concentrate on protections and the user experience and does not have 
to contend with protecting old operating system code. While Apple does a good job in controlling 
viruses endangering the Apple system, it does not do as much regarding viruses and worms simply using 
the Apple as a landing place on their way to a Windows PC. 
 
Apple users remain at risk for phishing in which unscrupulous folks strive to obtain personal data. 
Therefore, Apple users still need to be on their guard. Half a dozen companies provide Apple-specific 
anti-virus software. While the risk is lower, Apply users owe it to themselves (and the PC users with 
whom they interact) to acquire and run anti-virus software on their machines. 
 
!ǎ t/ aŀƎŀȊƛƴŜ ǿǊƻǘŜ ƻƴ CŜōǊǳŀǊȅ моΣ нлмрΣ άMac users simply cannot be complacent and leave their 
machines unprotected. Even if they never encounter malware, they would certainly benefit from social 
media protections and keeping their machines from being used to attack other computers. And with 
numerous free options, there's simply no excuse; get antivirus protection for your mac today.έ - 11 
Antivirus Apps for Mac. 
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Practicing Safe Computing #7: ά.ŀŎƪƛƴƎ ǳǇ ȅƻǳǊ {ȅǎǘŜƳέ  
Originally published in the April 2016 issue of Venturing into our Past (JGSCV) 

 
We all know that we should be regularly backing up our data. However, the fact is that many of us do 
not back up our data frequently enough, if at all. Some think it is complicated or expensive and many 
have become complacent after years of using computers without problems. Do not wait for a data loss 
to shake this complacency. 
 
We all need to frequently back up our data and store these backups in a different location from the 
computer on which it normally resides. Many purchase an external hard drive and set it up so that 
automatic backups are taken daily. This is good as far as it goes. However, what happens in a disaster 
where there is a fire, flood, or earthquake and both the computer and its local backup are destroyed?  
 
This can be avoided by using one of the available commercial services through which your data is 
automatically backed up to the cloud. These services are relatively inexpensive. Alternatively, you could 
set up a cloud backup yourself by placing a cloud storage device at another location and backing up to it 
using software that performs regular backups, daily or more frequently. 
 
Recognize that backing up everything on your computer is not necessary. The Operating Systems and 
computer software can be re-installed. Downloaded music and movies can be re-downloaded. However, 
your own pictures, family information, research, financials and more should be backed up off site.  
 
Consider setting up a logical drive or directory on your computer dedicated to the data that is to be 
ōŀŎƪŜŘ ǳǇΦ ¸ƻǳ Ŏŀƴ ǊƻǳǘƛƴŜƭȅ ŎƻǇȅ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ ǘƘƛǎ ŘǊƛǾŜ ƻǊ ŘƛǊŜŎǘƻǊȅ ƻƴǘƻ ŀ ¦{. άǘƘǳƳōέ ŘǊƛǾŜ ŀƴŘ 
keep it on your key chain as I do. So, I have my data wherever I happen to be, whether or not I have 
Internet access.  
 
This is not a substitute for regular, scheduled backups, but an additional step you may consider. If you 
have a particularly important file that you have just created and cannot afford to lose, you could copy it 
to the thumb drive or attach it to an email and send it from your home to office or vice-versa. 
 
Most of us have experienced that horrible feeling when our computer loses power after we have put a 
great deal of time into creating or updating a file and just before we were going to save it. To avoid this, 
set your system to regularly save your files as you update them. Consider setting this to occur every five 
or ten minutes. Additionally, consider taking a backup of any critical file before you start modifying 
them. 
 
Another approach is to keep your data in the cloud. These cloud services routinely back up your data for 
you. However, as I never like leaving anything to chance I would want to have two physical backups 
under my own control as well, in two different physical locations. If I sound paranoid, I am a little. Once 
you experience a painful data loss, you may become a bit paranoid as well. 
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Practicing Safe Computing #8: ά!ǾƻƛŘƛƴƎ ōŜŎƻƳƛƴƎ ǾƛŎǘƛƳ ƻŦ wŀƴǎƻƳǿŀǊŜέ  
Originally published in the May 2016 issue of Venturing into our Past (JGSCV) 

 
Ransomware is a form of malware that encrypts files on your computer and then demands payment in 
exchange for the passkey to access them.  
 
In February, Hollywood Presbyterian Medical Center became the victim of a ransomware attack. 
/ȅōŜǊŎǊƛƳƛƴŀƭǎ ǘƻƻƪ ŎƻƴǘǊƻƭ ƻŦ ǘƘŜ ƘƻǎǇƛǘŀƭΩǎ ŎƻƳǇǳǘŜǊǎ ŀƴŘ ŜƴŎǊȅǇǘŜŘ Řŀǘŀ ǎƻ ǘƘŀǘ ǘƘŜ ƘƻǎǇƛǘŀƭ ŎƻǳƭŘ 
not access or record patient notes. The cybercriminals demanded a payment to provide the hospital 
with the necessary passkey to unlock its files. The hospital paid $17,000 in bit coins, an untraceable way 
to pay the cybercriminals who likely accomplished this attack from a country with weak extradition 
treaties. The cybercriminals provided the passkey and Hollywood Presbyterian was back in business. 
They insist that no patient was at risk during the episode. However, they redirected emergency patients 
to other hospitals while dealing with the attack.  
 
Cybercriminals target individuals as well as institutions. Playing the numbers, they likely make more 
money at $200 to $400 per attack against individuals who tend to focus less on protecting their systems 
than institutions. Most people will readily fork over a few hundred dollars to regain control of their 
system and data. When the cybercriminals take control, they display a warning screen letting you know 
you have been hacked and instructing you to purchase bitcoins or a cash card and then go to a site on 
the untrŀŎŜŀōƭŜ άŘŀǊƪ ǿŜōέ ǘƻ ƳŀƪŜ ȅƻǳǊ ǇŀȅƳŜƴǘΦ ¢ƘŜ ǇŀǎǎƪŜȅ ǘƻ ǳƴƭƻŎƪ ȅƻǳǊ Řŀǘŀ ƛǎ ǘƘŜƴ ǇǊƻǾƛŘŜŘΦ 
The cybercriminals want to maintain their reputation for honesty after the payment is made. 
 
ά[ƻŎƪȅέ ƛǎ ǘƘŜ ƴƛŎƪƴŀƳŜ ƻŦ ƻƴŜ ǎǘǊŀƛƴ ƻŦ ǊŀƴǎƻƳǿŀǊŜΦ Lǘ ŜƴŎǊȅǇǘǎ ŀƴŘ ǘƘŜn renames all your important 
files so that they have the extension .locky. It generally arrives as an email attachment. When you open 
ǘƘŜ ŀǘǘŀŎƘƳŜƴǘΣ ƛǘ ŀǇǇŜŀǊǎ ǎŎǊŀƳōƭŜŘ ŀƴŘ ȅƻǳ ŀǊŜ ƛƴǎǘǊǳŎǘŜŘ ǘƻ άŜƴŀōƭŜ ƳŀŎǊƻǎέ ǘƻ ǳƴǎŎǊŀƳōƭŜ ǘƘŜ 
message. In actuality, thƛǎ ǿƛƭƭ Ǌǳƴ ŎƻŘŜ ǘƻ ƛƳǇƭŀƴǘ ǘƘŜ ǊŀƴǎƻƳǿŀǊŜ ƻƴ ȅƻǳǊ ŎƻƳǇǳǘŜǊΦ άWƛƎǎŀǿέ ƛǎ 
another new ransomware program that actually starts destroying files if you delay in obtaining the 
bitcoins to pay off the cybercriminals. It displays a countdown clock on your screen to let you know that 
you have one hour to make the payment and if late, you will not get back all of your data files. 
 
To protect yourself: 

¶ Be cautious about unsolicited attachments. If in doubt, do not open it. 

¶ Avoid going to sites on the Internet that you do not know to be safe. 

¶ Do not enable macros in document attachments received via email.  

¶ Consider installing the Microsoft Office viewers. They let you see what documents look like 
without opening them in Word or Excel and do not permit macros. 

¶ Maintain current virus protection and automatically download security patches for your various 
programs (like Office, Flash and Chrome).  

Finally, backup regularly and keep a recent copy off-site. You will then have the unhappy choice of 
paying the cybercriminals for the passkey or paying your computer support person to reinstall your 
system and files. Such is life in the cyber age! 
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Practicing Safe Computing #9: ά{ƻŎƛŀƭ 9ƴƎƛƴŜŜǊƛƴƎέ  
Originally published in the June 2016 issue of Venturing into our Past (JGSCV) 

 
Ever notice that when a big headline hits the news you get emails on the topic? This is a typical way 
social engineers get through your defenses. Prince suddenly died this past April. The news, the blogs, 
television and radio contained almost non-stop coverage of the tragic event, speculating on the cause of 
his death and extolling his memory. You likely received at least a few emails on the event.  
 
Since the story was all over the place, we tend to be less suspicious of an email on it. Therefore, if you 
are into pop music, or just a news junkie, you may have opened the email without thinking whether it 
might contain a virus. You might have even clicked on the button in the email to play a commemorative 
Prince tune. Social engineers recognize that folks let their guard down in such circumstances. 
 
However, you feel that this will never happen to you because you would just delete such a message. 
After all, you are not into such pop music culture and know not to open emails from sources you do not 
know. Ok. Now substitute a recent bus bombing in Israel or the latest outrageous thing that Donald 
Trump said or (and I love this one) an email about the latest scam in the news. 
 
Social engineers use topical news to send out viruses to infect your computer and possibly steal your 
personal information. So, maintain your guard when you receive emails on the latest headline. If you do 
not recognize the source, be wary about opening the email. In addition, never, never, click on any link or 
button contained in the email. You will be inviting viruses to come aboard your computer. 
 
When you get a call from Citibank informing you that they have a thieving teller who has been 
ƛƴŀǇǇǊƻǇǊƛŀǘŜƭȅ ŀŎŎŜǎǎƛƴƎ ŎǳǎǘƻƳŜǊǎΩ ŀŎŎƻǳƴǘǎ ŀƴŘ ǘƘŀǘ ǘƘŜȅ ƴŜŜŘ ȅƻǳǊ ƘŜƭǇ ǘƻ ǘǊŀǇ ƘŜǊΣ ōŜ ǿŀǊȅΦ ¢ƘŜȅ 
may even offer you an award if you help provide evidence. Of course, they will need some information 
from you. The person is friendly and seems sincere and very believable, which is typical of a good social 
engineer. You want to help, and the $500 reward does not hurt. 
 
You think that you would never be fooled by such a call. You know it is likely a scam. However, when it 
occurs, you may not be thinking as clearly. In addition, the caller seems so nice, friendly and believable. 
Enough people fall for such approaches to provide the social engineer with a regular stream of stolen 
identities and cash. Never be tricked into giving out personal information when you are contacted by 
phone, email, instant messenger or at your door. 
 
Additionally, older people tend to be more trusting. Possibly, it is because we grew up in a different age. 
Whatever the reason, do not let yourself be fooled into sharing your personal information, opening 
emails or linking to websites when contacted by social engineers who rely on our good nature, greed, 
curiosity, trust and desire to be helpful. 
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Practicing Safe Computing #10: άtŀǎǎǿƻǊŘǎέ  
Originally published in the August 2016 issue of Venturing into our Past (JGSCV) 

 
We all know that we should be careful about selecting, protecting and changing passwords. However, 
how can you do this when you are told to maintain different passwords for your various websites, that 
they must be long and complicated, that you should not write them down and you should change them 
frequently? Impossible! Right? While this may be an annoying challenge, it is not nearly as bad as 
suffering an attack in which your accounts are emptied or critical personal information is stolen. 
 
Passwords should not include any information that could be found about you. You mention thaǘ άōƭǳŜέ 
ƛǎ ȅƻǳǊ ŦŀǾƻǊƛǘŜ ŎƻƭƻǊ ƻƴ CŀŎŜōƻƻƪΦ ¸ƻǳǊ ōƛƻ ǎŀȅǎ ȅƻǳ ǿŜǊŜ ōƻǊƴ ƛƴ ǘƘŜ ά.ǊƻƴȄέΦ ¸ƻǳ ƻŎŎŀǎƛƻƴŀƭƭȅ 
ƳŜƴǘƛƻƴ ȅƻǳǊ ŘƻƎ άScoobyέ ƛƴ ŜƳŀƛƭǎΦ ¢ƘŜǎŜ ōƛǘǎ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǇǊƻǾƛŘŜ ŀ ƎǊŜŀǘ ǎǘŀǊǘ ƛƴ ƎǳŜǎǎƛƴƎ ȅƻǳǊ 
password. Do not use family names, pet names, towns or streets where you now or have ever lived, 
ǇƘƻƴŜ ƴǳƳōŜǊǎ ƻǊ ŦŀǾƻǊƛǘŜ ŎƻƭƻǊǎΣ ŦƻƻŘǎΣ ǎƻƴƎǎΣ ƳƻǾƛŜǎ ƻǊ ŘǊƛƴƪǎΦ {ƛƳǇƭȅ ǇǳǘǘƛƴƎ ŀ άмέ ŀǘ ǘƘŜ ŜƴŘ will 
not help. Hackers will use automation to try all these things and will add digits and special characters. 
 
Do not ǳǎŜ ǎƛƳǇƭŜ ǎŜǉǳŜƴŎŜǎ ƭƛƪŜ ά!./5έΣ άпонмέΣ άммммέΣ άмŀнōоŎпŘέΣ ƻǊ άмноп!./5έΦ Do not use 
άv²9w¢¸έΣ άмптуфέ ƻǊ ŀƴȅ ƻǘƘŜǊ ǎƛƳǇƭŜ ǎǘǊƛƴƎ ƻŦ ŎƘŀǊŀŎǘŜǊǎ ŦǊƻƳ ȅƻǳǊ ƪŜȅōƻŀǊŘ ƻǊ ǇƘƻƴŜ ƪŜȅǇŀŘΦ LŦ ƛǘ ƛǎ 
simple to remember, it is simple for the hacker to craŎƪΦ ¢ƘŜ ƘŀŎƪŜǊΩǎ ŀǳǘƻƳŀǘŜŘ ǘƻƻƭ ǿƛƭƭ ŀǘǘŜƳǇǘ ŀƭƭ ƻŦ 
these predictable sequences. 
 
The best passwords are random collections of upper and lower case letters, numbers and special 
characters. However, these are generally impossible to remember. Therefore, your best bet is to choose 
a couple of unrelated words and combine them, with a digit or two and a special character or two. So, 
ǎŀȅ ȅƻǳ ŎƘƻƻǎŜ άIƻƳŜέ ŀƴŘ ά{ǇǊƛƴƎέ ŀƴŘ ƳŀƪŜ ǘƘŜ ǇŀǎǎǿƻǊŘ άIƻƳŜп{ǇǊƛƴƎрΗέ ƻǊ ǘƘŜ ǎƭƛƎƘǘƭȅ ƳƻǊŜ 
ŎƻƳǇƭƛŎŀǘŜŘΣ άIƻaŜп{ǇwƛbƎрΗέΦ  
 
Realistically, if you have a half dozen or more of these you will have a hard time remembering them. 
However, if you write them down, this list could fall into the wrong hands. I record them in a password-
protected file on my encrypted computer. I just have to remember one complex password, the one to 
open this file. 
 
This is a low-tech version of a password wallet - an online tool that keeps all of your passwords and 
provides them as needed directly when needed. Better wallets will even generate new complex 
passwords as required. Then, you could have a hundred complex passwords, all different. You will need 
to remember just one password, the one to authorize and access your password wallet.  
 
While you can pay for an encrypted USB stick or a software based password wallet, there are excellent 
ŦǊŜŜ ǎŜǊǾƛŎŜǎ ŀǎ ǿŜƭƭΦ hƴŜ ƛǎ άŘŀǎƘƭŀƴŜΦŎƻƳέΦ However, you still have the challenge of remembering that 
one complex password to get into your password wallet. Ok, write it down, just in case you forget, and 
store it in a safe place, like your safe deposit box - and not on the back of a business card in your wallet! 
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Practicing Safe Computing #11: ά{ƘŀǊƛƴƎ ¸ƻǳǊ CŀƳƛƭȅ ¢ǊŜŜ ϧ LŘŜƴǘƛǘȅ ¢ƘŜŦǘέ  
Originally published in the September 2016 issue of Venturing into our Past (JGSCV) 

 
Some choose not to share their family trees out of concern about identity theft. Your tree does contain 
personal data of interest to identity thieves such as birth date and place, address, phone number, email 
ŀƴŘ ƳƻǘƘŜǊΩǎ ƳŀƛŘŜƴ ƴŀƳŜΦ However, it does not contain the information they most want including 
social security number, credit card, bank account and investment account numbers and passwords. 
 
!ǘ ǘƘŜ ǊŜŎŜƴǘ L!WD{ ŎƻƴŦŜǊŜƴŎŜΣ wŀƴŘȅ {ŎƘƻŜƴōŜǊƎ ǎǘŀǘŜŘ ǘƘŀǘ ǘƘŜǊŜ ŀǊŜ άȊŜǊƻ ƛƴǎǘŀƴŎŜǎ ƻŦ ƛŘŜƴǘƛǘȅ ǘƘŜŦǘ 
resulting from shared family trees.έ He further stated that family members perpetrate the majority of 
identity theft. While it would surprise me if there were truly no instances of identity theft related to the 
sharing of family trees, a quick Internet search did not turn up much. 
 
!ŎŎƻǊŘƛƴƎ ǘƻ .ǊǳŎŜ YŜƴƴŜŘȅ ƛƴ /.{ aƻƴŜȅǿŀǘŎƘΣ άNumbers vary, but a study quoted by credit 
information firm Transunion revealed that nearly one-third of identity theft victims later determined 
that a family member or relative was responsible for the crime.έ  
 
Posting your family tree can vastly increase it as you link up with others and identify possible relatives 
about whom you knew little or nothing. There is simply no better way to expand your tree than through 
the cooperative effort of others, some whom you may not yet know. 
 
You may find some or all your tree already posted by others and this may contain incorrect or private 
information. You may also see information on living relatives. Some sites suppress such information, 
others permit it. There is no legal obligation to hide such information. While this may disturb you, you 
have little legal right to force its removal.  
 
.ŜŦƻǊŜ ȅƻǳ ǳǇƭƻŀŘ ȅƻǳǊ ǘǊŜŜΣ ǊŜŀŘ ǘƘŜ άǘŜǊƳǎ ƻŦ ǳǎŜέ ŦƻǊ ǘƘŜ ǎƛǘŜΦ ¸ƻǳ Ƴŀȅ ŦƛƴŘ ǘƘŀǘ ōȅ ǳǇƭƻŀŘƛƴƎ ȅƻǳǊ 
data, ȅƻǳ ŀǊŜ άŎƻƴǘǊƛōǳǘƛƴƎέ ƛǘ ŀƴŘ ǘƘŜ ŎƻƳǇŀƴȅ Ƙŀǎ ƻƴƎƻƛƴƎ ǊƛƎƘǘǎ ǘƻ ƛǘǎ ǳǎŜΣ ŜǾŜƴ ƛŦ ȅƻu no longer want 
it exposed. Check on what privacy is offered and what rights you have. You may not like what you find. 
However, you may conclude that the tradeoff is something with which you can live. Identify thieves have 
other ways to get the personal information they need. They do not need access to your family trees.  
 
To lessen the likelihood of identity theft, use and regularly change complex passwords, password-
protect the logon to you home computer, log off when you walk away, do not provide other users 
άŀŘƳƛƴƛǎǘǊŀǘƻǊέ ǊƛƎƘǘǎΣ ǎƘǊŜŘ ȅƻǳǊ ǇŀƛŘ ǳǘƛƭƛǘȅ ōƛƭƭǎ ŀƴŘ ŎŀǊŜŦǳƭƭȅ ǊŜǾƛŜǿ ŀƭƭ ŎǊŜŘƛǘ ŎŀǊŘ ŀƴŘ ōŀƴƪ 
statements. Take note if you do not receive an expected statement, periodically review your credit 
report and consider tightening the rules pertaining to getting credit under your name with the credit 
agencies. All of these steps were discussed in prior articles in this series. 
 
There are legitimate reasons for not sharing your family trees. However, there are more important steps 
to take to protect yourself from identity theft. 
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Practicing Safe Computing #12: άtŀǎǎǿƻǊŘ aŀƴŀƎŜǊǎέ  
Originally published in the October 2016 issue of Venturing into our Past (JGSCV) 

 
Password managers store your login information for the sites that you visit. They then automatically log 
you in to the site once you bring up the login page. Better password managers will generate unique 
complex passwords for you, fill in forms and synchronize across your devices. Some even provide legacy 
features to pass on your access to another, so that if you become incapacitated or die, someone will be 
able to access your accounts. 
 
I tried the free version of one of the very best password managers, Dashlane 4. It did a great job in 
automatically capturing IDs and passwords as I logged into websites and then replayed them when I 
went to those sites again. However, it was constantly pushing me to purchase the commercial version 
that was required for important functions like being able to view, update, delete or synchronize 
passwords across various devices. Eventually, I uninstalled it and focused on the free password 
managers.  
 
An excellent free password manager is LastPass 4.0. It is intuitive, providinƎ άŎŀǊŘǎέ ŦƻǊ ŜŀŎƘ ǿŜōǎƛǘŜ ȅƻǳ 
wish to access and displaying them in logical folders. You enter a description, ID and password into each 
card. I set up separate folders for financial sites, frequent flyer sites, genealogy sites, email sites, retail 
sites and social sites. I then simply clicked on the card for the site that I wished to open and LastPass 
logged me in.  
 
LastPass presumes sites have a single ID and single password to log in. You may have to enter some 
fields for sites that do not fit this profile. For example, the American !ƛǊƭƛƴŜǎΩ Frequent Flyer site requires 
an ID, a last name and a password. LastPass entered the ID in both of the first two fields requiring me to 
overtype my last name - a minor annoyance.  
 
Some sites do not permit you to go directly to a login page but rather have an icon on the home page 
that displays the login function. In these cases, clicking on the LastPass card icon brings up the home 
page. You must then click on the login icon and then have LastPass fill in the required information. Some 
of the commercial tools are more sophisticated and include unique profiles for hundreds of sites. 
 
LastPass also generates complex passwords on request that you can use to better protect yourself. This 
is especially for important sites. Download it from http://www.lastpass.com. Please do your own 
investigation to select the right tool for you. 
 
Commercial password managers cost $20 to $40 per year. For excellent comparisons of these tools, see 
άThe Best Password Managers of 2016έ όhttp://www.pcmag.com/article2/0,2817,2407168,00.asp) and 
άThe Best Free Password Managers of 2016έ όhttp://www.pcmag.com/article2/0,2817,2475964,00.asp).  
 
A password manager is a convenient, secure way to maintain different passwords for the various sites 
that you visit. Of course, you must create and remember a password for your password manager. 
Consider recording it in a secure location, like your safe deposit box - just in case. 
 
  

http://www.lastpass.com/
http://www.pcmag.com/article2/0,2817,2407168,00.asp
http://www.pcmag.com/article2/0,2817,2475964,00.asp
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Practicing Safe Computing #13: ά¸ŀƘƻƻ 9Ƴŀƛƭ {ŜǊǾƛŎŜǎέ  
Originally published in the November 2016 issue of Venturing into our Past (JGSCV) 

 
You are all likely aware of the mass theft of user data from Yahoo in which information for over 600 
million customers was stolen in 2014, becoming known only in the last few months. (If you have a Yahoo 
account and have not changed your password since 2014, do so immediately. If you use the same 
password on other accounts, change them as well.)  
 
Yahoo is reeling and playing defense in trying to retain its business. The LA Times reported in its October 
11, 2016 edition that Yahoo has quietly shut down the ability of users to turn on mail-forwarding 
services. According to the article, Yahoo claims tƘŀǘ ǘƘƛǎ ƛǎ ǘŜƳǇƻǊŀǊȅ ǿƘƛƭŜ ǘƘŜȅ άƛƳǇǊƻǾŜέ ǘƘŜ ǎŜǊǾƛŎŜΦ 
This standard function permits you to receive email in one mailbox and immediately forward a copy to 
another. It permits you to consolidate all email into one mailbox. 
 
I have email accounts in Gmail, Yahoo, MSN, UOP (University of Phoenix), UCLA Bruin and Roadrunner 
(Times Warner Cable) and consolidate them all into my primary UCLA Medical Center account. 
Therefore, if you send an email to me at hal@jgscv.org or hal.bookbinder@ucla.edu, you will likely get a 
response from hbookbinder@mednet.ucla.edu. This is the account that I monitor.  
 
Along with consolidating email, forwarding is also used to facilitate moving from one email service to 
another and Yahoo clearly does not want to help you do this. Once you set up a new email service, by 
setting up forwarding, email from those who use your old email automatically shows up in your new 
ƳŀƛƭōƻȄΦ .ȅ ǳǎƛƴƎ ŀƴ άƻǳǘ ƻŦ ƻŦŦƛŎŜέ ƴƻǘƛŦƛŎŀǘƛƻƴ ƛƴ ȅƻǳǊ ƻƭŘ mailbox, you can let them know that this 
mailbox will shortly close. Alternatively, you can just notify those you want to be aware of the change.  
 
You then can opt to close your old email or not. If you close it, those who use it will get a message that it 
is not a valid address. If you leave it active but simply stop using it, emailers, including spammers, will 
have no awareness that it is now dead. Some family or friends may wonder why you are ignoring them. 
 
If you had forwarding turned on in your Yahoo email before they took this action, the Times reports that 
it should still work. Yahoo simply turned off the ability to invoke this feature. This is presumably a 
defensive move to make it more difficult to move away from Yahoo. Likely, the blowback they will get 
will result in Yahoo restoring the function. With their mass-hacking, bleeding money (reported loss of 
$5.19 per share as of 7/18) and anti-customer actions such as these, one might question whether to 
remain with Yahoo it all.  
 
Of course, there are issues with other email services as well. Many are concerned about the scanning of 
emails reportedly done by Gmail and what other free services are doing with your information. Email 
has become a lifeline. Pay attention to your email service and have an escape plan. 
 
 
  

mailto:hal@jgscv.org
mailto:hal.bookbinder@ucla.edu
mailto:hbookbinder@mednet.ucla.edu
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Practicing Safe Computing #14: ά±ŜǊƛŦȅƛƴƎ ²Ƙŀǘ ¸ƻǳ {ŜŜέ  
Originally published in the December 2016 issue of Venturing into our Past (JGSCV) 

 
We all receive emails from friends passing on the latest information that they got from the Internet. It 
sounds plausible, you trust your friend and so you pass it on to more friends, or worse yet, act on the 
information without checking it first.  
 
In February 2016, folks were receiving advice to reset their iPhone date manually to January 1, 1970. 
Various reasons were given which sounded compelling. Yet, doing so would result in permanently 
disabling your iPhone. Apple acknowledged this bug and fixed it in iOS 9.3.1 in April. I am not brave 
enough to check it out myself on my iPhone. DO NOT TRY IT!  
 
Another item that periodically circulates is a notification that you may be infected and to check your 
computer for a particular file or value to confirm this. It then advises that you should immediately take 
an action, like deleting a particular file or running a script from a particular website. The file or value 
indicated is a normal component and removing that file may cripple your PC. Be assured that the script, 
should you choose to run it, will be infecting or otherwise damaging your PC. 
 
Be careful about acting on, or passing on, information you get on the Internet, whether through 
searching websites, emails out of the blue, or emails from trusted friends. Much of what is passed 
around is completely false or plausible sounding half-truth. Taking action without checking it out may 
cause you real damage. Sending it to friends may just spread a falsehood, or worse, a virus. 
 
If you get an unsolicited advisory regarding your financial institution log directly into their website (DO 
NOT CLICK THE LINK IN THE EMAIL) to check it out. If you get an advisory related to Microsoft, Dell, 
Apple, Intuit or whatever, similarly check it out before taking action. Links in emails may bring you to a 
page that looks legitimate, but is not. If you attempt to log in, you may be giving your log in information 
to folks who may use it fraudulently. Subsequent challenge questions may be used to obtain even more 
information. 
 
Two websites that have a good reputation for investigating and debunking Internet nonsense are 
www.snopes.com and www.truthorfiction.com. The descriptions below come from Wikipedia. 
 

ά{ƴƻǇŜǎΦŎƻƳΣ ŀƭǎƻ ƪƴƻǿƴ ŀǎ ǘƘŜ ¦Ǌōŀƴ [ŜƎŜƴŘǎ wŜŦŜǊŜƴŎŜ tŀƎŜǎΣ ƛǎ ŀ ǿŜōǎƛǘŜ ŎƻǾŜǊƛƴƎ 
urban legends, Internet rumors, e-mail forwards, and other stories of unknown or 
questionable origin.] It is a well-known resource for validating and debunking such 
ǎǘƻǊƛŜǎ ƛƴ !ƳŜǊƛŎŀƴ ǇƻǇǳƭŀǊ ŎǳƭǘǳǊŜΣ ǊŜŎŜƛǾƛƴƎ оллΣллл Ǿƛǎƛǘǎ ŀ ŘŀȅΦέ 
 
ά¢ǊǳǘƘhǊCƛŎǘƛƻƴΦŎƻƳ όƻǊ ¢ǊǳǘƘhǊCƛŎǘƛƻƴΦƻǊƎύ ƛǎ ŀ Ϧmyth busting" website about urban 
legends, Internet rumors, e-mail forwards, and other stories of unknown or 
questionable origin. The topics are researched by TruthOrFiction's staff, and rated 
"Truth" (if true), or "Fiction" (if untrue). When the accuracy is not known with 
certainty, the stories are rated "Unproven," "Disputed," "Reported to be Truth" or 
"Reported to be Fiction." Partially true stories are rated "Truth & Fiction." 

  

http://www.snopes.com/
http://www.truthorfiction.com/
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Practicing Safe Computing #15: ά¸ŀƘƻƻ ŀƎŀƛƴΣ .ƛƎƎŜǎǘ IŀŎƪ 9ǾŜǊΗΗΗέ  
Originally published in the January 2017 issue of Venturing into our Past (JGSCV) 

 
In mid-December, Yahoo announced that they had discovered another hack in which 1,000,000,000 (one 
billion) accounts were compromised. The hack occurred in 2013 and so the hackers have had three years 
to exploit the information. This is twice the size of the hack that they announced just a few months ago 
(see article in November 2016 newsletter).  
 
In addition to IDs and passwords, the hackers retrieved challenge questions answers όƭƛƪŜΣ ά²Ƙŀǘ ƛǎ ȅƻǳǊ 
ƳƻǘƘŜǊΩǎ ƳŀƛŘŜƴ ƴŀƳŜΚέύ. People tend to use the same password and/or challenge questions on their 
accounts. With the information from Yahoo, hackers can use programs that generate various 
combinations until they are able to access your other accounts. Challenge question answers may also be 
discoverable or guessable ς especially if they are true. 
 
While Yahoo claims that the breach did not include financial information, identifying your bank and 
other financial institutions is relatively easy using services available on the Internet. Alternatively, the 
hackers can simply try to access your accounts at a series of financial institutions until they find the one 
that works.  
 
Previous articles have provided recommendations to secure your account access. However, they did not 
address the issue of challenge questions being compromised. Here are steps you should take: 
 

1) Have different, complex, passwords for each of your accounts, especially ones that are sensitive, 
like financial and medical sites. (August, 2016) 

2) Use a password manager to generate your complex passwords. I use LastPass. Complex 
passwords that you build yourself may still be able to be guessed. (October, 2016) 

3) Store all of your login information in a password manager secured with its own complex 
password which you will need to remember. (October, 2016) 

4) Keep a copy of the password to your password manager in a safe place, possibly your safe 
deposit box and definitely not on a slip of paper in your wallet! (October, 2016) 

5) Set up your challenge questions with false and varied answers. Consistent, accurate challenge 
answers are discoverable. But, how can you now remember them? (new) 

6) Record the challenge questions and answers in the notes area associated with each login in your 
ǇŀǎǎǿƻǊŘ ƳŀƴŀƎŜǊΦ ό[ŀǎǘtŀǎǎ ǇǊƻǾƛŘŜǎ ŀ Ǿƛǎǳŀƭ άŎŀǊŘέ ŦƻǊ ŜŀŎƘ ŀŎŎƻǳƴǘύΦ όƴŜǿύ 

7) Change your passwords periodically - every 90 days is a good rule. (October, 2016) 
8) Never click on an email link to what you think is your account. It may take you to a simulated 

page that simply captures your login information. Type the address yourself. (October, 2015) 
9) Be careful when sharing personal information and never share login information. (June, 2016) 
10) Immediately change your password if you suspect your password may have been compromised. 

(August, 2016) 
 
The Yahoo breaches were not discovered for three years. So, do not wait for an announcement that 
your account may have been compromised. Take action now! 
 
Think it is too much trouble to take these steps? Compare it to the trouble if your financial, medical or 
even social accounts are hacked. At a minimum, secure your most critical accounts.  
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Practicing Safe Computing #16: ά²ƛǊŜƭŜǎǎ !ŎŎŜǎǎέ  
Originally published in the February 2017 issue of Venturing into our Past (JGSCV) 

 
You have a wireless router so that you can connect from anywhere in your home. Be aware of the 
exposures that come with wireless. Some of us retain the standard settings (ID and password) on the 
router. Anyone can easily find out the standard settings for your Linksys, Asus or other brand of router. 
This ID and password permits them to log into your router and update its settings. 
 
Once someone logs in, they can then use this information to hijack your router, eat up your bandwidth 
or even intercept your traffic. Your wireless access does not stop at the walls of your house but can be 
accessed by your neighbors and by folks on the street. So, take the obvious first step and change the ID 
and password on your router. In addition, make it one that is not easy to guess. I routinely find folks 
ǿƛǘƘ ǘƘŜ ǇŀǎǎǿƻǊŘ ƻŦ άǇŀǎǎǿƻǊŘέΦ aƛǎǇƭŀŎŜŘ ǘƘŜ ǇŀǇŜǊǿƻǊƪ ƻƴ ȅƻǳǊ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊΚ Wǳǎǘ ŎƘŜŎƪ ǘƘŜ 
ǊƻǳǘŜǊ ƳŀƴǳŦŀŎǘǳǊŜǊǎΩ ǿŜōǎƛǘŜ ŦƻǊ ƛƴǎǘǊǳŎǘƛƻƴǎΦ 
 
You need to also set a wireless password so that only the devices you want to be able to connect to your 
router are able to do so. If you do not, your neighbor or the fellow on the street may be sharing your 
bandwidth, slowing your access. So, be sure to set a wireless password as well as updating the router 
login ID and password. Once you set the wireless password, you will need to add it to your laptop, tablet 
and smart phone so they will be able to access your wireless network.  
 
A second line of defense is to encrypt your network traffic. This way, even if someone is able to 
intercept your transmissions, they will have a difficult time unraveling it. When you connect to a secure 
website, it generally has άƘǘǘǇǎΥκκέ ŀǘ ǘƘŜ ōŜƎƛƴƴƛƴƎ ƛƴǎǘŜŀŘ ƻŦ άƘǘǘǇΥκκέ ¸ƻǳǊ ōŀƴƪ ǿƛƭƭ ǉǳƛŎƪƭȅ ǘŀƪŜ ȅƻǳ 
ǘƻ ǘƘŜƛǊ άƘǘǘǇǎΥκκέ ŜƴǘǊȅ Ǉƻƛƴǘ ǿƘŜǊŜ ȅƻǳǊ ǎǳōǎŜǉǳŜƴǘ ǘǊŀŦŦƛŎ ǿƛƭƭ ōŜ ŜƴŎǊȅǇǘŜŘΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ȅƻǳ ǘȅǇŜ 
ƛƴ άwww.bankofamerica.comέΣ ȅƻǳ ǿƛƭƭ ōŜ ǘŀƪŜƴ ǘƻ άhttps://www.bankofamerica.com/έΦ  
 
Many email systems, including GmailΣ ŜƴŎǊȅǇǘ ȅƻǳǊ ƳŜǎǎŀƎŜǎΦ ²ƘŜƴ ȅƻǳ ƴŜȄǘ Ǝƻ ǘƻ άwww.gmail.comέ 
ƴƻǘƛŎŜ ǘƘŀǘ ǿƘŀǘ ƛǎ ŘƛǎǇƭŀȅŜŘ ƛǎ άhttps://mail.google.com/mail/#inboxέΦ LŦ ȅƻǳ ǳǎŜ ŀƴƻǘƘŜǊ ŜƳŀƛƭ ǎŜǊǾƛŎŜΣ 
look to see if it takes you to an encrypted website. If it does not, consider switching to one that does.  
 
It is especially important that your transmissions be encrypted when you connect in an exposed, shared 
environment like Starbucks or the airport. Someone with the appropriate device may be intercepting 
ǘƘŜ ǘǊŀƴǎƳƛǎǎƛƻƴ ŀƴŘ άƭƛǎǘŜƴƛƴƎ ƛƴέΦ LŦ ȅƻǳ Ŏŀƴƴƻǘ ƎŜǘ ŀƴ ŜƴŎǊȅǇǘŜŘ ŎƻƴƴŜŎǘƛƻƴΣ ōŜ ǾŜǊȅ ŎŀǊŜŦǳƭ ǿƘŀǘ ȅƻǳ 
share. You never know who is listening. 
 
While we typically obtain a wireless router so we can access the Internet from anywhere in the house, 
be sure to read the guide that comes with it and you will see that there are other functions that you may 
want to consider - including setting up a firewall and locking down access to adult or dangerous sites. 
More about routers and firewalls in a future article. 
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Practicing Safe Computing #17: ά{ŜŀǊŎƘŀōƭŜ DƻǾŜǊƴƳŜƴǘ 5ŀǘŀōŀǎŜǎέ  
Originally published in the March 2017 issue of Venturing into our Past (JGSCV) 

 
The articles in this series have focused on avoiding computing problems. This article shifts to some 
government resources that may help find people. We will get back to avoiding problems next month. 
 
Government agencies maintain numerous interesting searchable databases. For example, the Office of 
Inspector General at the U.S. Department of Health & Human Services maintains a searchable database 
regarding individuals and entities currently excluded from participation in Medicare, Medicaid and all 
other Federal health care programs. As of February 2017, it contained 2,974 entities and 63,306 
individuals. One can search by the first letter(s) of the entity name or surname (Entering the wildcard 
ά҈έ ǊŜǘǊƛŜǾŜǎ ŜǾŜǊȅǘƘƛƴƎύΦ 
 
{ŜŀǊŎƘƛƴƎ ǘƘŜ 9ƴǘƛǘȅ ŘŀǘŀōŀǎŜ ŦƻǊ ά[ƻǎ !ƴƎŜƭŜǎέ ǊŜǘǳǊƴŜŘ ǘƘǊŜŜ ƘƛǘǎΦ IŜǊŜ ƛǎ ǘƘŜ ŦƛǊǎǘ ŜƴǘǊȅΥ 

Entity: LOS ANGELES DOCTORS HOSPITAL CORPORATION, General: OTHER BUSINESS, Specialty: 
HC CONGLOM ς PARENT, Address: 2231 S WESTERN AVE, LOS ANGELES, CA 90018-0000, Excl. 
Type: 1128(a)(1)- PROGRAM-RELATED CONVICTION, Excl. Date: 06/14/2012 

 
Searching the Individual database for ά/hI9bέ ǊŜǘǳǊƴŜŘ от ƘƛǘǎΦ ¢ƘŜ ŦƛǊǎǘ ƻƴŜ ƛǎΥ  

First Name: ABBOTT, Middle Name: B, Last Name: COHEN, DOB: 12/25/1968, General: 
PODIATRY PRACTICE, Specialty: PODIATRY, Address: 105 PRENTISS, ALPENA, MI 49707-0000, 
Excl. Type: 1128(a)(4)- FELONY CONTROLLED SUBSTANCE CONVICTION, Excl. Date: 08/19/2004 

 
You can use this database to check out individuals and entities about whom you might have a concern. 
You also might be able to find information on lost or potential relatives. Try it with the surnames you are 
researching. Access it at https://oig.hhs.gov ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ ά9ȄŎƭǳǎƛƻƴǎέ ǘŀōΦ ¢ƘŜ ŦƛǊǎǘ ƻǇǘƛƻƴ ƛǎ ƛǘǎ hƴƭƛƴŜ 
Searchable Database. It also contains a helpful FAQ.  
 
Various federal and state entities maintain publicly accessible staff directories. For the U.S. Department 
of Health & Human Services go to http://directory.psc.gov/employee.htm. It provides the specific 
organization for which the person works, his/her job title, location, phone and email. 
 
LŦ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǎŜŜƛƴƎ ƛŦ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴ Ƙŀǎ ŀ ǇǳōƭƛŎƭȅ ŀŎŎŜǎǎƛōƭŜ ŘƛǊŜŎǘƻǊȅΣ ŜƴǘŜǊ ά{ǘŀŦŦ 5ƛǊŜŎǘƻǊȅ - DHS 
/!έ όŎƛǘƛƴƎ ǘƘŜ ǎǇŜŎƛŦƛŎ ŀƎŜƴŎȅ ȅƻǳ ǿŀƴǘύΦ Lƴ ǘƘƛǎ case, you will find a staff directory for the California 
Department of Health Services. Try it with federal, states or local agencies. Be creative. If your search 
does not work, ǘǊȅ ŀƭǘŜǊƴŀǘƛǾŜ ǿƻǊŘƛƴƎ ƭƛƪŜ άǇƘƻƴŜ ŘƛǊŜŎǘƻǊȅέ ƻǊ άŜƳǇƭƻȅŜŜ ŘƛǊŜŎǘƻǊȅΦέ  
 
The first several listed responses to such searches will often be commercial search facilities which 
ǘƘŜƳǎŜƭǾŜǎ ǎŎƻǳǊ Ƴŀƴȅ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜ ŘŀǘŀōŀǎŜǎ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ƛƴŘƛǾƛŘǳŀƭǎΧŦƻǊ ŀ ŦŜŜΦ ¢ƘŜȅ Ǉŀȅ 
to be listed at the top. If you skip over them and look for URLǎ ŜƴŘƛƴƎ ƛƴ ά/!ΦDh±έΣ άb¸ΦDh±έ ƻǊ Ƨǳǎǘ 
άDh±έ ȅƻǳ ƘŀǾŜ ƎƻǘǘŜƴ ōŜȅƻƴŘ ǘƘŜ ŎƻƳƳŜǊŎƛŀƭ ǎƛǘŜǎΦ LŦ ȅƻǳ ŀǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴ /ŀƭƛŦƻǊƴƛŀ ƎƻǾŜǊƴƳŜƴǘŀƭ 
ǎƛǘŜǎΣ ƛƴŎƭǳŘŜ ά/!ΦDh±έ ƛƴ ȅƻǳǊ DƻƻƎƭŜ ǎŜŀǊŎƘΦ 
 
Of course, not all government databases are free. For example, I was searching for a nurse and knew 
that each state maintains a registry of licensed nurses. In another search, I was trying to find someone 
based on mortgage information. A friend has a professional practice that subscribes to various licensure 
and property databases. Accessing these databases quickly located the individuals. 
 
The scope and availability of governmental databases are more than you might imagine. Happy hunting! 
  

https://oig.hhs.gov/
http://directory.psc.gov/employee.htm
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Practicing Safe Computing #Article #18: άViruses, Worms, Trojan Horses, Spywareέ 
Originally published in the April 2017 issue of Venturing into our Past (JGSCV) 

 
Malware (malicious softwareύ ŎƻƳŜǎ ƛƴ ŘƛǾŜǊǎŜ ŦƻǊƳǎΦ ά±ƛǊǳǎŜǎέΣ άǿƻǊƳǎέΣ ά¢ǊƻƧŀƴ ƘƻǊǎŜǎέΣ άǎǇȅǿŀǊŜέΣ 
άŀŘǿŀǊŜέΣ άȊƻƳōƛŜǎέΣ άǊŀƴǎƻƳǿŀǊŜέ ŀƴŘ άǎŎŀǊŜǿŀǊŜέ ŀǊŜ ŘƛŦŦŜǊŜƴǘ ŦƻǊƳǎ ƻŦ Ƴŀƭǿare. Some of these 
refer to the way the malware transports itself to your computer and others to what it does once you are 
infected. 
 
¢ƘŜǊŜ ŀǊŜ ǘǿƻ ǿŀȅǎ ƻŦ ǘǊŀƴǎǇƻǊǘƛƴƎ ƳŀƭǿŀǊŜ ǘƻ ȅƻǳǊ ŎƻƳǇǳǘŜǊΦ ¸ƻǳ ǳƴƪƴƻǿƛƴƎƭȅ ƛƴǾƛǘŜ άǾƛǊǳǎŜǎέ ƻƴǘƻ 
your computer and share ǘƘŜƳ ǿƛǘƘ ƻǘƘŜǊǎ ǿƘƛƭŜ άǿƻǊƳǎέ ŦƛƴŘ ȅƻǳ ƻƴ ǘƘŜƛǊ ƻǿƴΦ ¢ƘŜȅ Ŏŀƴ ōŜ Ŝǉǳŀƭƭȅ 
ŘƛǎǊǳǇǘƛǾŜΣ ŦǊƻƳ ōŜƛƴƎ ǇŜǘǘȅ ŀƴƴƻȅŀƴŎŜǎ ǘƻ ōŜƛƴƎ ƘƛƎƘƭȅ ŘŜǎǘǊǳŎǘƛǾŜΦ ¢ƘŜ ŘŜǎƛƎƴŀǘƛƻƴ άǾƛǊǳǎέ ƻǊ άǿƻǊƳέ 
describes how they travel and not their function or destructiveness. 
 
Viruses may arrive on emails you open or websites you visit. Typically, a further action results in their 
installation, like clicking on a button or link on the website or in the email. Sometimes, the mere fact of 
visiting a dangerous website or opening an infected email is sufficient. Worms are routinely on the 
lookout for new hosts and once they find them, transport themselves to the unlucky target. 
 
The rest of the terminology refers to the actions taken by the malware. Trojan Horses appear to be 
something benign or desirable. However, when you run them, they are also installing viruses on your 
computer. You receive a birthday card that instructs to click on it for a tune and sure enough when you 
Řƻ ǎƻ ƛǘ Ǉƭŀȅǎ άIŀǇǇȅ .ƛǊǘƘŘŀȅέΦ !ǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΣ ƛǘ ƛǎ ƛƴǎǘŀƭƭƛƴƎ a virus. 
 
Spyware is a form of virus or worm that captures information on your computer and sends it to an 
outside recipient. This might include copying and sending your address book, your financial or medical 
information or IDs and passwords you may have stored in your computer. Some spyware records your 
keystrokes as you type, emailing them to the recipient. Adware invokes popup advertisements. Visiting 
websites might trigger these popup ads. A timer may also trigger them. Generally, adware is more 
annoying than dangerous.  
 
½ƻƳōƛŜǎΣ ƻƴŎŜ ƛƴǎǘŀƭƭŜŘ ƛƴ ȅƻǳǊ ŎƻƳǇǳǘŜǊΣ ƳŀƪŜ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ŀ άǎƭŀǾŜέ ǘƻ ŀƴ ƻǳǘǎƛŘŜ άƳŀǎǘŜǊέΦ ¢ƘŜȅ 
periodically check the remote site for instructions and take action when instructed to do so. Zombies 
may turn your computer into a relay for spam, forwarding a downloaded email to your contact list 
(seemingly coming from you) or to a list provided by the master. Alternatively, zombies can attack 
specified websites, with thousands of zombie computers overwhelming the target with simultaneous 
traffic. Since zombies are continually checking with their masters for instructions, they can slow your 
computer.  
 
Ransomware encrypts your data and instructs you to pay a fee to regain control. The more aggressive 
forms of ransomware will threaten to, and then proceed to, destroy your data. Scareware, as the name 
implies will use social engineering techniques to instill fear, generally to cause you to buy unneeded 
software or services. Sometime it will attempt to scare you into taking potentially disruptive actions or 
running dangerous software. 
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІмфΥ άaŀƭǿŀǊŜ ǇǊƻǘŜŎǘƛƻƴέ  
Originally published in the May 2017 issue of Venturing into our Past (JGSCV) 

 
The April Practicing Safe Computing article described the various types of malware and mentioned that 
ǘƘŜ ŘŜǎƛƎƴŀǘƛƻƴ άǿƻǊƳέ ŀƴŘ άǾƛǊǳǎέ ǊŜƭŀǘŜ ǘƻ ǘƘŜ ǿŀȅ ǘƘŜ ƳŀƭǿŀǊŜ ŀǊǊƛǾŜǎ ƛƴ ȅƻǳǊ ŎƻƳǇǳǘŜǊΦ ±ƛǊǳǎŜǎ 
come in emails, or reside in websites or files you might access. To avoid them, you could avoid 
dangerous websites, avoid opening strange emails, avoid clicking of buttons that trigger programs to run 
and avoid accessing files on USB drives. Of course, if you religiously followed these rules, you would 
accomplish little on your computer. 
 
Worms require no action to find you to implant their malware on your computer. They are constantly 
scanning for devices to which they can connect and once they discover a potential host, transport 
themselves to that host. They could be resident in a website you open or come to you from another 
infected device. ¢ƘŜ {ǘǳȄƴŜǘ ǿƻǊƳ ŎǊƛǇǇƭŜŘ LǊŀƴΩǎ ƴǳŎƭŜŀǊ ǊŜŀŎǘƻǊǎ ŦƻǊ ƳƻǊŜ ǘƘŀƴ ŀ ȅŜŀǊΦ Lǘ ƛǎ ƭƛƪŜƭȅ ǘƘŀǘ 
an Iranian scientist placed an infected USB flash drive into his PC. Stuxnet infected the PC and used it as 
a launching pad to transport itself to the computers controlling the centrifuges concentrating uranium. 
 
Each device on the Internet broadcasts its address and availability so that others may see it. The 
downside is that this exposes a computer to worms. To lessen the risk, install a firewall between your 
computer and the Internet. The firewall broadcasts its address and availability (or none at all) and 
shields the address of your computer. Worms cannot see your computer through the firewall unless you 
provide a pathway by connecting to an infected website or inserting an infected USB drive. Be sure to 
turn on the built-in firewall on your computer or wireless router.  
 
In addition to firewalls and being careful as to websites, emails and USB drives, you must have current 
anti-virus software on your computer. If you are not certain whether your anti-virus protection is up to 
ŘŀǘŜ ŀƴŘ ŎƻƴŦƛƎǳǊŜŘ ǇǊƻǇŜǊƭȅΣ Ǝƻ ǘƻ ǘƘŜ ǾŜƴŘƻǊΩǎ ǿŜōǎƛǘŜ ŀƴŘ ŎƘŜŎƪΦ ¢ƘŜȅ ƘŀǾŜ ǳǘƛƭƛǘƛŜǎ ǘƻ ǾŜǊƛŦȅ 
whether your software is functioning properly. If unsure, choose the default configuration. 
 
An article by Neil Rubenking in the March 3, 2017 issue of PC Magazine evaluated 46 utilities to protect 
your Windows PC from malware. It lists the following ten as the best antivirus protection programs of 
2017: McAfee AntiVirus Plus, Webroot SecureAnywhere Antivirus, Bitdefencer Antivirus Plus 12017, 
Symantec Norton AntiVirus Basic, Kaspersky Anti-Virus (2017), Avast Pro Antivirus 2017, Emsisoft Anti-
Malware 11.0, ESET NOD32 Antivirus 10, F-Secure Anti-Virus (2017) and Trend Micro Antivirus Security 
(2017).  
 
The article contains a side-by-side comparison of functions and links to more in-depth reviews. Access it 
at: http://www.pcmag.com/article2/0,2817,2372364,00.asp. All these products function well. Pick one 
that you prefer and be sure to configure it to check all of the files, emails and websites you access. While 
Ƴƻǎǘ ƘŀǾŜ ƘƛƎƘŜǊ άǊŜƎǳƭŀǊέ ǇǊƛŎŜǎΣ ǿŀǘŎƘ ŦƻǊ ǎŀƭŜǎ ŀƴŘ ǎǇŜƴŘ Ϸнл ǘƻ ϷплΦ  
 
  

http://www.pcmag.com/article2/0,2817,2372364,00.asp
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Practicing Safe Computing #20: άProtection from WannaCry Ransomwareέ  
Originally published in the June 2017 issue of Venturing into our Past (JGSCV) 

 
The WannaCry ransomware has been all over the news as it has infected hundreds of thousands of 
computers worldwide, impacting major institutions as well as individuals. While all of the information 
below is available online, I have not found it written in nontechnical terms in a single place. Hope you 
find this helpful.  
 
What is the issue? 

¶ The WannaCry (or WannaCrypt) ransomware exploits a vulnerability in all versions of the 
Windows Operating System (OS). 

¶ Microsoft issued the following to explain this exploit, http://tinyurl.com/me8rx8g. 

¶ The above bulletin contains a link to Microsoft Security Bulletin MS17-010, which includes the 
security patch to fix this vulnerability.  

 
Do I need to worry? 

¶ If your computer is running a supported version of the Windows OS (7, 8.1 or 10) AND is set to 
automatically accept security patches from Microsoft, you should be protected. 

¶ If you are running Windows 10, automatic updates are turned on and cannot be turned off by 
the home user, so you should be protected. 

¶ If you are running a supported version but it is not set to automatically accept security patches, 
you are at risk. 

¶ If you are running a non-supported version Windows OS (8.0, XP or earlier), you are at risk. 
 
What if I do not know which version of Windows I am running? 

¶ A quick facility to check what Windows OS you are running is http://tinyurl.com/zmk89k4 (this is 
not a Microsoft site). It will display your OS at the top of the page and give you instructions if 
you want more details.  

¶ Alternatively, you can find instructions at http://tinyurl.com/hd645o6. Though not quite as 
convenient and only covering supported versions, this is a Microsoft site. 

¶ What if I am running Windows 7 or 8.1 and do not know if automatic updating is turned on? 

¶ For instructions, see the following Microsoft publication, http://tinyurl.com/z6t342p. Go down 
ǘƻ ǘƘŜ ǇƻǊǘƛƻƴ ŜƴǘƛǘƭŜŘ ά¢ǳǊƴ ƻƴ ŀƴŘ ǳǎŜ !ǳǘƻƳŀǘƛŎ ¦ǇŘŀǘŜǎέΦ 

¶ If you find that you do not have automatic updating turned on, you are strongly advised to turn 
it on. 

 
What do I do if I am at risk? 

¶ The Microsoft bulletin cited in the first section, http://tinyurl.com/me8rx8g, contains links to 
download the MS17-010 patch 

¶ In a highly unusual move, Microsoft has issued security patches for several unsupported 
Windows versions, including XP and 8.0, which are otherwise not supported with any fixes. 
Microsoft also offers a patch for Windows Server 2003. However, this is primarily a business 
installation and it is highly unlikely you have it on your home computer. Links to these 
downloads are at the bottom of the bulletin. 

¶ If you are running an earlier version of Windows, no fix is available from Microsoft.  

¶ If you are on an unsupported version of Windows, it is highly recommended that you upgrade. 
 
 
  

http://tinyurl.com/me8rx8g
http://tinyurl.com/zmk89k4
http://tinyurl.com/hd645o6
http://tinyurl.com/z6t342p
http://tinyurl.com/me8rx8g
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Practicing Safe Computing #21: άVerizon 2017 Data Breach Reportέ  
Originally published in the June 2017 issue of Venturing into our Past (JGSCV) 

 
For the past 10 years, Verizon has issued an annual Data Breach Report. Here is a quick summary, with 
thanks to the University of California Information Security department. As the Verizon report is based on 
actual investigations, it is one of the best sources for data on what is happening. 
 

  

 

 

 
So, most breaches are perpetrated by criminals outside the organization using a combination of hacking 
and malware and relying on poor password practices. Most were NOT financially motivated or related to 
espionage. So, this would imply that most were motivated simply by malicious intent, likely as a 
challenge. It is also interesting to note that 43% (2 in 5) were not discovered by the targeted 
organization but rather by outside parties. Bottom line, recognize that your data is at risk and so be 
careful what you share, practice good password management and keep your virus protection up to date. 
If interested in reviewing the entire report (which is 73 pages) please go to http://tinyurl.com/mzyk6vt. 
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Practicing Safe Computing #22: άaƻŘŜƳǎ ŀƴŘ Routersέ  
Originally published in the July 2017 issue of Venturing into our Past (JGSCV) 

 
A modem (modulate and demodulate) is a device that accepts a series of analog signals (tones) and 
ŎƻƴǾŜǊǘǎ ǘƘŜƳ ƛƴǘƻ ǘƘŜƛǊ ŘƛƎƛǘŀƭ ŜǉǳƛǾŀƭŜƴǘǎ όǊŜǇǊŜǎŜƴǘŜŘ ŀǎ лΩǎ ŀƴŘ мΩǎύ ŀƴŘ ǾƛŎŜ ǾŜǊǎŀΦ 5ƛƎƛǘŀƭ ǘƻ ŀƴŀƭƻƎ 
ƛǎ άƳƻŘǳƭŀǘƛƻƴέΦ !ƴŀƭƻƎ ǘƻ ŘƛƎƛǘŀƭ ƛǎ άŘŜƳƻŘǳƭŀǘƛƻƴέΦ ¸ƻǳǊ ǘŜƭŜǇƘƻƴŜ ǘȅǇƛŎŀƭƭȅ ǎŜƴŘǎ ŀƴŘ ǊŜŎŜƛǾŜǎ ŀƴŀlog 
ǎƛƎƴŀƭǎΦ ¸ƻǳǊ ŎƻƳǇǳǘŜǊ ǊŜŎƻƎƴƛȊŜǎ ΨŘƛƎƛǘŀƭΩ ǎǘǊŜŀƳǎΦ ¢ƘŜ ŎŀōƭŜ ƻǊ ǘŜƭŜǇƘƻƴŜ ǾŜƴŘƻǊ ǇǊƻǾƛŘŜǎ ȅƻǳ ǿƛǘƘ ŀ 
modem to interface between the communications line and your digital devices. It is the first device into 
which you would connect the cable coming into your home.  
 
A router is a network device that takes a digital signal (after being converted by the modem), and 
intelligently distributes or suppresses it. It may connect directly to a desktop computer and broadcast 
via Wi-Fi for your wireless devices (laptops, smartphones, tablets etc.). Routers can have rules, including 
what signals to permit (for example you might bar adult content or specific websites), passwords (to 
restrict which devices can access it), encryption (to protect transmissions) and a built-in firewall (to 
protect your devices).  
 
Most routers include built-in firewalls. This article provides easy instructions to check if yours does and, 
if so how to turn it on: http://tinyurl.com/mt6cfml. Check the user guide that came with your router or 
ǘƘŜ ǾŜƴŘƻǊΩǎ ǿŜō ǇŀƎŜ ŦƻǊ ǊƻǳǘŜǊ-specific instructions.  
 
Wireless routers are those that transmit digital data via Wi-Fi for use by your wireless devices. While not 
all routers provide wireless transmission, virtually all that are relevant to a home user do. Such routers 
ƻŦŦŜǊ ƻƴŜΣ ǘǿƻ ƻǊ ŜǾŜƴ ǘƘǊŜŜ άōŀƴŘǎΦέ .ŀƴŘǎ ŀǊŜ ǘƘŜ ǊŀŘƛƻ ŦǊŜǉǳŜƴŎƛŜǎ ƻǾŜǊ ǿƘƛŎƘ ǘƘŜ ǊƻǳǘŜǊ ǘǊŀƴǎƳƛǘǎ 
Wi-Fi signals. If it only provides one band, it may be competing with other wireless devices (e.g. 
Bluetooth). Most offer two bands, 2.4 gigahertz (2.4 GHz) and 5 gigahertz (5 GHz). A few, offer three. 
Two is normally adequate. The router automatically switches as needed.  
 
You generally do not need the fastest and most expensive routers since these likely far exceed the data 
rate from your Internet service provider (ISP). Older routers may be slow and use protocols that do not 
ƪŜŜǇ ǳǇ ǿƛǘƘ ǘƻŘŀȅΩǎ ŘŜǾƛŎŜǎΦ ! ŎǳǊǊŜƴǘ ƻǊ ǊŜŎŜƴǘ ƎŜƴŜǊŀǘƛƻƴ ǊƻǳǘŜǊ ǇǊƻǾƛŘƛƴƎ олл Ƴƛƭƭƛƻƴ ōƛǘǎ ǇŜǊ 
second (300 Mbps) is likely more than sufficient. /ƻƴǎƛŘŜǊ ŦŀǎǘŜǊ ǎǇŜŜŘǎ ƛŦ ȅƻǳ ŀǊŜ ŀ άƎŀƳŜǊέΣ 
concurrently share several wireless devices, or stream videos. 
 
Wireless routers will generally have one or more antennae. More antennae typically correlate to wider 
coverage. So, if you have a large area to cover, consider a router with several antenna. If you need to 
cover an especially large area or need Wi-Fi to go through certain types of walls and doors, you might 
need a separate range extender. Such a device amplifies the signal to reach additional areas. 
 
Routers will have one or more USB and Ethernet ports for directly attached devices. This can include a 
computer, shared storage and printers. If you are connecting a USB 3 capable device, be sure the router 
has available USB 3 ports. USB 3 devices connected to USB 2 ports will transfer data more slowly.  
 
Review the features before you buy a router and check objective online articles. For comparisons of the 
best current-generation wireless routers see http://tinyurl.com/n63a3f3, http://tinyurl.com/hoon5qg, 
or http://tinyurl.com/8xjrafp.  
  

http://tinyurl.com/mt6cfml
http://tinyurl.com/n63a3f3
http://tinyurl.com/hoon5qg
http://tinyurl.com/8xjrafp
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Practicing Safe Computing #23Υ άtƘƛǎƘƛƴƎ ŜƳŀƛƭ ŦǊƻƳ ȅƻǳǊ .ŀƴƪέ 
Originally published in the August 2017 issue of Venturing into our Past (JGSCV) 

 
I recently received the email snapshotted below. Note that the sending email address looks legitimate 
ŀƴŘ ǘƘŜ .ŀƴƪ ƻŦ !ƳŜǊƛŎŀ ƴŀƳŜ ŀƴŘ ƭƻƎƻ Řƻ ŀǎ ǿŜƭƭΦ ¢ƘŜ ά¢ƻέ ŀŘŘǊŜǎǎ ƛǎ Ƴƛƴe and there are no obvious 
spelling or grammatical errors. It tells me that my account has been locked which is certainly something I 
would want to fix quickly. Yet, this is a phishing email sent to obtain my personal information, including 
my Bank of America ID and Password. It is assuredly not from Bank of America. 
 

 
 
Hovering my cursor over the Notification@bankofamerica.com address, the actual source address, 
άwaqar.hussain@descon.comέΣ ŘƛǎǇƭŀȅŜŘΦ ¢Ǌȅ ƘƻǾŜǊƛƴƎ ƻǾŜǊ ǘƘŜ ǎǳǇǇƻǎŜŘ ōŀƴƪƻŦŀƳŜǊƛŎŀΦŎƻƳ ƭƛƴƪ ŀƴŘ 
you will see this. Further, this is likely not even the real address. It is certainly not from Bank of America! 
.Ŝ ŀǎǎǳǊŜŘ ǘƘŀǘΣ ƛŦ L ǿŜǊŜ ǘƻ ŎƭƛŎƪ ƻƴ ǘƘŜ άDŜǘ {ǘŀǊǘŜŘέ ōǳǘǘƻƴΣ L ǿƻǳƭŘ ōŜ ǘŀƪŜƴ ǘƻ ŀ ǿŜōǎƛǘŜ ǘƘŀǘ ƭƻƻƪŜŘ 
like a legitimate Bank of America login screen. I will be asked to log in with my ID and Password. 
IƻǿŜǾŜǊΣ L ǿƛƭƭ ƴƻǘ ōŜ ƛŘŜƴǘƛŦȅƛƴƎ ƳȅǎŜƭŦ ǘƻ .ŀƴƪ ƻŦ !ƳŜǊƛŎŀΦ wŀǘƘŜǊ ǘƘƛǎ ǿƛƭƭ ōŜ ǎŜƴǘ ǘƻ ά²ŀǉŀǊ Iǳǎǎŀƛƴέ 
or whoever is actually behind this email. They could then use this to access and drain my account. 
 
Your bank would never send you such an email. DO NOT click on the link. Not only will you be taken to 
unsafe pages that likely will appear legitimate, but just clicking on the link may result in malware being 
installed on your computer. If you feel that this warning might be legitimate, call or log in to the bank 
using your normal method of doing so. NEVER click on a link in such an email. 
 
Most readeǊǎ ǿƛƭƭ ǎŀȅ ǘƘŀǘ ǘƘŜȅ άǿƻǳƭŘ ƴŜǾŜǊ ōŜ ŦƻƻƭŜŘέ ōȅ ǎǳŎƘ ŀƴ ŜƳŀƛƭΦ ¢Ƙƛǎ ƛǎ ƭƛƪŜƭȅ ǘǊǳŜ ƛŦ ǘƘŜȅ 
thought about it. However, we often go ahead and click on links before thinking them through. Each 
time we do so we open ourselves to risk. Undoubtedly, thousands or even hundreds of thousands 
received this email. Some actually have accounts at Bank of America, and some percentage of these will 
fall for it making it a profitable scam. Think before you click! 
  

mailto:waqar.hussain@descon.com
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Practicing Safe Computing #24Υ ά¢ƘŜ LƴǘŜǊƴŜǘ ƛǎ ŦƻǊŜǾŜǊέ 
Originally published in the September 2017 issue of Venturing into our Past (JGSCV) 

 
Some truisms to consider 

1. ά5ƻƴΩǘ ŜƳŀƛƭ ǿƘŜƴ ŀƴƎǊȅέ  
2. ά!ƴȅǘƘƛƴƎ ȅƻǳ Ǉƻǎǘ Ƴŀȅ ōŜ ǾƛŜǿŜŘ ƳƻǊŜ ǿƛŘŜƭȅ ǘƘŀƴ ȅƻǳ ƛƴǘŜƴŘέ  
3. ά5ŜƭŜǘŜŘ ŦƛƭŜǎ Ƴŀȅ ōŜ ǊŜŎƻǾŜǊŀōƭŜέ ŀƴŘ 
4.  ά¢ƘŜ LƴǘŜǊƴŜǘ ƛǎ ŦƻǊŜǾŜǊΦέ  

 
Be careful what you text, tweet, email, post to Facebook, place on a webpage or even save to your 
computer. Copies may exist on your computer, on servers, in email archives and of course, in the 
ǊŜŎƛǇƛŜƴǘΩǎ ƳŀƛƭōƻȄ ƻǊ ƳŜǎǎŀƎŜ ǇǊƻŎŜǎǎƻǊΦ 5ŜƭŜǘƛƴg or recalling an item does not remove copies and may 
not even remove the original. 
 
When upset I often proceed to vent my anger in an email. I then set it aside and reread it the next day. 
80% of the time I delete it. When I do decide to send it, I generally tone it down. Emails can often 
ŎƻƴǾŜȅ ŀ ƘŀǊǎƘŜǊ ǘƻƴŜ ǘƘŀƴ ƛƴǘŜƴŘŜŘΦ hƴŎŜ ǎŜƴǘΣ ƛǘ ƛǎ ǘƻƻ ƭŀǘŜ ǘƻ ŎƘŀƴƎŜ ƻƴŜΩǎ ƳƛƴŘΦ 
 
LǘŜƳǎ ŜǊŀǎŜŘ ŦǊƻƳ ǿŜōǎƛǘŜǎΣ ŀƴŘ ŘŜŦǳƴŎǘ ǿŜōǎƛǘŜǎΣ Ƴŀȅ ƴƻǘ ōŜ ƎƻƴŜ ŦƻǊŜǾŜǊΦ /ƘŜŎƪ ƻǳǘ ǘƘŜ ά²ŀȅōŀŎƪ 
aŀŎƘƛƴŜέ ŀǘ http://archive.org/web/web.php όƛŦ ȅƻǳ ŦƻǊƎŜǘ ǘƘŜ ¦w[Σ Ƨǳǎǘ DƻƻƎƭŜΣ ά²ŀȅōŀŎƪέύΦΦ It 
periodically snapshots websites, preserving them forever. To date, it has saved over 300 billion web 
pages. For example, if you enter www.iajgs.org into the Wayback Machine search field you will find that 
it has snapshots of the website going back to 2000. 
 
If you select 2001, a calendar will show that snapshots were taken on March 31st, April 3rd, July 20th and 
September 25th. If you click on the September 25th ǎƴŀǇǎƘƻǘ ŀƴŘ ǎŜƭŜŎǘ άhŦŦƛŎŜǊǎέΣ ȅƻǳ ǿƻǳƭŘ ǎŜŜ ǘƘŀǘ 
Hal Bookbinder was president, Anne Feder Lee was vice president, Joel Spector was secretary and 
Michael Posnick was treasurer. The Wayback Machine began operation in 1996. It can be a great 
research tool. It can also preserve things that you wish would go away.  
 
In the U.S. your employer has the right to monitor your use of company equipment, including your 
browsing, emails and instant messaging. Some believe that stricter privacy laws in Europe do not permit 
this. However, according to BBC News, The European Court of Human Rights ruled in January that a 
ŎƻƳǇŀƴȅ ƘŀŘ ǘƘŜ ǊƛƎƘǘ ǘƻ ŎƘŜŎƪ ƻƴ ŀ ǿƻǊƪŜǊΩǎ ŀŎǘƛǾƛǘƛŜǎ ŀƴŘ Ƴŀȅ ǊŜŀŘ Ƙƛǎ ¸ŀƘƻƻ aŜǎǎŜƴƎŜǊ ŎƘŀǘǎ ǎŜƴǘ 
while he was at work. It did caution against unfettered snooping. 
 
9ǾŜƴ ȅƻǳǊ ƻǿƴ ŎƻƳǇǳǘŜǊ Ƴŀȅ Ŏƻƴǘŀƛƴ ŦƛƭŜǎ ȅƻǳ άŘŜƭŜǘŜŘέ ŀƴŘ ȅƻǳr surfing history. When you delete a 
file, what you are actually doing is removing the index entry for the item and freeing up the space for 
reuse. Until overwritten, it continues to exist on your hard drive. Utilities can retrieve such files. 
Sophisticated utilities may even be able to recover overwritten files. Internet browsers generally 
preserve your surfing history unless you consciously turn this feature off. You might also consider 
ǘǳǊƴƛƴƎ ƻƴ ȅƻǳ ōǊƻǿǎŜǊΩǎ άǇǊƛǾŀǘŜ ōǊƻǿǎƛƴƎέ ƻǇǘƛƻƴ ǘƻ ƭŜǎǎŜƴ ǘƘŜ ǘǊŀƛl of crumbs you leave behind. 
 
Be careful what you write, save, post, send and the sites you visit. You never know who may be 
watching ς ŀ ŦŀƳƛƭȅ ƳŜƳōŜǊΣ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ǎŜŎǳǊƛǘȅ ŘŜǇŀǊǘƳŜƴǘΣ ŀ Ŏƻ-worker, a friend, an enemy or 
even a potential boss. 
  

http://archive.org/web/web.php
http://www.iajgs.org/
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Practicing Safe Computing #25Υ άTop 10 Tips for Detecting Phishingέ 
Originally published in the October 2017 issue of Venturing into our Past (JGSCV) 

 
Recently, UCLA Health IT Security released the following tips for staff to use to recognize when they 
are being phished (i.e. the fraudulent practice of sending emails purporting to be from reputable 
companies in order to induce individuals to reveal personal information, such as passwords and credit 
card numbers). These are good tips for us all. 
 

1. Hover over the From 
Probably the easiest way to identify if an email is legitimate or not, is to simply hover your 
mouse arrow over the name in the άFromέ column. By doing so, you will be able to tell if the 
email is from a recognizable domain that is linked to the actual sender name. For example, an 
email from Match.com should typically have the άCromέ ŘƻƳŀƛƴ ƻŦ άƳŀǘŎƘΦŎƻƳέ όƴƻǘ 
ϦƳƻǘŎƘΦŎƻƳϦ ƻǊ άƘǳƳōƭŜǘŜƳǇŜǊΦŎƻƳϦύΦ 
  

 
  

2. Are the URLs legitimate? 
Continuing on with the theme of hovering over certain parts of the email, another place to 
check would be any URLs the email is trying to get you to visit.  
  

3. Incorrect grammar/spelling 
A common practice of many hackers is to use misspelled words on purpose. While it may seem 
that this would easily reveal an illegitimate email, it is actually a tactic used to find less savvy 
users. Spammers have learned that if they get a response from a poorly written email, they are 
on to an easy target and will focus their efforts to bring that user down. 
  

4. Plain text/Absence of logos 
Most legitimate messages will be written with HTML and will be a mix of text and images. A 
poorly constructed phishing email may show an absence of images, including the lack of the 
ŎƻƳǇŀƴȅΩǎ ƭƻƎƻΦ LŦ ǘƘŜ ŜƳŀƛƭ ƛǎ ŀƭƭ Ǉƭŀƛƴ ǘŜȄǘ ŀƴŘ ƭƻƻƪǎ ŘƛŦŦŜǊŜƴǘ ǘƘŀƴ ǿƘŀǘ ȅƻǳΩǊŜ ǳǎŜŘ ǘƻ ǎŜŜƛƴƎ 
from that sender, it is best to go with your gut feeling and ignore the message. 
  

5. Message body is an image 
This is a common practice of many spammers. Make sure the email is a good mix of text and 
images. Also, there may be embedded links for you to hover over within the image for an extra 
step of precaution. 
  

6. IP Reputation 
If you can easily identify the sending IP of that emailΣ ȅƻǳ Ŏŀƴ ƭƻƻƪ ǳǇ ǘƘŜ LtΩǎ ǊŜǇǳǘŀǘƛƻƴ 
ǘƘǊƻǳƎƘ wŜǘǳǊƴ tŀǘƘΩǎ Sender Score site. This tool will reveal a score (0-100) and will be able to 

http://www.whatismyip.com/ip-faq/how-to-trace-an-e-mail-address/
http://www.senderscore.org/
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give you some insight into the sending IPs historical performance. The lower the score, the more 
likely the email is a phishing or spoofing attempt. 
  

7. Request for personal information 
One tactic that is commonly used by hackers is to alert you that you must provide and/or update 
your personal information about an account (e.g., Social Security number, bank account details, 
account password). Phishers will use this tactic to drive urgency for someone to click on a 
ƳŀƭƛŎƛƻǳǎ ¦w[ ƻǊ ŘƻǿƴƭƻŀŘ ŀƴ ŀǘǘŀŎƘƳŜƴǘ ŀƛƳƛƴƎ ǘƻ ƛƴŦŜŎǘ ǘƘŜ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊ ƻǊ ǎǘŜŀƭ ǘheir 
information. 
  

8. Suspicious attachments 
Is this new email in your inbox the first time your bank has sent you an attachment? The 
majority of financial institutions or retailers will not send out attachments via email, DO NOT 
OPEN attachments from senders or messages that seem suspicious. High risk attachments file 
types include: .exe, .scr, .zip, .com, .bat.  
  

9. Urgent/Too good to be true 
If an email seems too good to be true, it most likely is. Be cautious with any message offering to 
place money into yoǳǊ ōŀƴƪ ŀŎŎƻǳƴǘ ōȅ ǎƛƳǇƭȅ άŎƭƛŎƪƛƴƎ ƘŜǊŜέΦ !ƭǎƻΣ ƛŦ ǘƘŜ ŎƻƴǘŜƴǘ ǇƭŀŎŜǎ ŀƴȅ 
ƪƛƴŘ ƻŦ ǳǊƎŜƴŎȅ ŀǎ ŦŀǊ ŀǎ άȅƻǳ Ƴǳǎǘ ŎƭƛŎƪ ƛƴǘƻ ȅƻǳǊ ŀŎŎƻǳƴǘ ƴƻǿέΣ ƛǘ ƛǎ Ƴƻǎǘ ƭƛƪŜƭȅ ŀ ǎŎŀƳ ŀƴŘ 
ǎƘƻǳƭŘ ōŜ ƳŀǊƪŜŘ ŀǎ άƧǳƴƪέΦ 
  

10. Is my email address listed as the άFromέ address? 
If you notice that your email address is being identified as the άFromέ address, this is a sign of a 
fake email message. Along those same lines, if the άToέ field shows a large list of recipients, you 
should also be cautious. Legitimate emails will most likely be sent directly to you and you only. 
¸ƻǳ Ƴŀȅ ǎŜŜ άǳƴŘƛǎŎƭƻǎŜŘ ǊŜŎƛǇƛŜƴǘǎέ ŀƴŘ ǘƘƛǎ ƛǎ ǎƻƳŜǘƘƛƴƎ ǘƻ ƪŜŜǇ ŀƴ ŜȅŜ ƻƴ ŀǎ ǿŜƭƭΦ Lǘ ŎƻǳƭŘ ōŜ 
a valid send, but double check by using the other tips identified above. 
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Practicing Safe Computing #26Υ ά²Ƙŀǘ ƛǎ ǘƘŜ Ψ5ŀǊƪ ²ŜōΩΚέ 
Originally published in the November 2017 issue of Venturing into our Past (JGSCV) 

 
 
 
 
 
 
 
 
 
 
The Internet connects you to the World Wide Web (WWW). This comprises all of the sites on the 
Internet accessible through their Uniform Resource Locators (URLs). Search engines (like Google or Bing) 
index only a small portion of the WWW, likely less than 5%. The portion of the WWW visible to these 
ǎŜŀǊŎƘ ŜƴƎƛƴŜǎ ƛǎ ŎŀƭƭŜŘ ǘƘŜ ά/ƭŜŀǊ ²Ŝōέ όƻǊ ά{ǳǊŦŀŎŜ ²Ŝōέ ƻǊ ά/ƭŜŀǊ bŜǘέύΦ  
 
The 95% that is not indexed ƛǎ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ ά5ŜŜǇ ²Ŝōέ όŀƪŀ άLƴǾƛǎƛōƭŜ ²Ŝōέ ƻǊ άIƛŘŘŜƴ ²ŜōέύΦ 
The Deep Web includes database, email and private messaging content. When you access your bank 
account, download a video on demand, search for your surname in Ancestry, or your town on 
JewishGen, you are accessing the DŜŜǇ ²ŜōΦ ²ƘƛƭŜ ȅƻǳǊ ōŀƴƪΩǎ Ƴŀƛƴ ǿŜōǎƛǘŜΣ ŀ ǾƛŘŜƻ ǎƘŀǊƛƴƎ ǎƛǘŜΣ 
Ancestry.com and JewishGen.org are public forms and part of the Clear Web, digging into the data 
underneath takes you into the Deep Web.  
 
¢ƘŜ ά5ŀǊƪ ²Ŝōέ ƛǎ ǘƘŀǘ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ 5ŜŜǇ ²Ŝō ǘƘŀǘ ǊŜquires special software to access. Traffic on the 
Dark Web is typically transmitted through numerous intermediary sites and encrypted multiple times, 
providing anonymity. This includes small friend-to-friend networks as well as large networks such as 
άCǊŜŜƴŜǘέΣ άLнtέ ŀƴŘ ά¢ƻǊέΦ ¢ƘŜ ¢ƻǊ bŜǘǿƻǊƪ ƛǎ ǘƘŜ Ƴƻǎǘ ǿƛŘŜƭȅ ǳǎŜŘ 5ŀǊƪ ²Ŝō ōǊƻǿǎŜǊΦ Lǘǎ ¦w[ǎ ŜƴŘ 
ǿƛǘƘ άΦƻƴƛƻƴέ όǊŀǘƘŜǊ ǘƘŀƴ άΦŎƻƳέ ƻǊ άΦƻǊƎέύΦ IŜƴŎŜΣ ƛǘ ƛǎ ǎƻƳŜǘƛƳŜǎ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ άǘƘŜ hƴƛƻƴ 5ƻƳŀƛƴέΦ 
 
It you are in Los Angeles and accessing a Dark Web site hosted in New York you might be routed through 
Belgium, Russia and Jamaica. New York sees the sending site as Jamaica and you see the send-to site as 
.ŜƭƎƛǳƳΦ ¢ƘŜǎŜ ƭŀƴŘƛƴƎ ǇƻƛƴǘǎΣ ƻǊ ƴƻŘŜǎΣ ŀǊŜ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ άōƻǘƴŜǘǎΦέ ¢ƘŜȅ ŦƻǊǿŀǊŘ ȅƻǳǊ ǘǊŀŦŦƛŎ ŦǊƻƳ 
one node to another, repeatedly encrypting it along the way. This frustrates discovery of who you are, 
what you are accessing and what you are communicating. A user of the Dark Net can take further steps 
to hide his/her browsing. While I cannot attest to its accuracy, you might check out 
https://darkwebnews.com/help-advice/access-dark-web/. 
 
Significant legitimate traffic exists on the Dark Web, including discussion groups, in which peers simply 
ǿƛǎƘ ǘƻ ŎƻƴŦƛŘŜƴǘƛŀƭƭȅ ƳŜǎǎŀƎŜΣ ōƭƻƎ ƻǊ ǎƘŀǊŜ ŦƛƭŜǎΦ !ƴƻǘƘŜǊ ǳǎŜ ƛǎ ŦƻǊ ά.ƛǘŎƻƛƴέ ŜȄŎƘŀƴƎŜǎ ŀƴŘ 
anonymous searching. However, due to its anonymous nature, it is also used for illegal trading, buying 
and sharing by extremists, drug dealers, hackers, pedophiles and terrorists. 
 
We are all aware of the major hacks of personal data that have occurred in recent months, including the 
enormous one at Equifax. Some data from these hacks is certainly available for purchase on the Dark 
Web. To make it more difficult for criminals to gain access to your personal data, maintain strong 
passwords that you regularly change and instruct the credit bureaus to limit the use of your information. 
Carefully monitor your financial statements and take quick action when you notice something is amiss. 
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https://darkwebnews.com/help-advice/access-dark-web/
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Practicing Safe Computing #27Υ άTake care when you use Googleέ 
Originally published in the December 2017 issue of Venturing into our Past (JGSCV) 

 
We all use search engines like Google and Bing multiple times each day and generally trust that the 
algorithms they use are taking us to legitimate pages on the Web. We know that the first few links pay 
for this placement. So, we skip over these and go to the first or second link after the advertisements.  
 
Some malware experts have devised ways to trick the search engines and get their own sites at or near 
the top. You click on the link and think you are on a legitimate site. After all, you searched for it and 
used a great tool like Google or Bing. The site then directs you to another and maybe another site. You 
are still not suspicious. 
 
It now presents you with a button to download a Word document with the information you want. You 
have no reason to suspect anything and so click on the button. When you open the Word document, it 
aǎƪǎ ȅƻǳ όǳǎǳŀƭƭȅ ƛƴ ŀ ōŀƴƴŜǊ ŀǘ ǘƘŜ ǘƻǇ ƻŦ ǘƘŜ ǇŀƎŜύ ǘƻ άŜƴŀōƭŜ ƳŀŎǊƻǎέΦ ¸ƻǳ ƘŀǾŜ ŎƻƳŜ ǘƘƛǎ ŦŀǊ ŀƴŘ 
everything looks legitimate and so you do so. 
 
Microsoft Word defaults to not allowing macros because they can be dangerous. A macro is an 
executable script that could do almost anything, including installing malware on your computer. You 
finish your reading and do not realize that you are now infected with software that may be recording 
and transmitting your keystrokes, displaying adware or deleting your files. 
 
My purpose is not to make you paranoid about search engines. But, when you do search, look at the 
URL. Does it appear legitimate? If it redirects you several times, be suspicious, never providing personal 
information. Most importantly, think twice before downloading a file, and if you do and are asked to 
άŜƴŀōƭŜ ƳŀŎǊƻǎΩΣ Ǌǳƴ ŦƻǊ ǘƘŜ ƴŜŀǊŜǎǘ ŜȄƛǘΦ ¢Ƙƛǎ ƛǎ ǊŀǊŜƭȅ ŀ ƎƻƻŘ ǎƛƎƴΦ  
 
! Ŏƭŀǎǎ ƻŦ ƳŀƭǿŀǊŜ ŎŀƭƭŜŘ ά½Ŝǳǎ tŀƴŘŀέ ǳǎŜǎ ǘƘƛǎ ŎƭŜǾŜǊ ǿŀȅ ǘƻ ŎŀǳǎŜ ȅƻǳ ǘƻ ƭŜǘ ȅƻǳǊ ƎǳŀǊŘ ŘƻǿƴΦ Lǘ Ƙŀǎ 
been implanted into certain web pages which are designed to display near the top in a Google search. 
These pages appear completely legitimate, but are infected. You are then directed to a site that asks you 
to download a Microsoft Word document which contains macros.  
 
Once you aƎǊŜŜ ǘƻ άŜƴŀōƭŜ ƳŀŎǊƻǎέ ǘƘŜȅ ŀǊŜ ŀŎǘƛǾŜ ŀƴŘ ȅƻǳ ŀǊŜ ŀǘ ǊƛǎƪΦ ¢ƘŜǎŜ ǎŀƳŜ ²ƻǊŘ ŘƻŎǳƳŜƴǘǎ ŀǊŜ 
distributed as attachments to SPAM email. Most of us are rightfully wary of downloading files from 
{t!a ŜƳŀƛƭ ƻǊ ŀƎǊŜŜƛƴƎ ǘƻ άŜƴŀōƭŜ ƳŀŎǊƻǎέΦ IƻǿŜǾŜǊΣ ǘƘŜ ƘŀŎƪŜǊǎ ƪƴow that by offering this after a 
ǎŜŀǊŎƘ ȅƻǳ ƛƴƛǘƛŀǘŜΣ ȅƻǳ ƳƛƎƘǘ ƭŜǘ Řƻǿƴ ȅƻǳǊ ƎǳŀǊŘΦ bŜǾŜǊ ŀƎǊŜŜ ǘƻ άŜƴŀōƭŜ ƳŀŎǊƻǎέ ǳƴƭŜǎǎ ȅƻǳ ŀǊŜ 
confident that the document is legitimate and permitting it to run scripts is safe.  
 
Want to read more about Zeus Panda? Just Google it. (Yes, I see the irony. Do not abandon Google; just 
to be careful.)  
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Practicing Safe Computing #28Υ άPassword Managers, AƎŀƛƴέ 
Originally published in the January 2018 issue of Venturing into our Past (JGSCV) 

 
In October 2016 I wrote about Password managers, sharing my experience with a free tool, LastPass. I 
have been using it now for well over a year and remain quite satisfied with its features. It supports my 
access to over 100 sites with a variety of IDs and passwords. I commend it to you as a tool which can 
streamline your access to sites on the Internet while providing enhanced security. 
 
Password managers store your login information. They then automatically log you in to the site once you 
bring up the login page. They often include other valuable security features, like recognizing new sites 
that you have logged into and offering to save the login information, filling in forms, synchronizing 
across your devices, generating impossible to remember complex passwords and permitting you to 
designate a person to obtain your access if you become incapacitated. 
 
[ŀǎǘtŀǎǎ ƛǎ ƛƴǘǳƛǘƛǾŜΣ ǇǊƻǾƛŘƛƴƎ άŎŀǊŘǎέ ŦƻǊ ŜŀŎƘ ǿŜōǎƛǘŜ ȅƻǳ ǿƛǎƘ ǘƻ ŀŎŎŜǎǎ ŀƴŘ ŘƛǎǇƭŀȅƛƴƎ ǘƘŜƳ ƛƴ ƭƻƎƛŎŀƭ 
folders. You enter a description, ID and password into each card. I set up separate folders for email sites, 
financial sites, genealogy sites, shopping sites, social media sites, travel sites and work sites. I then open 
the appropriate folder and click on a card. LastPass takes me there and logs me in.  
 
Typically, sites ask for an ID (or email) and a password. Sometimes, however, they ask for a third entry. A 
site I use asks for my last name, ID and password. LastPass permits you to add a third entry along with 
the two typical ones. So, you can script it to accommodate unique situations. LastPass resides in the 
Cloud. So, you can access it from any computer. For computers you typically use, you can link it into the 
browser (Internet Explorer, Chrome, Firefox, Safari) so that it is immediately available without first 
logging in. Do not do this if others share the computer as they will then have the ability to log in as you. 
 
Some sites require you to click on a link to the login page and then to enter your information. Consider 
setting up the card with the login page rather than the initial page. LastPass also generates complex 
passwords on request which you can use to better secure your most critical sites. You can download it 
from http://www.lastpass.com.  
 
CƻǊ ŜȄŎŜƭƭŜƴǘ ŎƻƳǇŀǊƛǎƻƴǎ ƻŦ ŎƻƳƳŜǊŎƛŀƭ tŀǎǎǿƻǊŘ aŀƴŀƎŜǊǎΣ ǎŜŜ ά¢ƘŜ Best Password Managers of 
20муέ όhttps://www.pcmag.com/article2/0,2817,2407168,00.aspύ ŀƴŘ ά¢ƘŜ Best Free Password 
Managers of 201тέ όhttps://www.pcmag.com/article2/0,2817,2475964,00.asp).  PC Magazine rates two 
ŦǊŜŜ tŀǎǎǿƻǊŘ aŀƴŀƎŜǊǎ ŀǎ ά9ŘƛǘƻǊǎΩ /ƘƻƛŎŜέΣ [ŀǎǘtŀǎǎ ŀƴŘ [ƻƎaŜhƴŎŜΦ tƭŜŀǎŜ Řƻ ȅƻǳǊ ƻǿƴ 
investigation to select the right tool for you. 
 
A password manager is a convenient, secure way to maintain different passwords for the various sites 
that you visit. Of course you must create and remember a password for your password manager. 
Consider recording it in a secure location, like your safe deposit box - just in case. 
  

http://www.lastpass.com/
https://www.pcmag.com/article2/0,2817,2407168,00.asp
https://www.pcmag.com/article2/0,2817,2475964,00.asp
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Practicing Safe Computing #29Υ άMeltdown and Spectreέ 
Originally published in the February 2018 issue of Venturing into our Past (JGSCV) 

 
You may have heard of two widely-reported vulnerabilities, 
Meltdown and Spectre. They take advantage of the way personal 
computers, mobile devices and the cloud intuitively pre-position 
Řŀǘŀ ƛƴ άŎŀŎƘŜέ ǘƻ ǎǇŜŜŘ ǇŜǊŦƻǊƳŀƴŎŜΦ ¢Ƙƛǎ Řŀǘŀ Ƴŀȅ ǘƘŜƴ ōŜ 
exposed to other programs running on the device or otherwise 
sharing workspace. This risk can impact iPhones, iPads, Android 
devices, Macs, Windows and Linux computers. 
 

This is a difficult issue to fix as the problem is inherent in virtually all processors created in the past 20 
years. Software fixes reduce but do not eliminate the exposure. Further, these software fixes may slow 
processing 10% to 30%. In their haste to respond, Intel released fixes that actually introduced problems 
in which computers rebooted themselves unexpectedly. They then advised customers not to install 
available updates. On January 22nd, Intel announced that it was testing a fix to address this rebooting 
problem. By the time you read this, it will likely be available. For the latest from Intel, go to 
http://www.intel.com ŀƴŘ ŎƭƛŎƪ ƻƴ άCƛƴŘ ƻǳǘ ǘƘŜ ƭŀǘŜǎǘ ƴŜǿǎΧέ 
 
While the likelihood of you being impacted is slight, there are some precautions you can take to further 
reduce the risk. Keep your software programs current, close individual browser windows when you no 
longer need them and rather than simply walking away from your computer or just locking it, log off. If 
you are using an older operating system that is no longer being maintained (like Windows/XP or 
Windows/ME) upgrade to a current version (Windows/7 or later). 
 
Notwithstanding the recent Intel issue, you are likely better served by updating your devices with the 
latest software patches and versions as they are released. Generally, devices are set to check for 
updates automatically and either accept them or ask whether to install the update. Sometime we opt to 
defer so as not to interrupt our use of the device. As these updates may contain fixes to these or other 
ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎΣ ƛǘ ƛǎ ōŜǎǘ ǘƻ ŀŎŎŜǇǘ ǘƘŜƳΣ ŜǎǇŜŎƛŀƭƭȅ ƛŦ ƴƻǘŜŘ ŀǎ ŀ άǎŜŎǳǊƛǘȅ ǇŀǘŎƘέ ƻǊ ŀ άŎǊƛǘƛŎŀƭ ǳǇŘŀǘŜέΦ 
 
LŦ ȅƻǳ ŀǊŜ ƴƻǘ ǎǳǊŜ ǿƘŜǘƘŜǊ ȅƻǳ ƘŀǾŜ ŀƭƭ ŎǳǊǊŜƴǘ ǳǇŘŀǘŜǎ ŀƴŘ ǇŀǘŎƘŜǎΣ ŎƘŜŎƪ ǘƘŜ ǾŜƴŘƻǊΩǎ ǿŜōǎƛǘŜΦ ¢Ƙƛǎ 
applies to your browser (Internet Explorer, Edge, Safari, Chrome and Firefox), your operating system 
(iOS for Apple devices, Windows and Linux for PCs and Oreo for Android devices) and your hardware 
όLƴǘŜƭΣ !a5 ŀƴŘ !waύΦ hƴŎŜ ƻƴ ǘƘŜƛǊ ǿŜōǎƛǘŜΣ ǎŜŀǊŎƘ ŦƻǊ άaŜƭǘŘƻǿƴέ ƻǊ ά{ǇŜŎǘǊŜέ.  
 
Be wary of folks who may try to trick you. Do not click an email link purported to contain critical security 
ǳǇŘŀǘŜǎΦ ¢ƘŜǎŜ ŀǊŜ ƎŜƴŜǊŀƭƭȅ ǎŎŀƳǎΦ wŀǘƘŜǊΣ Ǝƻ ŘƛǊŜŎǘƭȅ ǘƻ ǘƘŜ ǾŜƴŘƻǊΩǎ ǿŜōǎƛǘŜΦ ¸ƻǳ ǿƛƭƭ ƭƛƪŜƭȅ ŦƛƴŘ ǘƘŀǘ 
you are already current due to automatic updates. Legitimate fixes do not come through links in emails! 
 
Expect further fixes to be issued over time as hackers discover creative ways of exploiting these 
vulnerabilities. As of this time, however, no such misuse has been detected. If you want to better 
understand Meltdown and Spectre, check https://meltdownattack.com. It offers a quick description, an 
excellent set of FAQs and a lengthy research paper on each. Access it through Chrome, Firefox or Safari. 
It was not created to operate correctly under Internet Explorer or Edge. 
 
  

http://www.intel.com/
https://meltdownattack.com/
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Practicing Safe Computing #30Υ άPrecautions while TǊŀǾŜƭƛƴƎέ 
Originally published in the March 2018 issue of Venturing into our Past (JGSCV) 

 
The U.S. Department of Health and Human Services Office of Civil Rights (HHS OCR) recently published a 

lengthy list of precautions to limit your exposure when traveling. Along with the obvious things like 

requiring passwords to access your devices that cannot be easily guessed and backing up your data 

before your leave on your trip, following are six that you may not have previously considered:  

 
Bring and Use Your Own Power Adapters and Cords  
LǘΩǎ ƴŜǾŜǊ ǎŀŦŜ ǘƻ ŎƘŀǊƎŜ ȅƻǳǊ ŘŜǾƛŎŜǎ ǳǎƛƴƎ ŀƴȅǘƘƛƴƎ ƻǘƘŜǊ ǘƘŀƴ ȅƻǳǊ ƻǿƴ ǇƻǿŜǊ ŀŘŀǇǘŜǊǎΦ /ȅōŜǊ ǘƘƛŜǾŜǎ 
may install malware onto hotel lamps, airport kiosks and other public USB charging stations. If you 
ŀōǎƻƭǳǘŜƭȅ Ƴǳǎǘ ŎƘŀǊƎŜ ȅƻǳǊ ŘŜǾƛŎŜ ƻƴ ǘƘŜ ǊƻŀŘΣ ŀƴŘ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ȅƻǳǊ ŎƘŀǊƎŜǊκŀŘŀǇǘŜǊΣ 
power down your device before you connect it into any airport chair or public USB charging station.  
 
Install Security Updates and Patches  
Be sure to patch and update operating systems and software (including mobile device apps). This should 
be a regular practice, but it is particularly important if you will be unable to update while traveling. 
Updates and patches can fix security flaws and enable security software to detect and prevent new 
threats.  
 
Turn Off WiFi Auto-Connect and Bluetooth  
Dƻ ƛƴǘƻ ȅƻǳǊ ŘŜǾƛŎŜΩǎ {ŜǘǘƛƴƎǎ ŦŜŀǘǳǊŜΣ ŀƴŘ ŘƛǎŀōƭŜ ǘƘŜ ²ƛCƛ ŀǳǘƻ-connect option so that you manually 
connect when it is safe to do so. Similarly, disable Bluetooth connectivity. If left on, cyber thieves can 
connect to your device in a number of different and easy ways.  
 
Avoid Public WiFi  
Avoid connecting to any public WiFi network. Using your mobile network (like 4G or LTE) is generally 
more secure than using a public wireless network. Do not conduct sensitive activities, such as online 
shopping, banking, or sensitive work, using a public wireless network. Always log into your work 
ƴŜǘǿƻǊƪǎ ǘƘǊƻǳƎƘ ±tbΣ ŀƴŘ ƻƴƭȅ ǳǎŜ ǎƛǘŜǎ ǘƘŀǘ ōŜƎƛƴ ǿƛǘƘ άƘǘǘǇǎΥκκέ ǿƘŜƴ ƻƴƭƛƴŜ ǎƘƻǇǇƛƴƎ ƻǊ ōŀƴƪƛƴƎΦ  
 
Ensure Physical Security of Your Devices  
NEVER let your devices leave your sight. If you cannot physically lock devices in your hotel room safe or 
other secure place, take them with you. There are no good hiding spots in your hotel room! Many 
breaches occur because a device was left unattended when an opportunistic thief struck. When 
traveling with laptops and tŀōƭŜǘǎΣ ǘƘŜ ōŜǎǘ ǇǊƻǘŜŎǘƛƻƴ ƛǎ ǘƻ ŎŀǊǊȅ ǘƘŜƳ ǿƛǘƘ ȅƻǳΦ LǘΩǎ ƴŜǾŜǊ ǎŀŦŜ ǘƻ ǇŀŎƪ 
your devices in your checked luggage.  
 
Use Geo-Location Cautiously  
Most social media sites are happy to automatically share your location as you post photos and 
messages. This also tells thieves back home that you are away, which is a great time to break in. So, limit 
the information you post regarding your location at any point in time.  
 

See https://www.hhs.gov/sites/default/files/ocrcybersecurity-newsletter-december-2017.pdf for the 

full HHS OCR list of traveling precautions. 

 

  

https://urldefense.proofpoint.com/v2/url?u=https-3A__www.hhs.gov_sites_default_files_ocrcybersecurity-2Dnewsletter-2Ddecember-2D2017.pdf&d=DwMFAg&c=UXmaowRpu5bLSLEQRunJ2z-YIUZuUoa9Rw_x449Hd_Y&r=YC8rUxF9KduyB4bAIAl0GnHNTrdiTtntOJ1bSznM4xc&m=OlaeOBF_EX_xf7gzenmXfD6dsyrsKf1pi4N75mL0azs&s=5AD1HQUq62wjPkrw4dp3_Bo1yAucHGVgsQgnubY24hw&e=
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІомΥ άWhat is GEDCOM?έ 
Originally published in the April 2018 issue of Venturing into our Past (JGSCV) 

 

 

GEDCOM (Genealogical Data Communication) provides a set of rules 
for exchanging data between genealogical software. The LDS Church 
created GEDCOM in 1984, with its final update in 1999 (version 5.5.1) 
offering it freely to the genealogical community. The LDS Church now 
ǎǇƻƴǎƻǊǎ ǘƘŜ ΨD9//ha ·Ω tǊƻƧŜŎǘΦ aƻǊŜ ŀōƻǳǘ ǘƘƛǎ ƭŀǘŜǊΦ 

 
When you create an EXPORT file from your family tree program to share or upload family data, it is 
ŎǊŜŀǘŜŘ ǳǎƛƴƎ ǘƘŜ D95/ha ǎǘŀƴŘŀǊŘΦ D95/ha ƛǎ ŀ άIȅǇŜǊǘŜȄǘέ ƭŀƴƎǳŀƎŜΦ IȅǇŜǊǘŜȄǘ ƭŀƴƎǳŀƎŜǎ ƛƴŎƭǳŘŜ 
level numbers, descriptors and data, all in plain text, which can be read by different programs running in 
various operating systems on different computers. The level numbers and descriptors define the 
subsequent data so that the receiving program knows how to handle it.  
 
HTML (Hypertext Markup Language) is another hypertext language which is used to define every page 
ƻƴ ǘƘŜ ²ƻǊƭŘ ²ƛŘŜ ²ŜōΦ LŦ ȅƻǳ ƘƻƭŘ Řƻǿƴ ǘƘŜ /b¢[ ƪŜȅ ŀƴŘ ǇǊŜǎǎ ά¦έ ǿƘƛƭŜ ǾƛŜǿƛƴƎ ŀ ǿŜō ǇŀƎŜ ȅƻǳ 
will see the uƴŘŜǊƭȅƛƴƎ I¢a[ ŎƻŘŜΦ 5ƻƴΩǘ ǿƻǊǊȅΣ ǘƘƛǎ ǿƛƭƭ Řƻ ƴƻ ŘŀƳŀƎŜΦ ·a[ ŀƴŘ I[т ŀǊŜ ƻǘƘŜǊ 
hypertext languages. XML (Extended Markup Language) is used to share data and HL7 (Health Language) 
is used to share medical information.  
 
Below is some typical GEDCOM code (on the left) and what it means (on the right).  

 
0 @11@ INDI Indicates that the following data relates to individual #1 
1 NAME John /Smith/ tǊƻǾƛŘŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ƛƴŘƛǾƛŘǳŀƭ ІмΣ ŘŜƴƻǘƛƴƎ ǘƘŜ ǎǳǊƴŀƳŜ ǿƛǘƘ άκέ 
1 SEX M Indicates that the sex of this individual is male 
1 FAMS @F1@ Indicates that this individual is a member of family group #1 
 
0 @I2@ INDI Indicates that the following data relates to individual #2 
1 NAME Mary /Jones/ tǊƻǾƛŘŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ƛƴŘƛǾƛŘǳŀƭ ІнΣ ŘŜƴƻǘƛƴƎ ǘƘŜ ǎǳǊƴŀƳŜ ǿƛǘƘ άκέ 
1 SEX F Indicates that the sex of this individual is female 
1 FAMS @F1@ Indicates that this individual is a member of family group #1 
 
0 @I3@ INDI Indicates that the following data relates to individual #3 
1 NAME Sam /Smith/ tǊƻǾƛŘŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ƛƴŘƛǾƛŘǳŀƭ ІнΣ ŘŜƴƻǘƛƴƎ ǘƘŜ ǎǳǊƴŀƳŜ ǿƛǘƘ άκέ 
1 SEX M Indicates that the sex of this individual is male 
1 FAMS @F1@ Indicates that this individual is a member of family group #1 
 
0 @F1@ FAM Indicates that the following data relates to family group #1 
1 HUSB @I1@ Indicates that the husband in this family group to be individual #1 
1 WIFE @12@ Indicates that the wife in this family group to be individual #2 
1 MARR LƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ŎǳǊǊŜƴǘ ǎǘŀǘŜ ƛǎ άƳŀǊǊƛŜŘΥ 
1 CHIL @i3@ Indicates that a child in this family is individual @3 

 
There are 134 GEDCOM descriptor tags, including BIRT (birth), MARR (marriage),  DEAT (death), BURI 
(burial), EMAI (email), PHON (phone), RESI (address or place of residence), OCCU (occupation), RELI 
(religion), BARM (bar mitzvah) and BASM (bas mitzvah). For a listing of all of the tags, see 
http://tinyurl. com/lah2stk. 
 

http://tinyurl.com/lah2stk
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{ƻƳŜ ǇǊƻƎǊŀƳǎ ŀǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ǊŜŀŘ Řŀǘŀ ŘƛǊŜŎǘƭȅ ŦǊƻƳ ƻǘƘŜǊ ǇǊƻƎǊŀƳΩǎ ŦƛƭŜǎΦ CƻǊ ŜȄŀƳǇƭŜΣ wƻƻǘǎaŀƎƛŎ 
can directly import a FamilyTreeMaker (FTM) data file. However, FTM will not directly import a 
RootsMagic file. To transfer data from RootsMagic to FTM, you must first export it as a GEDCOM file. 
 
GEDCOM has some limitations. Pictures, Videos and links to web pages will generally not transfer 
through GEDOM. A program may have unique fields or might be using a proprietary version of GEDCOM, 
such as GEDCOM 5.5 EL (Extended Locations). Nonstandard fields may not be transferred. 
 
A program may permit you to create your own tags, sometimes by replacing standard ones with ones 
ȅƻǳ ŘŜŦƛƴŜΦ {ŀȅ ȅƻǳ ǊŜǇƭŀŎŜ ά/ƘǊƛǎǘŜƴƛƴƎέ ǿƛǘƘ ά.Ǌƛǘ aƛƭŀƘέΦ ¢Ƙƛǎ Ƴŀy work just fine in your program. 
But, when transferred, the underlying tag may still be the one for christening. 
 
Generally, when you are creating an export to GEDCOM, your program will permit you to identify which 
fields to export. Be sure to carefully review this to ensure you are exporting only the desired fields. For 
example, you may not want to export your notes, sources or some data you wish to keep private.  
 
Sometimes a receiving program has rules which block certain data. For example, it might not accept 
information on living individuals. So, when transferring data, be sure to understand both the exporting 
rules of your program and the importing rules of the receiving program. 
 
If data you expected to be transferred seems to have been ŘǊƻǇǇŜŘΣ ŎƘŜŎƪ ǘƘŜ ΨbƻǘŜǎΩ ŦƛŜƭŘΦ {ƻƳŜǘƛƳŜǎΣ 
receiving programs will dump the data that they could not interpret into Notes. Another thing to check 
is your export settings. The default settings may not have included the missing data. 
 
As noted at the beginning of this article, GEDCOM has not been updated in over 17 years while a lot of 
ǘŜŎƘƴƻƭƻƎƛŎŀƭ ŀŘǾŀƴŎŜǎ ƘŀǾŜ ƻŎŎǳǊǊŜŘΦ ²ƛǘƘ ŀƭƭ ƻŦ ǘƘŜǎŜ ƭƛƳƛǘŀǘƛƻƴǎΣ ǿƘȅ ƛǎƴΩǘ ǎƻƳŜƻƴŜ ŘƻƛƴƎ ǎƻƳŜǘƘƛƴƎ 
about it? And, this is where GEDCOM X comes in. Family Search (the genealogy arm of the LDS Church) 
ƭŀǳƴŎƘŜŘ ǘƘŜ άD95/ha ·έ tǊƻƧŜŎǘ ƛƴ нлммΦ ¢ƘŜ D95/ha · tǊƻƧŜŎǘ ƛƴǾƛǘŜǎ ŀ ŘƛǾŜǊǎŜ ŎƻƳƳǳƴƛǘȅ ƻŦ 
developers to create new specifications which, once approved, grow the product. If you want to read 
more about GEDCOM X, see http://www.gedcomx.org. For now, however, your programs likely continue 
to use the GEDCOM 5.5.1 standard. 

http://www.gedcomx.org/
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Practicing Safe Computing #32Υ άMicrosoft Word Tips & Tricksέ 
Originally published in the May 2018 issue of Venturing into our Past (JGSCV) 

 
Do you routinely spell a particular word incorrectly and wish Word would automatically 
correct it rather than just flagging it as misspelled? Do you wish it would stop automatically 
correcting the spelling of another word? This kept ƘŀǇǇŜƴƛƴƎ ǘƻ ƳŜ ǿƘŜƴ L ǿƻǳƭŘ ǘȅǇŜ Ψ9IwΩΣ 

ό9ƭŜŎǘǊƻƴƛŎ IŜŀƭǘƘ wŜŎƻǊŘύΦ ²ƻǊŘ ƪŜǇǘ ΨƘŜƭǇƛƴƎΩ ƳŜ ōȅ ŎƘŀƴƎƛƴƎ ƛǘ ǘƻ ΨI9wΩΦ Lǘ ŀƭǎƻ ƪŜǇǘ ƘŜƭǇƛƴƎ ƳŜ ōȅ 
changing 501(c)(3) to 501©(3). 
 

¢ƻ ŦƛȄ ǎǳŎƘ ŀƴƴƻȅŀƴŎŜǎΣ ŎƭƛŎƪ ΨCƛƭŜΩ όƛƴ ǘƘŜ ǳǇǇŜǊ ƭŜŦǘ ƘŀƴŘ 
corner of the WorŘ ǇŀƎŜ ŀƴŘ ǘƘŜƴ ΩhǇǘƛƻƴǎΩΣ ΨtǊƻƻŦƛƴƎΩ 
ŀƴŘ Ψ!ǳǘƻ/ƻǊǊŜŎǘ hǇǘƛƻƴǎΩΦ ¸ƻǳ ǿƛƭƭ ǎŜŜ ǘǿƻ ŦƛŜƭŘǎ ǳƴŘŜǊ 
ǘƘŜ ǘƛǘƭŜǎΣ ΨwŜǇƭŀŎŜΩ ŀƴŘ Ψ²ƛǘƘΩΦ LŦ ȅƻǳ ǘȅǇŜ ehr in the 
ΨwŜǇƭŀŎŜΩ ŦƛŜƭŘ ȅƻǳ ǿƛƭƭ ǎŜŜ ǘƘŀǘ ƛǘ ŘƛǎǇƭŀȅǎ her in the 
Ψ²ƛǘƘΩ ŦƛŜƭŘΦ L ŘŜƭŜǘŜŘ ǘƘƛǎ ŜƴǘǊȅ ŀƴŘ Ŏŀƴ ƴƻǿ type EHR 
without it being changed. As I want ucla to be 
automatically converted to UCLA, I added an entry to do 
this. When I type resume, I usually mean résumé. So, I 
added this as well. 
 
If you wonder how to enter é or any other special 
character, click oƴ ǘƘŜ ΨLb{9w¢Ω ǘŀō ƻƴ ǘƘŜ ǘƻǇ ƻŦ ǘƘŜ 
²ƻǊŘ ǎŎǊŜŜƴ ŀƴŘ ǘƘŜ Ψ{ȅƳōƻƭΩ ƛŎƻƴ ŀƭƭ ǘƘŜ ǿŀȅ ƻƴ ǘƘŜ 
right. A short list of popular symbols will be displayed. If 
ȅƻǳ Řƻ ƴƻǘ ǎŜŜ ǿƘŀǘ ȅƻǳ ǿŀƴǘΣ ŎƭƛŎƪ ƻƴ ΨaƻǊŜ {ȅƳōƻƭǎΩ 
and select from a wide array of special characters. 

 
We have all experienced the frustration of 
having our PC freeze while creating a 
document. You can have Word save your 
work periodically (every minute if you like) 
so that you will never lose too much of it. 
{ƛƳƛƭŀǊ ǘƻ tǊƻƻŦƛƴƎΣ ǎŜƭŜŎǘ ΨCƛƭŜΩ ŀƴŘ 
ΨhǇǘƛƻƴǎΩΦ bƻǿ ǎŜƭŜŎǘ Ψ{ŀǾŜΩΦ ¸ƻǳ ǿƛƭƭ ōŜ 
able to define where and how often you 
would like backups taken. 
 
¢ƘŜǎŜ ŀǊŜ Ƨǳǎǘ ǘǿƻ ƻŦ Ƴŀƴȅ ƘŜƭǇŦǳƭ ŦŜŀǘǳǊŜǎ ȅƻǳ Ŏŀƴ ŦƛƴŘ ǿƛǘƘƛƴ ΨCƛƭŜΩ ŀƴŘ ΨhǇǘƛƻƴǎΩΦ /ƘƻƻǎŜ ΨCƛƭŜΩΣ 
ΨhǇǘƛƻƴǎΩ ŀƴŘ Ψ/ǳǎǘƻƳƛȊŜ wƛōōƻƴΩ ǘƻ ŘƛǎǇƭŀȅ ƳƻǊŜ ƻǊ fewer icons in the ribbon across the top of the 
page). You can add ones you would like to have handy and remove ones that you never use. If you have 
ƴƻǘ ŜȄǇƭƻǊŜŘ ΨCƛƭŜΩ ŀƴŘ ΨhǇǘƛƻƴǎΩΣ L ŜƴŎƻǳǊŀƎŜ ȅƻǳ ǘƻ Řƻ ǎƻΦ ¢ƘŜǊŜ ŀǊŜ ƭƛǘŜǊŀƭƭȅ ƘǳƴŘǊŜŘǎ ƻŦ ǘƘƛƴƎǎ ȅƻǳ Ŏŀƴ 
set to make your Microsoft Word experience more pleasant and efficient.  
 
The other Microsoft Office products (like Excel and PowerPoint) each have an array of preferences you 
Ŏŀƴ ǎŜǘ ǳƴŘŜǊ ǘƘŜƛǊ ΨCƛƭŜΩ ŀƴŘ ΨhǇǘƛƻƴǎΦΩ ¦ƴŘŜǊǎǘŀƴŘΣ ƘƻǿŜǾŜǊΣ ǘƘŀǘ ƻǇǘƛƻƴǎ ȅƻǳ set are only effective for 
that product. So, if you set your automatic save option to preserve copies every minute in Word and 
want this in Excel as well, you will need to set it directly in Excel. 
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Practicing Safe Computing #33: ά.Ŝǎǘ Anti-virus Protectƛƻƴ ƻŦ нлмуέ 
Originally published in the June 2018 issue of Venturing into our Past (JGSCV) 

 
Prior articles in this series (January 2016 ς άIs Your Virus Protection Actually WorkingΚέ !ǇǊƛƭ нлмт -  
άViruses, Worms, Trojan Horses, SpywareέΣ aŀȅ нлмт ς άMalware Protectionέύ ŘƛǎŎǳǎǎŜŘ ǘƘŜ ƴŜŜŘ ŦƻǊ ŀ 
properly running antivirus program on any computer connected to the Internet. Each year, PC Magazine 
ǇǳōƭƛǎƘŜǎ ƛǘǎ ǊŜŎƻƳƳŜƴŘŜŘ ƭƛǎǘ ƻŦ ǘƘŜ ǘƻǇ ǘŜƴ ŀƴǘƛǾƛǊǳǎ ǇǊƻƎǊŀƳǎΦ ¢Ƙƛǎ ȅŜŀǊΩǎ ƭƛǎǘ ƛƴŎƭǳŘŜǎΥ  
 

 
For more information about these antivirus programs, pricing and a side-by-side comparison, see 
https://www.pcmag.com/article2/0,2817,2372364,00.asp. All of these products function well. Pick one 
that you prefer and be sure to configure it to check all of the files, emails and websites you access. While 
Ƴŀƴȅ ƘŀǾŜ ƘƛƎƘŜǊ άǊŜƎǳƭŀǊέ ǇǊƛŎŜǎΣ ǿŀǘŎƘ ŦƻǊ ǎŀƭŜǎ ŀƴŘ ǎǇŜƴŘ Ϸнр ƻǊ ƭŜǎǎ ǇŜǊ ŎƻƳǇǳǘŜǊΦ 
 
PC Matic, which advertises heavily as the only product fully American-made and based on whitelisting is 
not on the list. While I like both concepts, PC Magazine testing has found that whitelisting blocks too 
many legitimate sites and is not significantly more effective than competing commercial tools. PC Matic 
claims to include legitimate sites quickly once identified.  
 
Below are rules to remember regarding antivirus software: 

1. !ƴǘƛǾƛǊǳǎ ǇǊƻƎǊŀƳǎ ƛƴŎƭǳŘŜ ŀƴ άŜƴƎƛƴŜέ ŀƴŘ ŀ ƭƛǎǘ ƻŦ ŎǳǊǊŜƴǘ ǾƛǊǳǎ ǇǊƻŦƛƭŜǎΦ .ƻǘƘ ŀǊŜ 
automatically updated so long as the subscription is maintained.  

2. Once the subscription ends, the engine may continue to run. However, without updates both to 
the engine and to the profiles, protection is incomplete and may miss current viruses. 

3. bŜǿ ŎƻƳǇǳǘŜǊǎ ǘȅǇƛŎŀƭƭȅ ƛƴŎƭǳŘŜ ŀ άŦǊŜŜέ ŀƴǘƛǾƛǊǳǎ ǇǊƻgram for a limited period. Be sure to pay 
to extend the subscription or install another program when the subscription ends. 

4. Antivirus programs may provide you with the ability to raise or lower the level of protection. 
Setting this too high may block things you wand. Setting it too low may put you at risk. 

5. If you are instructed to turn off virus protection while installing new software, be sure to 
promptly turn it back on as soon as you are able to do so. 

6. Multiple antivirus products on the same computer can dramatically slow it down. If you decide 
to switch antivirus programs, be sure to uninstall the old one before installing the replacement. 

7. LŦ ǳƴǎǳǊŜ ǿƘŜǘƘŜǊ ȅƻǳǊ ŀƴǘƛǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ŀƴŘ ǊǳƴƴƛƴƎ ǇǊƻǇŜǊƭȅΣ Ǝƻ ǘƻ ǘƘŜ ǾŜƴŘƻǊΩǎ 
website. Most will provide a facility to check your settings and suggest appropriate changes. 

8. NEVER accept unsolicited offers to scan your computer, to provide antivirus software, or any 
other service. If you do, you will likely end up with more issues than solutions. 

  

  
Antivirus Program 

2018 
Rank 

2017 
Rank 

2016 
Rank 

  

 McAfee AntiVirus Plus 1 1 3 
   Webroot SecureAnywhere Antivirus 2 2 4 

 Symantec Norton AntiVirus Basic 3 4 -- 

   Bitdefencer Antivirus Plus 4 3 1 
 Kaspersky Anti-Virus 5 5 2 

   Avast Pro Antivirus 2017 6 6 5 
 ESET NOD32 Antivirus 7 8 9 

   F-Secure Anti-Virus (2017) 8 9 10 

 Sophos Home Premium 9 -- -- 
   Trend Micro Antivirus Security 10 10 -- 

https://www.pcmag.com/article2/0,2817,2372364,00.asp
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІопΥ ά¦ǊƎŜƴǘ 5ŜƳŀƴŘ ŦƻǊ tŀȅƳŜƴǘέ 
Originally published in the July 2018 issue of Venturing into our Past (JGSCV) 

 
On June 6, 2018, the following notice was issued:  
 

Office of the Administrative Vice Chancellor 

Urgent Notice  

To the Campus Community: 

An unknown suspect has been calling UCLA students claiming to be a UCLA Police Officer and 

demanding money. The UCLA Police Department (UCPD) does not call students or anyone else 

asking for money. 

Do not send money to any law enforcement or government agency 

via wire transfer.  

The suspect is falsely claiming that UCPD has a warrant for the studentôs or family memberôs 

arrest and a payment via wire transfer (Western Union, Money Gram, etc.) will resolve the issue. 

In one instance, the student was instructed to purchase gift cards and ship them to a PO Box. 

Even if a student does have an outstanding warrant, fines for such violations are always paid to a 

court and never to an individual or company. There are no circumstances in which UCPD would 

ask for money via a wire transaction. 

This is true for other enforcement agencies as well, including the Internal Revenue Service 

(IRS), Immigration and Customs Enforcement (ICE), and Immigration and Naturalization 

Service (INS). If you owe back taxes or action is required regarding your student Visa status, you 

will be notified via official channels. None of these agencies or departments would ask for 

money over the phone or via a wire transaction. 

If you have any questions, please do not hesitate to contact UCPD at (xxx) xxx-xxxx. 

Sincerely, 

Michael J. Beck  

Administrative Vice Chancellor  

While you may well believe that you would never fall for such an attempt to scam you, in the heat of the 
moment when a con artist connects with you and demands immediate payment, can you be sure you 
will be thinking so clearly? These con artists are very good at what they do. They may have some of your 
personal information and use it to convince you that they are indeed from the government or they 
might scare you with the story of a relative or friend trapped overseas. There will be a sense of urgency 
with dire consequences if you do not comply. Requiring immediate payment by wire transfer or 
through untraceable items (like Bitcoin or gift cards) is a clear red flag.  
 
/ƻƴǎƛŘŜǊ ǘƘƛǎΧ5ƻ ȅƻǳǊ ŦŀƳƛƭȅ ƻǊ ŦǊƛŜƴŘǎ Ǉƻǎǘ ǳǇŘŀǘŜǎ ƻƴ CŀŎŜōƻƻƪ ǿƘƛƭŜ ǘǊŀǾŜƭƛƴƎΚ ¢Ƙƛƴƪ ƻŦ Ƙƻǿ Ŝŀǎȅ ƛǘ 
is for a con artist to identify family members and friends and their vacation location and then to use this 
information in contacting you with an urgent request for money to get your family member or friend out 
of a terrible jam in a faraway place. Be on your guard and do not fall for such scams! 
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІорΥ άDƻƻƎƭŜ {ŜŀǊŎƘ ¢ƛǇǎ ŀƴŘ ¢ŜŎƘƴƛǉǳŜǎέ 
Originally published in the August/September 2018 issue of Venturing into our Past (JGSCV) 

 

 
 

    

Google is the primary way virtually all of us routinely search the internet. My students feel that they 
have performed their research by simply doing a Google search. As genealogists we seek confirmation of 
information we find. Here are a few tips to make you a more powerful Google user (most work for other 
search engines as well).  
 
Add symbols and special words to your search, such as  

¶ - (minus sign) to exclude a word from your search (must be immediately before the word) 

¶  ά ά (quotation marks) around a phrase to return that exact phrase 

¶ define to look up the meaning of a word 

¶ image to display images related to the search word(s) 

¶ map xxx to display a map of the location. You can then take a closer or farther away look 

¶ OR to indicate that you want pages with either word or phrase (must be capitalized) 

¶ related:xxx.com to search related sites to xxx.com 

¶ site:xxx.com to search only in that domain 

¶ ǘƻ ŎƻƴǾŜǊǘ ŎǳǊǊŜƴŎƛŜǎ ŜƴǘŜǊ ǎƻƳŜǘƘƛƴƎ ƭƛƪŜ ά200 zlotys to dollarsέ 

¶ translate to convert a phrase from one language to another 

¶ weather to look up the current and forecast for a location 
 
²ŀƴǘ ǘƻ ƭŜŀǊƴ ƳƻǊŜΚ {ŜŀǊŎƘ άGoogle TipsέΦ .ǳǘΣ ōŜ ŀǿŀǊŜ ǘƘŀǘ DƻƻƎƭŜ ǇŜǊƛƻŘƛŎŀƭƭȅ ŎƘŀƴƎŜǎ ǘƘŜǎŜ 
features. For example, they used to allow wild cards within words but do not now do so now. Some tip 
sites are out of date. I prefer ones published in the past year. 
 
OR is a powerful tool to speed research. Say you are searching for Joseph Bookbinder but it may be 
spelled Buchbinder, you could search for άWƻǎŜǇƘ .ƻƻƪōƛƴŘŜǊέ hw άWƻǎŜǇƘ .ǳŎƘōƛƴŘŜǊέ and do this in 
one search rather than two. Remember, you must capitalize the OR.  
 
The minus (-) function can be used to narrow your search. One of the families I am researching is 
Barenberg. There are lots of pages on Russ Barenberg, a guitarist. When I want to exclude these pages, I 
search Barenberg -Russ (note that Russ immediately follows the minus sign with no intervening blanks). 
 
I have found the map function to be particularly useful. In preparing for my trip to the Warsaw 
Conference and associated travel in Poland and Ukraine I used this tool regularly to understand the 
ǇǊƻȄƛƳƛǘȅ ƻŦ ŀ ƭƻŎŀǘƛƻƴ ǘƻ ƻǘƘŜǊǎ ŀǎ ǿŜƭƭ ŀǎ ǘƻ ŎƘŜŎƪ ƻǳǘ ŀ ǘƻǿƴΩǎ ǎǘǊŜŜǘ ƭŀȅƻǳǘΦ hƴŜ Ŏŀƴ Ŝŀǎƛƭȅ ƳƻǾŜ ǘƘŜ 
map, hone in for a closer view and back up for a wider one. I printed several for use during the trip.  
 
A final tip is to use Google to track your packages. Simply type in the FedEx, USPS or UPS tracking 
ƴǳƳōŜǊ ŀƴŘ ǘƘƛǎ ǿƛƭƭ ǊŜǘǊƛŜǾŜ ǘƘŜ ǇŀŎƪŀƎŜΩǎ ƘƛǎǘƻǊȅ ŀƴŘ ŎǳǊǊŜƴǘ ƭƻŎŀǘƛƻƴΦ bƻ ƴŜŜŘ ǘƻ ŜƴǘŜǊ ǘƘŜ ŎƻƳǇŀƴȅΦ 
 

 

 

LŦ ȅƻǳ ŘƻƴΩt find what you want, consider another search 
engines, like Bing or Yahoo! Features are similar to Google 
but they scan the Internet and present findings differently.  

They may find something that Google did not, or return it on one of the first pages rather than many 
ǇŀƎŜǎ ŘƻǿƴΦ ¢ƻ ƭŜŀǊƴ ƳƻǊŜΣ ǎŜŀǊŎƘ ŦƻǊ άBING tipsέ ƻǊ άYahoo tipsέΦ 
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Practicing Safe Computing #36: άƛtƘƻƴŜ ¢ƛǇǎέ 
Originally published in the October 2018 issue of Venturing into our Past (JGSCV) 

 
After this sǳƳƳŜǊΩǎ ŎƻƴŦŜǊŜƴŎŜ ƛƴ ²ŀǊǎaw, I spent several weeks traveling across Poland and Ukraine, 
taking thousands of iPhone pictures. I was bummed after inadvertently deleting some before 
transferring them to my laptop. I then found that the iPhone was prepared for this. Here are some 
iPhone tips, starting with recovery of deleted photos. 
 

tƘƻǘƻǎ ǘƘŀǘ ȅƻǳ άŘŜƭŜǘŜέ ŦǊƻƳ ȅƻǳǊ ƛtƘƻƴŜ ŀǊŜ ǊŜŎƻǾŜǊŀōƭŜ ŦƻǊ ŀōƻǳǘ пл ŘŀȅǎΦ ¦ǎŜ ǘƘŜ 
άtƘƻǘƻǎέ ŀǇǇ ƻƴ ȅƻǳǊ ƛtƘƻƴŜ ǘƻ ǊŜŎƻǾŜǊ ǘƘŜƳΦ ¢ƻ Řƻ ǎƻΣ ŎƭƛŎƪ ƻƴ ά!ƭōǳƳǎέ ŀƴŘ ǘƘŜƴ ƻƴ 
άwŜŎŜƴǘƭȅ 5ŜƭŜǘŜŘέΦ LŎƻƴǎ ƻŦ ȅƻǳǊ recently deleted pictures will be displayed with a number of 

days until they will be permanently gone.  You generally have 40 days to recover deleted photos. Once 
ȅƻǳ ŎƭƛŎƪ ƻƴ ŀ ǇƛŎǘǳǊŜ ƛŎƻƴΣ ȅƻǳ Ŏŀƴ ŎƘƻƻǎŜ ǘƻ άǊŜŎƻǾŜǊέ ƛǘ ƻǊ ǘƻ άŘŜƭŜǘŜέ ƛǘ ǇŜǊƳŀƴŜƴǘƭȅΦ 

 
Once you see a highlighted location in the Map app in which you are interested, tap on it and 
see information about it such your distance from it, its address, directions to get there, phone 
number, hours, website, what Wikipedia has to say about it and more. You can even look 

inside an airport or shopping mall to find a gate, restaurant or restroom. 
 

In an emergency, first responders can access important medical information without needing 
your passcode. To provide info, such as medications you take, open the Health app and fill out 
your Medical ID. I had forgotten where it was located. So, I swiped down on the home screen 

ŀƴŘ ǘȅǇŜŘ άIŜŀƭǘƘέ ƛƴǘƻ ǘƘŜ ǎŜŀǊŎƘ ŦƛŜƭŘΦ ¢ƘŜ IŜŀƭǘƘ ŀǇǇ ƛŎƻƴ ǿŀǎ ŘƛǎǇƭŀȅŜŘ ŀƭƻƴƎ ǿƛǘƘ ƛǘǎ ŦƻƭŘŜǊΩǎ ƴŀƳŜΦ 
 

Want an alternative to using your thumbs to enter names or text messages? You can speak 
these instead. Tap the microphone symbol and speak the name or message. It will be 
automatically typed. Like Victor Borge, you can even speak the punctuation. Oh, come on, you 

remember Victor BoǊƎŜΗΗ ¸ƻǳ ŘƻƴΩǘΚ [ƻƻƪ ƘƛƳ ǳǇ ƻƴ ¸ƻǳ¢ǳōŜΦ 
 

Want to be able to use your iPhone as a magnifying glass? Go to Settings > General > 
Accessibility and turn on Magnifier. Then triple-click the Home button at any time to use the 
camera to zoom in on small details. Review other accessibility options as well.  Also, check out 

ά5ƛǎǇƭŀȅ ŀƴŘ .ǊƛƎƘǘƴŜǎǎέΦ !ƳƻƴƎ ƻǘƘŜǊ ǎŜǘǘƛƴƎǎΣ ȅƻǳ Ŏŀƴ ŀŘƧǳǎǘ ά¢ŜȄǘ {ƛȊŜέ ŀƴŘ ŜǾŜƴ ƳŀƪŜ ǘŜȄǘ ά.ƻƭŘέ ǎƻ 
that it easier to read - a great alternative to squinting! 

 
Over time, you may find that your iPhone is getting sluggish. There are a number of steps you 
can take to clear the cobwebs and speed it up. Check out the following for several hints: 
https://www.macworld.co.uk/how-to/iphone/speed-up-slow-iphone-3463276/ 

 
Ever wish to take a screenshot of what is displayed? Press the Home button (at the bottom 
center of the iPhone) and the Sleep/Wake button (on the right side of the iPhone) at the 
same time. The picture will be saved to the Screenshots album in Photos. A small version 
of it will be briefly displayed in the lower left corner of the screen. 

 
Want more? Go to https://tips.apple.com/en-us/ios/iphone for more iPhone tips. Or, to get help with a 
ǎǇŜŎƛŦƛŎ ǇǊƻōƭŜƳΣ ǎƛƳǇƭȅ DƻƻƎƭŜΣ άIƻǿ Řƻ L ȄȄȄȄ ƻƴ Ƴȅ ƛtƘƻƴŜΚέ ǎǳōǎǘƛǘǳǘƛƴƎ ȅƻǳǊ ƛǎǎǳŜ ŦƻǊ ǘƘŜ ȄΩǎΦ 
 
  

https://www.macworld.co.uk/how-to/iphone/speed-up-slow-iphone-3463276/
https://tips.apple.com/en-us/ios/iphone
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Practicing Safe Computing #37: άCŀŎŜōƻƻƪ Ψ¢ƻƪŜƴǎΩ έ 
Originally published in the November 2018 issue of Venturing into our Past (JGSCV) 

 
When I was 80% done with this article Word froze with an hourglass and I had to kill it. 
Due to άautosavingέΣ ƘƻǿŜǾŜǊΣ my work was not lost. To turn this on, ŎƭƛŎƪ ƻƴ άCƛƭŜΣέ 
άhǇǘƛƻƴǎΣέ ŀƴŘ ά{ŀǾŜΦέ ¢ƘŜƴΣ choose how often to take backups and where to store 
them. Also, check, άYŜŜǇ ǘƘŜ ƭŀǎǘ ŀǳǘƻǎŀǾŜŘ ǾŜǊǎƛƻƴ ƛŦ L ŎƭƻǎŜ ǿƛǘƘƻǳǘ ǎŀǾƛƴƎΦέ 

 
According to Facebook, on September 25, 2018, they discovered that they 
had been hacked exposing 50 million Facebook accounts. The estimate was 

later revised to 30 million. Finding a vulnerability in Facebook code, the hackers were able to 
ƻōǘŀƛƴ άǘƻƪŜƴǎέ ŦƻǊ Ƴƛƭƭƛƻƴǎ ƻŦ CŀŎŜōƻƻƪ ǳǎŜǊs and use these tokens to simulate being the user 
and so access their data.  
 
Tokens are strings of data provided when you connect to an application. The token is stored in 
a cookie in your computer. Another copy is kept by Facebook. Each time you perform an action 
with that application (inquire, update, etc.) Facebook queries the cookie, extracting the string 
and including it with the requested action. If it matches the Facebook copy and has not yet 
expired, it permits the transaction to take place. 
 
Tokens have expiration dates and times. Typical tokens expire after two hours. But, they may 
be set to expire more quickly or even last for up to 90 days and can be renewed if permitted by 
the application. Presumably, the hackers were able to obtain the copies of the tokens held by 
Facebook (not from your computer). So long as they had not yet expired they could then use 
them to pretend to be the owner. It is possible that they were even able to renew these tokens. 
 
Using the tokens they could access some of the data that you have provided to Facebook, 
including personal details such as name, email address, phone number, posts, friend lists, group 
memberships and the names of recent message conversations. They did not have access to the 
contents of the messages. But, with the information they were able to get, they could obtain 
tokens for your friends and through them their friends. They could even see the most recent 15 
searches and 10 locations you visited as Facebook keeps a record of these. 
 
.ȅ ƎŜǘǘƛƴƎ ŦǊƛŜƴŘǎΩ ǘƻƪŜƴǎ ŀƴŘ ǘƘŜƴ ǘƘŜƛǊ ŦǊƛŜƴŘǎΩ ǘƻƪŜƴǎΣ ŀƴŘ ǎƻ ƻƴ ǘhey could rapidly obtain 
millions of them (30 million, apparently). Once Facebook learned of the hack, they installed 
patches for the three vulnerabilities that together permitted the hackers to do what they did. 
They further expired 90 million tokens on their sites making them useless. If you had been able 
to access a function through Facebook without logging in and suddenly found that you had to 
do so, it is likely that your token was forced to expire. 
 
Such hacks will continue. So, you need to think about what you share and what you do on the 
Internet, realizing that it all might be exposed someday. This experience does emphasize the 
need to log off of applications rather than just disconnecting. This notifies the application to 
expire your token, rather than letting it sit there, unexpired, awaiting the next hacker. 
  



  Page 43 of 68 
 

Go to Index 
© 2015-2020 by JGSCV and by Hal Bookbinder, permission to copy granted with appropriate attribution. 
   

Practicing Safe Computing #38: tǊŀŎǘƛŎƛƴƎ {ŀŦŜ ΨTzedakahΩ (Charity) 
Originally published in the December 2018 issue of Venturing into our Past (JGSCV) 

 
 
As December 31st approaches, phony charities ramp up their solicitations through 
mailers, TV ads and online. Do you know whether a charity is legitimate, and even if 
it is, how much of the collected funds actually go to the cause you support and how 
much is eaten up in fundraising and administration? Commercials and mailers are 
often unclear or misleading about how the money is spent.  
 

We have all heard the Kars4Kids jingle innumerable times. But, do you have any idea how much of the 
collected funds go to help kids? Do you know what programs are offered, where they are offered and 
for what kids? This charity is operated by an Orthodox Jewish community in New Jersey, primarily to 
support its Jewish camps and youth activities. While there is nothing wrong with this, you woulŘƴΩǘ ōŜ 
ŀǿŀǊŜ ƻŦ ƛǘ ŦǊƻƳ ǘƘŜ ŎƘŀǊƛǘȅΩǎ ƛƴŎŜǎǎŀƴǘ ƧƛƴƎƭŜ ǿƘƛŎƘ ǿŀǎ ǊŜŎƻǊŘŜŘ ƛƴ мфффΦ 
 
YŀǊǎпYƛŘǎ Ƙŀǎ ŀ ά5έ ǊŀǘƛƴƎ ŦǊƻƳ /ƘŀǊƛǘȅ ²ŀǘŎƘ ŘǳŜ ǘƻ ǘƘŜ ŦŀŎǘ ǘƘŀǘ со ŎŜƴǘǎ ƻŦ ŜǾŜǊȅ ŘƻƭƭŀǊ ŎƻƭƭŜŎǘŜŘ 
goes into fundraising and overhead. They have been sued by several states for misleading advertising 
and insider business deals. Per Charity Watch, comparable Jewish and youth development charities 
spend, on average, 15 to 21 cents per dollar on fundraising and overhead.  
 
LŦ ǘƘƛǎ ƛǎƴΩǘ ŜƴƻǳƎƘ ǘƻ ƎƛǾŜ ȅƻǳ ǇŀǳǎŜΣ ƻƴ bƻǾŜƳōŜǊ 13, 2018, HackenProof reported that a Kars4Kids 
ŘŀǘŀōŀǎŜΣ ŎƻƴǘŀƛƴƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ нмΣсмн ƛƴŘƛǾƛŘǳŀƭǎ όƻƴŜ ǿŜŜƪΩǎ ǿƻǊǘƘ ƻŦ Řŀǘŀύ ǿŀǎ found unsecured 
and with evidence that it may have been copied by cyber criminals. The report details the difficulty they 
had in getting Kars4Kids to secure the database. 
 
Often there is confusion about exactly what a charity does. For example, the Association for the 
tǊŜǾŜƴǘƛƻƴ ƻŦ /ǊǳŜƭǘȅ ǘƻ !ƴƛƳŀƭǎ ό!{t/!ύ ŦƻŎǳǎŜǎ Ƴƻǎǘ ƻŦ ƛǘǎ ǇǊƻƎǊŀƳǎ ƛƴ b¸/Φ ²ƘŜƴ ǘƘŜȅ ƳŜƴǘƛƻƴ άƻǳǊ 
ǎƘŜƭǘŜǊέΣ ǘƘŀǘ ƛǎ ǿƘŜǊŜ ƛǘ ƛǎ ƭƻŎŀǘŜŘΦ ¸ƻǳǊ ƭƻŎŀƭ ŀƴƛƳŀƭ ǎƘŜƭǘŜǊ ƛǎ ƭƛƪŜƭȅ ƴƻǘ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ !{t/! ŀƴŘ 
derives little benefit from your donations to it. This in no way disrespects the great work of the ASPCA. 
But, if you want to help animals here, consider giving to your local shelter. 
 
To research a charity, you might check its annual IRS 990 filings. These can be accessed through the 
FouƴŘŀǘƛƻƴ /ŜƴǘŜǊΩǎ ά990 FinderέΦ LŦ ȅƻǳ ǎŜŀǊŎƘ ŦƻǊ YŀǊǎпYƛŘǎΣ ȅƻǳ ǿƛƭƭ ŦƛƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ƛǘǎ ƛƴŎƻƳŜΣ 
expenditures and programs for several years up to 2016 (the most recent year available). You will also 
find that most of the funds raised are transferred to Oorah, Inc., a sister charity that operates its 
programs. If you then look up Oorah you will find that it spends millions on management and overhead. 
 
5ƻƴΩǘ ƎƛǾŜ ǘƻ ŀ ŎƘŀǊƛǘȅ Ƨust because the name and mailer or commercial seems appealing. Rather, 
understand how much of the funds actually go into programs you want to support. Ask the solicitor to 
mail you this information; read their website; Google their name; review their IRS 990 filings and check 
their reviews and ratings on the various charity monitoring websites. These include Charity Watch, 
Charily Navigator, Consumer Reports and the .ŜǘǘŜǊ .ǳǎƛƴŜǎǎ .ǳǊŜŀǳΩǎ ²ƛǎŜ DƛǾƛƴƎ !ƭƭƛŀƴŎŜ. 

https://blog.hackenproof.com/industry-news/childrens-charity-kars4kids-leaks-info-on-thousands-of-donors
http://foundationcenter.org/find-funding/990-finder
https://www.charitywatch.org/home
https://www.charitynavigator.org/
https://www.consumerreports.org/charities/best-charities-for-your-donations/
http://give.org/


  Page 44 of 68 
 

Go to Index 
© 2015-2020 by JGSCV and by Hal Bookbinder, permission to copy granted with appropriate attribution. 
   

Practicing Safe Computing #39: άTen Tipsέ 
Originally published in the January 2019 issue of Venturing into our Past (JGSCV) 

 
 
Welcome to 2019. Below are my top ten tips for practicing safe computing, along with 
references to past articles in this series which provide additional information on each 
item. Wishing you a year of safe and productive computer and Internet use. 
 

 
1. Ensure a current antivirus program is 

installed, running, and set to scan all 
incoming files. 

Best Anti-virus Protection of 2018, Jun 18 
Malware protection, May 17 
Is Your Virus Protection Actually Working?, Jan 16 

   
2. Set your computer to automatically 

accept security updates. 
Precautions while Traveling, March, 18 
Protection from WannaCry Ransomware, June, 17 
Avoiding becoming victim of Ransomware, May 16 

   
3. Regularly back up your data to a remote 

location. 
aƛŎǊƻǎƻŦǘ ²ƻǊŘ ¢ƛǇǎ ϧ ¢ǊƛŎƪǎέΣ aŀȅ му 
Avoiding becoming victim of Ransomware,  May 16 
Backing up your System, April 16 

   
4. Do not open suspicious emails or click on 

risky email links. 
Take care when you use Google , Dec 17 
Top 10 Tips for Detecting Phishing , Oct 17 
Phishing email from your Bank, Aug 17 
Social Engineering, Jun 16 
Avoiding becoming victim of Ransomware, May 16 
A Free Scan of Your Computer, Dec 15 

   
5. Do not provide personal information 

unless you trust the requester. 
Phishing email from your Bank, Aug 17 
5ƻƴΩǘ ƘŜƭǇ ǘƘŜƳ ǎǘŜŀƭ ȅƻǳǊ ƛŘŜƴǘƛǘȅΣ hŎǘ мр 

   
6. Do not respond to offers that sound too 

good to be true or require immediate 
response. 

Urgent Demand for Payment, Jul 18 
Phishing email from your Bank, Aug 17 

   
7. Set up different complex passwords for 

all critical files and use a password 
manager. 

Password Managers, again, Jan 18 
Password Managers, Oct 16 
Passwords, Aug 16 

   
8. [ƻƎ ƻŦŦ ŀǇǇƭƛŎŀǘƛƻƴǎΦ 5ƻƴΩǘ Ƨǳǎǘ ŎƭƻǎŜ ǘƘŜ 

window. 
Facebook Tokens, Nov 18 
Sharing Your Family Tree & Identity Theft, Sep 16 

   
9. Be careful what you write, save, post, 

send and the sites you visit. You never 
know who may be watching. 

Precautions while Traveling, Mar 18 
The Internet is forever, Sep 17 

   
10. Update default passwords on devices 

you acquire, including wireless routers. 
Modems and Routers, Jul 17 
Wireless Access, Feb 17 
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Practicing Safe Computing #40: ά ΨрDΩΣ CƛŦǘƘ DŜƴŜǊŀǘƛƻƴ /ŜƭƭǳƭŀǊέ 
Originally published in the February 2019 issue of Venturing into our Past (JGSCV) 

 
 
Top Speed 1G  Ą 2G Ą 3G Ą 4G Ą 5G 
(characters/second) 3 hundred 4 thousand 3.4 million 7.2 million 50 million 

 
±ŜǊƛȊƻƴ ŀƴŘ !¢ϧ¢ ŀǊŜ ƛƴǘǊƻŘǳŎƛƴƎ ǘƘŜ ƭŀǘŜǎǘ ǿƛǊŜƭŜǎǎ ŎŜƭƭǳƭŀǊ ǘŜŎƘƴƻƭƻƎȅΣ ƭŀōŜƭŜŘ άрDέ ŦƻǊ CƛŦǘƘ 
Generation. In honor of this milestone, here is a short history of cell phone technology. 
 
²ƘƛƭŜ ŎŀǊ ǊŀŘƛƻ ǇƘƻƴŜǎ Ǝƻ ōŀŎƪ ǘƻ ǘƘŜ мфплǎ όǊŜƳŜƳōŜǊ IǳƳǇƘǊŜȅ .ƻƎŀǊǘ ƛƴ ά{ŀōrƛƴŀέΚύΣ ǘƘŜ ŦƛǊǎǘ ŎŜƭƭ 
phone was demonstrated in New York City in 1973 by Martin Cooper of Motorola. It would be 10 years 
before cell phones would be commercially available in the U.S., and then at a very steep price. There are 
now more than 7 billion cellular capable devices, or approximately one for every person on Earth. 
 

Cell phones were introduced commercially in Japan in 1979 and here in the U.S. in 1983. 
ARCO provided me with my first cell phone in 1987. It looked like this, weighed several 
pounds, cost over $3,000 (equivalent to $6,800 today), took 8 hours to charge and offered 
30 minutes of talk time. With it, the folks at the ARCO data center that I was managing 
could reach me wherever I was (so long as I was within range of a cell tower). 
 
1G was analog, meaning that sound traveled as analog radio waves to the nearest tower 
where it would be converted to a digital signal to travel to the tower serving the other 
party. It would then be reconverted to analog and be delivered to the target cell phone. 
This technology is no longer used in the U.S. nor most of the rest of the World.  

 
2G came along in 1991. By providing encrypted digital transmission directly from the cell phone, it was 
more secure, faster and far more efficient. It supported text and picture messages. This technology has 
generally been replaced by 3G and 4G around the world. In the U.S. AT&T shut down its version in 2017. 
Verizon and T-Mobile plan to shutter their remaining 2G networks in 2019 and 2020. 
 

3G was introduced in the U.S. by Verizon in 2002. It is faster than 2G, supporting mobile 
Internet access, video calls and mobile TV technologies. 4G was introduced in 2008. It replaced 
circuit-switched telephony service with full Internet Protocol. Though this and other technical 
enhancements it provides faster speeds for enhanced mobile web access, full IP Telephony, 
enhanced gaming, high-definition mobile TV and video conferencing. 
 

Your cell phone is likely 4G capable, Most areas in and around Los Angeles support 4G. A few areas are 
still serviced by 3G networks. For example, much of western Malibu, including Point Dume, are serviced 
by AT&T with 3G. Either is probably sufficient for your use. When I was in Ukraine this past summer, I 
frequently found myself out of cell phone range. In checking cell phone coverage maps. I found that 
Ukraine has 4G in major cities, 3G along major routes, and little coverage in much of the countryside. 
DƻƻƎƭŜ άǿƻǊƭŘǿƛŘŜ ŎŜƭƭ ǇƘƻƴŜ ƳŀǇǎέ ŀƴŘ ȅƻǳ ǿƛƭƭ ǎŜŜ ŀ ƴǳƳōŜǊ ƻŦ ǎƛǘŜǎ ƻŦŦŜǊƛƴƎ ǎǳŎƘ ƳŀǇǎΦ 
 
5G is not only faster than 4G, it is likely even faster than your home WiFi. It provides the speed 
necessary for intense wireless applications, like self-driving cars. 5G is now available in limited areas. The 
major carriers plan nationwide 5G coverage by 2020. Of course, you will need a 5G capable device and a 
network plan that provides 5G. See https://www.cnn.com/2018/12/18/tech/5g-mobile-att/index.html 
to learn more about 5G. 

https://www.cnn.com/2018/12/18/tech/5g-mobile-att/index.html
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Practicing Safe Computing #41: άDƻƻƎƭŜ /ƘǊƻƳŜ /ǊƛǘƛŎŀƭ 9ǊǊƻǊΗέ 
Originally published in the March 2019 issue of Venturing into our Past (JGSCV) 

 
 
Have you ever gotten a 
screen like this? As you 
likely suspect, it is a 
scam. The number is 
not to Microsoft 
Support but rather to 
the scammer who will 
try to sell you services 
for your nonexistent 
problem and seek to 
obtain your private 
information. Most 
believe that they 
would never be fooled 
by this. However, 
these scammers are 
very good at scaring 
you and in gaining your 
confidence. 
 
They may ask to take a look at your system to assess the problem. Granting them such access allows 
them to implant malware on your computer. Never give another access to your computer unless you 
ƘŀǾŜ Ŧǳƭƭ ŦŀƛǘƘ ƛƴ ǘƘŜƳΦ L ƘŀǾŜ ƎƛǾŜƴ ŀŎŎŜǎǎ ǘƻ ǎǘŀŦŦ ŦǊƻƳ Ƴȅ ŜƳǇƭƻȅŜǊΩǎ ƘŜƭǇ ŘŜǎƪ ǘƻ ǘǊƻǳōƭŜǎƘƻƻǘ ŀ 
problem. But, I am hard-pressed to think of anyone else to whom I would grant such access. 
 
This pop-up is triggered by visiting unsafe sites. You may have inadvertently accessed such a site by 
clicking on a link or mistyping an address. Generally, you are not at risk and should simply close the 
window. If the malware prevents you from doing so, simultaneously press Ψ!ƭǘΩΣ Ψ/ǘǊƭΩΣ Ψ5ŜƭŜǘŜΩ and 
choose Ψ¢ŀǎƪ aŀƴŀƎŜǊΩΦ ¢ƘŜ ǇǊƻƎǊŀƳǎ ȅƻǳ ŀǊŜ ǊǳƴƴƛƴƎ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘΦ IƛƎƘƭƛƎƘǘ ΨDƻƻƎƭŜ /ƘǊƻƳŜΩ ŀƴŘ 
ǇǊŜǎǎ Ψ5ŜƭŜǘŜΩΦ This will force close the program, not actually delete it. If this does not work, power off 
and then back on your PC. Generally, the pop-up will not return until you visit another unsafe site. 
 
LŦ ȅƻǳ ƎŜǘ ǎǳŎƘ ŀ ƳŜǎǎŀƎŜ ŀƴŘ ǿƻƴŘŜǊ ƛŦ ƛǘ ƛǎ ǊŜŀƭΣ DƻƻƎƭŜ ƛǘ όƎƻ ŀƘŜŀŘ ŀƴŘ ǎŜŀǊŎƘ ŦƻǊ ΨDƻƻƎƭŜ /ƘǊƻƳŜ 
/ǊƛǘƛŎŀƭ 9ǊǊƻǊΗΩΦ ¸ƻǳ ǿƛƭƭ ƭƛƪŜƭȅ ƭŜŀǊƴ ǘƘŀǘ ƛǘ ƛǎ ŀ known fake message designed to part you from your 
money and information. You will likely also see sites displayed offering programs and services to clean 
your computer. Tread carefully as these too may not have your best interest at heart.  
 
There are various clues in this message that it is not real, including not showing the source (though 
implying it is Microsoft), the sense of urgency, and the fact that the number shown is not that of 
Microsoft Support (which is 800-642-7676). These messages are invariably fake. Do not fall for them! 
Never call the number or click on any link on such a warning message. If you want to reach out to 
Microsoft Support, call them directly and they will surely reassure you that this is a scam. 
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Practicing Safe Computing #42: άSynthetic Identity Theftέ 
Originally published in the April 2019 issue of Venturing into our Past (JGSCV) 

 
 Synthetic ID theft is where a thief creates a new identity using some of your 
information, like your social security number and birth date. The Federal Trade 
Commission (FTC) estimates that as much as 85 percent of all identity fraud 
ƛƴǾƻƭǾŜǎ άǎȅƴǘƘŜǘƛŎέ or fictional IDs. While you can reduce its likelihood, the 

possibility remains that you will become a victim. So, it is important that you pay attention and then 
follow up when something seems amiss. 
 
The best way to catch synthetic ID theft is to monitor your credit report closely. If you see anything out-
of-the-ƻǊŘƛƴŀǊȅΣ ǎǳŎƘ ŀǎ ŀŘŘǊŜǎǎŜǎ ȅƻǳΩǾŜ ƴŜǾŜǊ ƭƛǾŜŘ ŀǘ ƻǊ Ƨƻōǎ ȅƻǳΩǾŜ ƴŜǾŜǊ ƘŀŘΣ ƛǘΩǎ ǇƻǎǎƛōƭŜ ȅƻǳΩǊŜ ŀ 
victim of synthetic ID theft. You have the legal right to receive your credit report for free once each year 
and it is easy to do so. Just go to www.annualcreditreport.com and respond to the quiz. It will ask you 
such things as your monthly mortgage, rental or car loan payments providing several ranges from which 
to choose.  
 
Once the system is satisfied that it is indeed you, it will ask you to indicate which of the three credit 
agency reports you would like. You can choose to view one, two or all three of them. I recommend you 
choose just one and do this every four months cycling through the three over the course of a year. I put 
reminders on my calendar to do so (e.g. January: Equifax, May: Experian, September: TransUnion). The 
credit report will be displayed as a PDF which you can review, print and save. The website includes 
actions you can take if concerned. 
 
Other things which might indicate possible Identity theft are charges on your credit card statements that 
you do not recognize or bills that have not arrived. A credit card, utility or bank statement that has not 
come may indicate that someone has changed your billing address to hide their activities. So, it is vital 
that you recognize when bills have not arrived and not just react to them when they do. 
 
Of course, it is far better to avoid becoming a victim. The California Department of Justice website 
ǎƘƻǿǎ ǘƘŜǎŜ άTop 10 Tips for Identity Theft ProtectionέΦ  
 

1. Protect your Social Security number. 
2. Fight "phishing" - don't take the bait. 
3. Polish your password practices. 
4. Be mysterious on social networks. 
5. Shield your computer and smartphone. 
6. Click with caution. 
7. Check your statements. 
8. Stop pre-approved credit offers. 
9. Check your credit reports ï for free. 
10. Ask questions. 

 

Select https://oag.ca.gov/idtheft/facts/top-ten to read more about each of these tips. Additionally, 
https://oag.ca.gov/idtheft/information-sheets provides a number of useful reference sheets about 
avoiding, recognizing and responding to identity theft.  
  

http://www.annualcreditreport.com/
https://oag.ca.gov/idtheft/facts/top-ten
https://oag.ca.gov/idtheft/information-sheets
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Windows 10 includes Windows Defender antivirus software. There are no fees to 
install or operate it and it has a light footprint, minimally impacting computer 
performance. It also includes a firewall providing protection against malware that 
might find yoǳΦ Lƴ aŀǊŎƘ нлмфΣ aƛŎǊƻǎƻŦǘ ŎƘŀƴƎŜŘ ǘƘŜ ƴŀƳŜ ǘƻ άaƛŎǊƻǎƻŦǘ 5ŜŦŜƴŘŜǊ 
!ŘǾŀƴŎŜŘ ¢ƘǊŜŀǘ tǊƻǘŜŎǘƛƻƴέ ƻǊ ά5ŜŦŜƴŘŜǊ !¢tέ ŀƴŘ ōŜƎŀƴ ƻŦŦŜǊƛƴƎ ŀ a!/ h{ 

version alongside the existing Windows version. However, the MAC version is currently only being 
marketed to businesses. Windows Defender can also run on Windows 7, 8 and 8.1. 
 
Like most of its competition, it relies on both an internal engine to do the scanning and regularly 
updated signature files of known malware. It runs automatically and cannot be disabled. When you 
install another antivirus program, it automatically goes dormant, coming alive again if you remove the 
other antivirus product.  
 
It tests well against other products, catching virtually all malware as the malware attempts to launch. It 
does have a significantly higher false-positive detection in which it misidentifies and stops perfectly 
innocent software that it suspects to be malware. While noteworthy, this should still be a minor 
inconvenience and not a significant disruptive issue. 
 
It has not always been this way. Go back three or four years and Microsoft Security Essentials (the prior 
name of Windows Defender) tested poorly against the competition. This reputation hangs on and so 
some just do not trust that a free, easy to use product from Microsoft is all that they need for 
protection. For most users, Windows Defender is quite enough. 
 
Windows Defender looks for suspicious activity but does not look for indicators that undetected 
malware might have been active. For example, if a normally static system file has been updated this 
might indicate the presence of malware. In addition, while Windows Defender warns you that a 
malicious program is attempting to run, it does not stop you from opting to let it run.  
 
Commercial alternatives may offer additional features such as password managers, VPNs (virtual private 
networks), or scans to find indicators that malware may have been active. These additional features add 
ǘƻ ǘƘŜ άōƭƻŀǘέ ƻǊ άŦƻƻǘǇǊƛƴǘέ ŀƴŘ Ƴŀȅ ǊŜǎǳƭǘ ƛƴ ǇŜǊŦƻǊƳŀƴŎŜ ƛƳǇŀŎǘǎΦ Lƴ ŎƻƴǎƛŘŜǊƛƴƎ ŀ ŎƻƳƳŜǊŎƛŀƭ 
alternative check the additional features and satisfy yourself that they are sufficiently valuable to you to 
warrant the cost and potential performance impact. 
 

If you decide to stay with Windows Defender, consider installing the free version of 
Malwarebytes. They can coexist since the free version of Malwarebytes only runs when 
you invoke it (Two anti-virus programs running concurrently may impact system 
performance). Consider periodically scanning your PC with Malwarebytes, especially if 

you suspect an issue. You can also use Windows Defender Offline to scan your PC. For 
more about Windows Defender Offline see, https://support.microsoft.com/en-us/help/17466. To 
download Malwarebytes, see, https://www.malwarebytes.com/mwb-download.  
 
  

https://support.microsoft.com/en-us/help/17466
https://www.malwarebytes.com/mwb-download
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PC Magazine http://www.pcmag.com has all kinds of good stuff that can help you Practice Safe 
Computing and it is free. It has a search field (shown above) that allows you to find information on most 
any PC, Internet or technology topic imaginable.  The articles are in plain English and do not take a 
technical degree to read. Based on your interests or the latest news, you might search for articles on 
άCŀŎŜōƻƻƪ ƘŀŎƪǎέΣ άōŜǎǘ ƴƻǘŜōƻƻƪ ŎƻƳǇǳǘŜǊǎέΣ άDƻƻƎƭŜ ǇǊƛǾŀŎȅέΣ ƻǊ ŜǾŜƴ ǘƘŜ άōŜǎǘ ǇƘƻǘƻ ǇǊƛƴǘŜǊǎέΦ  
 
When you do you a search, expect to see associated advertisements as well. PC Magazine clearly makes 
their money through advertising. While I have found good, seemingly unbiased information in PC 
Magazine, it is always best to do additional research before making important decisions. PC Magazine 
Ƙŀǎ ǎŜǾŜǊŀƭ ŀǊǘƛŎƭŜǎ ƻƴ ǘƘŜ ōŜǎǘ ŀƴǘƛǾƛǊǳǎ ǇǊƻǘŜŎǘƛƻƴ ŦƻǊ нлмф όŜƴǘŜǊ άōŜǎǘ ŀƴǘƛǾƛǊǳǎέ ƛƴ ǘƘŜ ǎŜŀǊŎƘ ŦƛŜƭŘ 
above). There are articles for PCs and MACS, for paid and for free tools. While acknowledging the 
advances made by Windows Defender (which I wrote about last month) they continue to recommend 
other solutions, many of which are advertisers. Probably just a coincidence J. 
 
An April 2019 article on DNA kits compares 23andMe, AncestryDNA, Living 
DNA, HomeDNA, National Geographic Genographic Project and MyHeritage 
DNA. You may find it to be worthwhile even if you have already obtained DNA 
results and especially if you have yet to test your DNA. You can find it at 
https://www.pcmag.com/roundup/356975/the-best-dna-testing-kits. 
 

Notwithstanding repeated issues regarding Facebook, we still rely on it, as do 
2.38 billion Mostly Active Users (MAU) Worldwide. Earlier this year, PC Magazine 
provided a series of tips on hidden Facebook features. You can find the article at 

https://www.pcmag.com/feature/324797/24-hidden-facebook-features-only-power-users-know. Along 
with each tip, the article provides step-by-step instructions, often with great diagrams. These are the 
titles of the tips that the shared article shares: 
 
1. The Inbox You Didn't Even Know You Had 
2. See Who's Snooping In Your Account 
3. Restrict Select Friends from Seeing Posts 
4. Save Posts for Later 
5. Download a Copy of All Your Facebooking 
6. Find All the Photos Liked by...Anyone 
7. Choose a 'Legacy Contact' for After You Croak 
8. Add Some Extra Security 
9. Edit Your Ad Preferences 
10. Block Facebook Mobile Browser Tracking 
11. Curate Your News Feed 
12. See All The Friends You Requested, Ever 
 

13. Turn Off Autoplay Videos 
14. Embed Public Content 
15. Send Money Through Facebook 
16. Transfer Files Over Facebook Messenger 
17. Upload '360' Pics and Vids 
18. Make a Fundraiser 
19. Facebook Is a Virtual Arcade 
20. Visit Town Hall 
21. Stop with the Birthdays 
22. There Are Lots of Secret Emoji 
23. Upside Down or Pirate Speak 
24. Using SMS Texts to Get Facebook Status, 

Access 
 

 

http://www.pcmag.com/
https://www.pcmag.com/roundup/356975/the-best-dna-testing-kits
https://www.pcmag.com/feature/324797/24-hidden-facebook-features-only-power-users-know


  Page 50 of 68 
 

Go to Index 
© 2015-2020 by JGSCV and by Hal Bookbinder, permission to copy granted with appropriate attribution. 
   

tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІпрΥ ά¸ƻǳ [ƛƪŜƭȅ bŜŜŘ ŀ ±tbέ 
Originally published in the July 2019 issue of Venturing into our Past (JGSCV) 

 
 

 

 
 

 

 
 
You have likely heard of Virtual Private Networks (VPNs) and may even use one for your work. Consider 
obtaining and using a VPN, especially if you use public WiFi on a bus, train, or plane, or in a coffee shop, 
restaurant, airport, or hotel. While your home WiFi poses less of a risk, it can also be compromised. 
 
! άtǊƛǾŀǘŜ bŜǘǿƻǊƪέ ƛǎ ƻƴŜ ǘƘŀǘ ƛǎ ǎŜƭŦ-contained, typically within one building or physical campus. VPNs 
ǇǊƻǾƛŘŜ ŀƴ ŜƴŎǊȅǇǘŜŘ άǘǳƴƴŜƭέ ŦǊƻƳ ŀ t/ ƻǳǘǎƛŘŜ ǘƘƛǎ ƴŜǘǿƻǊƪ ƛƴǘƻ ƛǘ ǎƻ ǘƘŀǘ ǘƘŜ t/ ōŜŎƻƳŜǎ ŀ άǾƛǊǘǳŀƭέ 
member of the network. Businesses use this so that employees can work remotely and access systems 
and data as if they are within the building or campus. A non-business VPN typically provides no systems 
or data. It does, however, provide a secure, encrypted connection so that no one can spy on you. 
 
Without a VPN, entering the URL itself is unencrypted and subsequent traffic is only encrypted if you 
attach to a secure website. With minimal technology, an individual can view keystrokes and data that 
are transmitted over public WiFi without encription. You can recognize whether a website is secure by 
looking at the URL displayed in the address field. A secure website will begin with https:// , rather than 
http:// and display a tiny lock symbol. Most sites to which you attach are secure. 
 

LŦ ȅƻǳ ǘȅǇŜ ƛƴ άǿŜƭƭǎŦŀǊƎƻΦŎƻƳέΣ  is 
ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ŀŘŘǊŜǎǎ ŦƛŜƭŘΦ  bƻǘƛŎŜ ōƻǘƘ ǘƘŜ ƭƻŎƪ ǎȅƳōƻƭ ŀƴŘ άƘǘǘǇǎέΦ {ǳōǎŜǉǳŜƴǘ ǘǊŀŦŦƛŎ ƛǎ ŜƴŎǊȅǇǘŜŘΦ 

bƻǿΣ ǘȅǇŜ ƛƴ άƛŀƧƎǎΦƻǊƎέΦ  will be displayed. Both the message 
ŀƴŘ ǘƘŜ ƭŀŎƪ ƻŦ ŀƴ άƘǘǘǇǎέ ǎƘƻǿ ǘƘŀǘ ȅƻǳǊ ǘǊŀŦŦƛŎ ƛǎ ƴƻǘ ǎŜŎǳǊŜΦ tŀȅ ŀǘǘŜƴǘƛƻƴ ǘƻ ǘƘŜ άƘǘǘǇǎέΗ 
 
If you are not passing sensitive information to an unsecure website, it may not concern you that 
someone could be spying on you. But, you might not want folks to even know what sites you are visiting. 
You can avoid this by using a VPN. VPNs encrypt all outbound and inbound traffic, including your initial 
connection to a web location. You are effectively hidden making spying on you and surripticiously 
accessing your PC or laptop significantly more difficult. 
 
There are numerous options for VPN services. Your Internet Service Provider (ISP) likely offers one. You 
may be able to find a better, cheaper one with a little research. Take a look at these recent articles in PC 
Magazine: The Best VPNs for 2019 and The Fastest VPNs for 2019. Five VPNs appear on both 10-best 
Lists: NordVPN, Private Internet Access VPN, TunnelBear VPN, IPVanish VPN, and TorGuard VPN. 
 
To invoke a VPN once you have installed it on your computer, you would typically click on its icon and 
enter your password. It then connects to the physical location of the VPN, encrypting all traffic, including 
the initial connection. Additionally, the sites on the Internet to which you connect will not see your 
location. Rather, they will see the physical location of the VPN. 
 
If you connect through a public WiFi, you need a VPN. 
  

https://www.pcmag.com/roundup/296955/the-best-vpn-services
https://www.pcmag.com/roundup/351574/the-fastest-vpns


  Page 51 of 68 
 

Go to Index 
© 2015-2020 by JGSCV and by Hal Bookbinder, permission to copy granted with appropriate attribution. 
   

tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІпсΥ ά!ǇǇƭŜǎ ŀǊŜ ŀƭǎƻ ǾǳƭƴŜǊŀōƭŜέ 
Originally published in the August 2019 issue of Venturing into our Past (JGSCV) 

 

 

vs. 
 

 

 

vs. 

 

vs. 

 

vs. 

 

Apple 
 

Microsoft 
 

Firefox 
 

Chrome 
 

Safari 
 I.E. & 

Edge 
 
On May 26, 2019, Forbes published ŀƴ ŀǊǘƛŎƭŜ ŜƴǘƛǘƭŜŘΣ άUnpatched Apple macOS Vulnerability Lets 
Malicious Apps Run -- What You Need To KnowέΦ !ǎ ƻŦ ǘƘŜ ŜƴŘ ƻŦ WǳƴŜΣ ǘƘƛǎ Ŧƭŀǿ ǿŀǎ ǎǘƛƭƭ ōŜƛƴƎ ǊŜǇƻǊǘŜŘ 
in various technical publications, including Wired and techradar. 
 
MACs are less susceptible to malware than PCs. PCs have significantly greater market share and the 
MAC operating system carries with it less old code that hackers search for vulnerabilities. As of June 
2019, Windows is running on 87% of all desktops and laptops while MAC OS is on 10%. While MACs are 
less likely to be hacked, they remain vulnerable. MAC users should remain alert and have current 
antivirus software installed, current and running. 
 
https://www.cvedetails.com tracks identified vulnerabilities by vendor, hardware and software. While 
intended for security professionals, it is interesting to look up any product to see the number of 
vulnerabilities over time. You can even drill down for a description of each. The chart below summarizes 
data from this website. It shows the number of vulnerabilities found (and presumably fixed) in the Apple 
and Microsoft operating systems and in the four most common browsers. The 2019 data is through 
June. The number of vulnerabilities should concern us all. 

Apple OS with Safari has 
had 184 vulnerabilities 
during the first six months 
of 2019.   Microsoft 
Windows with Firefox has 
had 696.  
 
While there are far more 
vulnerabilities in Microsoft 
Windows, there were 
plenty of vulnerabilities to 
exploit in the Apple OS and 
in its browser.  
 

Application software (such as Microsoft Word or Apple Pages, Microsoft Excel or Apple Numbers) also 
contains vulnerabilities.  Whatever your device, OS, browser and applications, maintain current anti-
malware software and definitely practice safe computing. 
 
Apple users may be overly complacent as to their safety and not realize that along with malware, they 
are at risk of phishing, where criminals attempt to steal data through trickery. Phishing does not 
discriminate between MacOS and Windows users. There has been dramatic growth in phishing attacks. 
.Ŝ ǿŀǊȅ ǿƘŜƴŜǾŜǊ ŀǎƪŜŘ ǘƻ ǎƘŀǊŜ ǇŜǊǎƻƴŀƭ ŘŀǘŀΣ ǘƻ άŎƻƴŦƛǊƳέ ȅƻǳǊ ƭƻƎƛƴ L5 ŀƴŘ ǇŀǎǎǿƻǊŘΣ ƻǊ ǘƻΣ άƧǳǎǘ 
ŀƴǎǿŜǊ ŀ ŦŜǿ ǉǳŜǎǘƛƻƴǎ ŦƻǊ ƻǳǊ ǎǳǊǾŜȅέΦ aƻǊŜ ŀōƻǳǘ ǇƘƛǎƘƛƴƎ ƛƴ ŀ ǎǳōǎŜǉǳŜƴǘ ŀǊǘƛŎƭŜΦ 
  

https://www.forbes.com/sites/daveywinder/2019/05/26/unpatched-apple-macos-vulnerability-lets-malicious-apps-run-what-you-need-to-know/#28a3750e66d5
https://www.forbes.com/sites/daveywinder/2019/05/26/unpatched-apple-macos-vulnerability-lets-malicious-apps-run-what-you-need-to-know/#28a3750e66d5
https://www.wired.com/story/macos-gatekeeper-vulnerability/
https://www.techradar.com/news/security-flaw-in-macos-mojave-embarrasses-apple-ahead-of-wwdc-2019
https://www.cvedetails.com/
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When hackers find a new Microsoft vulnerability, they quickly release malware to exploit it. When 
Microsoft learns of the new vulnerability, they create patches to fix it. When anti-virus companies learn 
of new malware, they update their rules to trap it. The race is on. You are at serious risk if the malware 
gets onto your computer before you install the needed patches and anti-malware updates.  
 
Generally, your computers are set up to automatically check for and install Microsoft patches and anti-
malware updates. If this does not work, or work quickly enough, your computer is at risk.  
 
Recently, Microsoft announced that serious vulnerabilities had been found in Windows operating 
systems, including Windows 7, 8.1 and 10 that could permit hackers to take control of your computer 
without your knowledge or permission. They strongly advised owners of the 1.5 billion Windows devices 
Worldwide to download the latest Windows security updates to lock down these vulnerabilities. 
 

You can easily check if you have the latest Windows updates. First, right click on the Windows 10 
ƛŎƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƭŜŦǘ ŎƻǊƴŜǊ ƻŦ ȅƻǳǊ ǎŎǊŜŜƴΦ {ŜƭŜŎǘ ά{ŜŀǊŎƘέ ŀƴŘ ŀ ǎŜŀǊŎƘ ōƻȄ ǿƛƭƭ ŀǇǇŜŀǊΦ 9ƴǘŜǊ 

ά²ƛƴŘƻǿǎέ ƛƴ ǘƘŜ ǎŜŀǊŎƘ ōƻȄΦ !ǎ ȅƻǳ ǘȅǇŜΣ ȅƻǳ ǿƛƭƭ ǎŜŜ ǘƘŜ ƻǇǘƛƻƴ ά/ƘŜŎƪ ŦƻǊ ǳǇŘŀǘŜǎέ ŀǇǇear in a list of 
ǊŜƭŜǾŀƴǘ ƭƛƴƪǎΦ /ƭƛŎƪ ƻƴ ƛǘ ŀƴŘ ŀ ά²ƛƴŘƻǿǎ ¦ǇŘŀǘŜέ ǿƛƴŘƻǿ ǿƛƭƭ ŀǇǇŜŀǊΦ 

 
You will see a message like this one that confirms when your computer last 
checked and obtained the latest Windows updates. If you like, you can 
have it check now by clicking on the button shown. The check will take 
several minutes during which time you will be watching a series of green 
dots chasing each across the screen. 
 

While you are here, check out the other options available on the page. 
 

You can change the hours when you are likely to be using the 
computer. The computer will then schedule checks for 
Windows updates outside of these times. 

 
You can view recent updates. I checked and found that 
there had been 10 during the month of August. Keeping 
your computer safe is an ongoing challenge! 

 
Under Advanced Options, you can instruct it to check 
for other Microsoft updates when it checks Windows 
(like Word, Excel and Explorer). If off, turn it on! 
 

Check out the various Update & Security settings. Click on Windows Security to turn on the Defender 
CƛǊŜǿŀƭƭ όǎŜŜ ǘƘŜ aŀȅΣ нлмт ŀǊǘƛŎƭŜ ƛƴ ǘƘƛǎ ǎŜǊƛŜǎΣ άaŀƭǿŀǊŜ tǊƻǘŜŎǘƛƻƴέ ŦƻǊ ŀ ǎƘƻǊǘ ŘƛǎŎǳǎǎƛƻƴ ŀōƻǳǘ ǘƘŜ 
value of firewalls). Click on Backup to schedule automatic backups to attached storage devices. Click on 
Recovery to learn how to reinstall Windows ς which may speed up your computer. 
 
If you are on an earlier version of Windows and are not sure how to get to the Windows Update screen, 
DƻƻƎƭŜΣ άhow to bring up the windows x update screenέΣ ǊŜǇƭŀŎƛƴƎ ǘƘŜ άȄέ ǿƛǘh your version. 
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If you are not using a password manager, seriously consider it. They support 
different complex password for each login site, recognize when you are at a login 
page and automatically fill in the fields and recognize when you are logging into a 
new site offering to save the new credentials you have just created.  

 
Most can generate complex passwords, can pass your credentials on to a predetermined heir and can 
work on any device with information stored in the cloud. They can also be used to store addresses, 
credit card information, bank account information or any other information that you would like to 
preserve securely and retrieve safely wherever you are. I have yet to hear of a password manager being 
hacked. For more background, including the tool I have chosen, please refer to my earlier articles on 
password managers in the October 2016 and January 2018 issues of Venturing into our Past. 
 
Here are PC Magazine's 2019 ratings of Password Managers ς click on the links to learn more 
Best Free Password Managers Best Password Managers 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 

LastPass 
Myki Password Manager & Authenticator 
LogMeOnce Password Mgmt Suite Premium 
Symantec Norton Password Manager 
Avira Password Manager 
Bitwarden 
1U Password Manager 
WWPass PassHub 
Enpass Password Manager 
KeePass 2.34 

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 

Zoho Vault 
Dashlane 
Keeper Password Manager & Digital Vault 
LastPass Premium 
RoboForm 8 Everywhere 
AgileBits 1Password 
Password Boss 
Sticky Password Premium 
Bitwarden Premium 
LogMeOnce Password Mgmt Suite Ultimate 

 
If you are using a password manager, you have made a wise decision. But, are you still reusing the same 
password or just a few or ones that are easy to remember? If so, you remain at risk. Use the power of 
the manager to create different complex passwords for each site for which you have a login, especially 
your more sensitive sites like ones which access your financial and medical information. 
 
Consider using your password manager to remember bogus answers to your challenge questions as well. 
The purpose of challenge questions is to identify that it is really you. As genealogists you know that you 
Ŏŀƴ ŦƛƴŘ ŀƴȅƻƴŜΩǎ ƳƻǘƘŜǊΩǎ ƳŀƛŘŜƴ ƴŀƳŜΣ ōirthplace or given name. Others know your favorite color, 
food and vacation spot. You may even be sharing these on social media. The password manager can be a 
great place to store and retrieve bogus answers to challenge questions. They generally have a comment 
or notes section for each set of login credential which can be used to record these false answers.  
 
What if you forget the password to your password manager? What if the Password Manager 
disappears? While this is far less likely, I want to be prepared for anything. So, periodically I print off the 
contents of my password manager and write down its master password. No, I do not keep this critical 
information where it can be found. Rather, I put it my bank safe deposit box. 
 
It is not enough to have a password manager. You need to use it wisely. 
  

https://www.pcmag.com/roundup/331555/the-best-free-password-managers
https://www.pcmag.com/roundup/300318/the-best-password-managers
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІпфΥ ά5ŀǘŀ aŀƴŀƎŜƳŜƴǘ ŀƴŘ tǊƻǘŜŎǘƛƻƴέ 
Originally published in the December 2019 issue of Venturing into our Past (JGSCV) 

 
Protecting your data is not optionalΣ ǎƻΧ 
 

 

1. Maintain meaningful file names and logical folders. 
2. Password protect sensitive data files and folders 
3. Back up data files automatically and frequently.  
4. Maintain both local and remote backups. 
5. Periodically, test data restoration from backups. 
6. Protect backed up data from exposure. 
7. Automatically back up files as you work.  

 
If you find yourself spending time trying to find a specific document, spreadsheet, or picture, consider 
giving them meaningful, differential file names and grouping them into logically named folders. You 
might further group all of your data files into one master data folder. 
 
If a family member, employee, guest, workman or intruder were to get into your computer, are there 
files you would not want them to be able to access? If so, you should password-protect them. 
Remember the password or you will not be able to open the file. Consider encrypting your files for even 

more protection (However, Windows 10 Home does not support encryption ΡΣΤ ).  
 
Sometimes, programs have hidden components that are created upon installation. So, it is best to 
reinstall them rather that restoring them from a copy. Focus on backing up data and not programs. Be 
sure to record the program registration keys that you will need to complete the installation. Record your 
keys and back them up along with your other files. 
 
Files created or changed since your last backup will not be on the backup and therefor will not be 
recoverable. So, it is best to have a frequent automatic backup. Backup software is included with 
external backup disks and backup cloud subscriptions. If you are a bit more adventuresome you can use 
the Windows System Backup feature to set this up yourself. 
 
Typically, genealogy program backups are placed on the same internal hard disk as the original. This is 
worthwhile if the original becomes corrupted. But it is of no use if the disk crashes or the computer is 
stolen. Maintain a local backup on a separate device (like an external hard drive) and a remote backup, 
preferably in the cloud. See The Best Online Backup Services for 2019. 
 
Periodically test restoring files from your backup, both to verify that the backup is working and that you 
know how to recover your data. Take reasonable steps to protect your backups. I periodically back up 
important files to a USB drive which I keep on a keychain. This drive is encrypted and password 
protected so if lost, my data is not at risk. 
 
Finally, set up rules to automatically save files as you work. Then, if you close the file without saving it, 
ȅƻǳǊ ǎȅǎǘŜƳ ŦǊŜŜȊŜǎ ƻǊ ƭƻǎŜǎ ǇƻǿŜǊΣ ȅƻǳǊ ǿƻǊƪ ǿƛƭƭ ōŜ ǇǊŜǎŜǊǾŜŘΦ ¢ƻ ƭŜŀǊƴ ƳƻǊŜΣ DƻƻƎƭŜΣ ά!ǳǘƻǎŀǾŜ 
²ƻǊŘ нлмсέΣ ά!ǳǘƻǎŀǾŜ 9ȄŎŜƭ осрέ ƻǊ ǎƛƳǇƭȅ ά!ǳǘƻǎŀǾŜΦέ LƳǇƻǊǘŀƴǘΗ LŦ ŎǊŜŀǘƛƴƎ ŀ ƴŜǿ ŦƛƭŜΣ ōŜ ǎǳǊŜ ǘƻ 
save it when you start your work to trigger the Autosave feature.  
  

https://support.office.com/en-us/article/protect-a-document-with-a-password-05084cc3-300d-4c1a-8416-38d3e37d6826
https://support.microsoft.com/en-us/help/4026312/windows-10-how-to-encrypt-a-file
https://support.microsoft.com/en-us/help/4027408/windows-10-backup-and-restore
https://www.pcmag.com/roundup/226992/the-best-online-backup-services
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІрлΥ ά5ƛǎŎƻǾŜǊƛƴƎ ƛŦ ȅƻǳ ƘŀǾŜ ōŜŜƴ ǇǿƴŜŘέ 
Originally published in the January 2020 issue of Venturing into our Past (JGSCV) 

 
In one of the most massive recent data breaches, 267 million Facebook users had their IDs, phone 
numbers and real names exposed. This was confirmed on December 19, 2019. 
 

Do you wonder if your email or password might have been part of 
a data breach? https://haveibeenpwned.com may let you know. 
 

If you enter your email 
address you will either see  
 
or  

Along with the number of breached sites and pastes in which your 
ŜƳŀƛƭ ǿŀǎ ŦƻǳƴŘΦ ! άǇŀǎǘŜέ ƛǎ ŀƴȅ ƻŦ ŀ ƴǳƳōŜǊ ƻŦ ǎƛǘŜǎ ƛƴ ǿƘƛŎƘ 

compromised emails have been published. Each of the breaches and pastes are then described including 
when the breach occurred and the data fields that were exposed. 
 
Many of these are marketing or sales lead sites. Discovering that your email has been scooped up on 
one or more of these may be annoying, but is probably not a serious issue. However, if you see a site 
that you log into or one where the breach exposed IDs and passwords, pay attention. Immediately 
change your password on any such site AND on any other sites where you use the same password. Once 
they have your password, they will try it on other sites knowing that we often reuse passwords. 
 
Select tƘŜ άtŀǎǎǿƻǊŘǎέ ǘŀō ŀǘ haveibeenpwned.com to see if a password you use has been seen in a 
Řŀǘŀ ōǊŜŀŎƘΦ LŦ ǎƻƳŜǘƘƛƴƎ ŎƻƳƳƻƴΣ ƭƛƪŜ άƳŀǊȅмноέ ƛǘ Ƙŀǎ ƭƛƪŜƭȅ ŎƻƳŜ ǳǇ Ƴŀƴȅ ǘƛƳŜǎΣ ŀƴŘ ƴƻǘ ƻƴƭȅ ǿƘŜƴ 
used by you (this one popped up 14,157 times). Of course, you should never use easy-to-guess 
passwords. If a more complex password you use shows up as having been pwned, change it 
immediately, wherever you use it. 
 
Different, strong, complicated, impossible to remember passwordǎ ŀǊŜ ōŜǎǘΣ ƭƛƪŜ άR28t&pPPTx2oέΦ L Ƨǳǎǘ 
used my Password manager, LastPass, to generate it. I do not need to remember it as the password 
manager will do so.  When I set up (or change) passwords on a site, I bring up LastPass and select, 
άDŜƴŜǊŀǘŜ {ŜŎǳǊŜ tŀǎǎǿƻǊŘέΦ L ƘŀŘ ǎŜǘ ƛǘ ǘƻ ƎŜƴŜǊŀǘŜ мн ŎƘŀǊŀŎǘŜǊ ǇŀǎǎǿƻǊŘǎ ŎƻƴǘŀƛƴƛƴƎ ǳǇǇŜǊŎŀǎŜ, 
lowercase, numbers and symbols. I then paste the generated password into the password field on the 
ŦƻǊƳ όŀǎ ǿŜƭƭ ŀǎ ǘƘŜ άŎƻƴŦƛǊƳ ǇŀǎǎǿƻǊŘέ ŦƛŜƭŘύΦ [ŀǎǘtŀǎǎ ǊŜŎƻƎƴƛȊŜǎ ǘhat I have done this and offers to 
save it along with the other information for that website so that it can log me on in the future. 
 
You can further protect yourself from being compromised by setting up two-factor authentication at the 
site. Many now offer this, in which they will send a text or voice message to your smart phone which 
you must then enter to complete your login. This ensures that someone (or some tool) that has gotten 
hold of your ID and Password cannot log in as you without also having your smart phone to complete 
the two-factor authentication. Yes, it is annoying. But, weigh this against someone hacking you. 
 
The haveibeenpwned.com ǿŜōǎƛǘŜ ǊŜŎƻƳƳŜƴŘǎ ǘƘŜ ǇŀǎǎǿƻǊŘ ƳŀƴŀƎŜǊΣ άмtŀǎǎǿƻǊŘέΦ Lǘ ƛǎ ƻƴŜ ƻf the 
10 best as assessed by PC Magazine, as is LastPass, the one I use. All are likely good choices. Read the 
comparisons and try them yourself to decide which works best for you.   
  

https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://www.pcmag.com/roundup/300318/the-best-password-managers
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Practicing Safe Computing #51: ά¦{. recharging ŎƻǊŘ ŀƴŘ .ƭǳŜǘƻƻǘƘ wƛǎƪǎέ 

Originally published in the February 2020 issue of Venturing into our Past (JGSCV) 
 

Catharine Hamm wrote a piece in the Los Angeles Times on December 1, 2019 entitled 

άBeware public USB portsΦέ ¢ƘŜ ǇƻǊǘ ƳƛƎƘǘ ōŜ ƛƴŦŜŎǘŜŘ ǿƛǘƘ ƳŀƭǿŀǊŜ ŀƴŘ ȅƻǳǊ ǎƳŀǊǘ 

phone likely has little protection from the port passing the malware through the USB cord 

directly into your smart phone.  

 

You can avoid the risk while at public locations (airports, hotels, restaurants, 

etc.) by carrying your own power bank to recharge your device or a USB cord 

with your own power plug to connect to an electrical outlet. For more info, 

ǎŜŜ t/ aŀƎŀȊƛƴŜΩǎΣ άThe Best Portable Chargers and Power Banks for 2019έΦ 

 

Most smart phones, tablets and laptops include Bluetooth. It is intended for local 

data transfers within about 33 feet. By design, others can connect if your 

.ƭǳŜǘƻƻǘƘ ƛǎ ǎŜǘ ǘƻ ά5ƛǎŎƻǾŜǊŀōƭŜέΦ ¢ƘŜȅ ŎƻǳƭŘ ǎŜƴŘ ȅƻǳ ƳŜǎǎŀƎŜǎΣ ƳŀƭƛŎƛƻǳǎ 

functions or links to files containing malware. Be careful in opening any file or 

invoking any function sent to your smart phone. 

 

Folks tend to be less careful in scrutinizing incoming SMS messages on their smartphone than incoming 

emails on their computer. Bluetooth hackers may rely on this. So, be just as cautious in responding to an 

SMS message as you would be in opening and clicking on the contents of an email. 

 

There are a variety of ways a serious hacker could use Bluetooth to put you at risk. Your movements 

might be tracked, unwanted messages could be sent to your device, and malware could be implanted. 

Given the prevalence of discoverable Bluetooth devices, incidents of Bluetooth hacking will surely 

increase. Recently, attendees at a conference of security professionals were advised to disable 

Bluetooth to reduce the risk of a fellow attendee hacking their devices. 

 

/ƻƴǎƛŘŜǊ ǘǳǊƴƛƴƎ ƻŦŦ 5ƛǎŎƻǾŜǊȅ ǿƘŜƴ ȅƻǳ Řƻ ƴƻǘ ƴŜŜŘ ƛǘΦ ¢ƻ Řƻ ǎƻΣ Ǝƻ ǘƻ ȅƻǳǊ ŘŜǾƛŎŜΩǎ {ŜǘǘƛƴƎǎΦ  CƛƴŘ 

ά.ƭǳŜǘƻƻǘƘέ ŀƴŘ ǎǿƛǘŎƘ ƻŦŦ 5ƛǎŎƻǾŜǊȅΦ Switch it back on when you next need it. I generally leave my 

ǎƳŀǊǘǇƘƻƴŜΩǎ .ƭǳŜǘƻƻǘƘ ƛƴ 5ƛǎŎƻǾŜǊȅ ƳƻŘŜ ŀǎ L ǊƻǳǘƛƴŜƭy use it. So, I am especially cautious when 

handling or responding to incoming messages.  

 

LŦ ȅƻǳ ǿŀƴǘ ǘƻ ǊŜŀŘ ƳƻǊŜΣ ǎŜŜΣ άCould Your Bluetooth Devices Be Hacked in 2019?έ   

 

 Windows hint: To snapshot a rectangular portion of the screen, 

ǇǊŜǎǎ ǘƘŜ {ƘƛŦǘΣ aƛŎǊƻǎƻŦǘ ŀƴŘ ά{έ ƪŜȅǎ simultaneously. Click on 

the upper left corner of the area and hold down the left mouse 

button while you drag the mouse to the lower right corner of 

the area to be snapshot. Release the button. Now, copy and paste into an email, Word document or 

other file. 

  

https://enewspaper.latimes.com/desktop/latimes/default.aspx?&edid=df35a81a-a1f7-44ba-ac1d-b9bf419c531a
https://www.pcmag.com/feature/368589/the-best-portable-chargers-and-power-banks-for-2019
https://www.howtogeek.com/438712/could-your-bluetooth-devices-be-hacked-in-2019/
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІрнΥ ά¸ƻǳΩǾŜ Ǝƻǘ 5b! aŀǘŎƘŜǎέ 
Originally published in the March 2020 issue of Venturing into our Past (JGSCV) 

 
A few years ago, I submitted my DNA to one site and then uploaded the results to another. Like many of 
ȅƻǳΣ L ǊŜƎǳƭŀǊƭȅ ǊŜŎŜƛǾŜ ƴƻǘƛŎŜǎ ƻŦ ά¸ƻǳ ƘŀǾŜ ƴŜǿ 5b! wŜƭŀǘƛǾŜǎέ ŦǊƻƳ но!ƴŘaŜ ŀƴŘ ά¸ƻǳΩǾŜ Ǝƻǘ 5b! 
aŀǘŎƘŜǎΗέ ŦǊƻƳ aȅIŜǊƛǘŀƎŜ 5b!Φ ²ƛǘƘ ŜƴŘƻƎŀƳȅ όmarriages within a group) over the centuries among 
Ashkenazi Jews, the number of 1.0% to 1.5% DNA matches can be huge while the likelihood of being 
able to determine an actual relationship is low.  
 
Given the low likelihood of actually establishing a match, I certainly do not want to put a lot of effort 
into reaching out. Yet, I do not want to ignore potential matches either. With minimal effort, I would like 
to share enough information to see if a connection can be made.  
 
I composed a message as follows and saved it for repeated use: 
 

 

 

 

 

 

 

 

 
When notified of a potential match on a tree managed by a third party I replace the first sentence with, 
άȄȄȄȄ indicates that I share x.x% DNA with xxxx on a tree that you manage.έ  
 
L ǇŀǎǘŜ ǘƘŜ ƳŜǎǎŀƎŜ ƛƴǘƻ Ƴȅ ǊŜǎǇƻƴǎŜΣ ǊŜǇƭŀŎƛƴƎ ǘƘŜ ȄΩǎΦ L Ŏŀƴ ǎŜƴŘ ƳŜŀƴƛngful, individualized notes to a 
dozen potential mishpucha in a few minutes. My response rate has been about 15%.  While most of 
these turn out to be dead ends, they often lead to interesting exchanges. 
 
If you have submitted your DNA to one site, be sure to upload the results to the other sites to expand 
your potential matches. You can upload at no cost to Family Tree DNA, MyHeritage DNA, Living DNA and 
GEDmatch. AncestryDNA does not permit uploading of DNA results from another service. 
 
While we must ōŜ ŎŀǊŜŦǳƭ ǿƘŜƴ ǎƘŀǊƛƴƎ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΣ L ǿƛƭƭ ŎƻƴǘƛƴǳŜ ǘƻ ǎƘŀǊŜ ŀƴŎŜǎǘƻǊǎΩ 
surnames and locations as widely as I can.  On rare occasions, I have been asked follow-up questions 
that made me uncomfortable and ended the exchange. However, being a genealogist means never 
giving up.  I will continue to respond and keep hoping for additional connections! J 
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Practicing Safe Computing #53 ς ά!ǾƻƛŘƛƴƎ /h±L5-мф {ŎŀƳǎέ 
Originally published in the April 2020 issue of Venturing into our Past (JGSCV) 

 
 

Cyber criminals see COVID-19 (coronavirus) as an opportunity to steal your identity, take 
ȅƻǳǊ ƳƻƴŜȅ ŀƴŘ ƛƴǎǘŀƭƭ ǾƛǊǳǎŜǎ ƻƴ ȅƻǳǊ ŎƻƳǇǳǘŜǊΦ ¢ƘŜȅ ōŜƭƛŜǾŜ ƛƴ wŀƘƳ 9ƳŀƴǳŜƭΩǎ ƳŀȄƛƳ 
ǘƻ άƴŜǾŜǊ let a serious crisis go to waste.έ ¢ƘŜȅ Ŏƻǳƴǘ ƻƴ Ŧƻƭƪǎ ŀŎǘƛƴƎ ŜƳƻǘƛƻƴŀlly, rather 
than thinking clearly, when such a crisis hits. Some of the reported scams include: 

 

¶ Emails that appear to come from the CDC (Centers for Disease Control and Prevention) alerting 
ȅƻǳ ǘƻ άbŜǿ ŎƻƴŦƛǊƳŜŘ ŎŀǎŜǎ ƛƴ ȅƻǳǊ /ƛǘȅέ ŀƴŘ ŀǎƪƛƴƎ ȅƻǳ ǘƻ ŎƭƛŎƪ on a link to see cases so that 
you can avoid exposure. You are then asked for personal information, or even asked to log in to 
what looks like your email page. Your information goes directly to cyber criminals. 
 

¶ Emails that appear to be from the World Health Organization (WHO) which warn about the 
dangers of COVID-19 and ask that you click on a link to review the key steps you need to take to 
protect yourself.  While you are reading the list of precautions, a virus designed to steal your 
personal information is being installed on your computer. 

 

¶ Cybersecurity firm Check Point announced on March 5th  that over 4,000 coronavirus-related 
domains, containing ǿƻǊŘǎ ƭƛƪŜ άŎƻǊƻƴŀέ ƻǊ άCOVIDέ, have been registered since the beginning 
of 2020. Of those, 120 were considered malicious and another 200 were suspicious. Many will 
likely be used by scammers. Do not trust sites just because the name sounds legitimate.  
 

¶ Televangelist Jim Bakker has been ordered by the New York Attorney General to stop advertising 
ά{ƛƭǾŜǊ {ƻƭǳǘƛƻƴέ ŀǎ ŀ /h±L5-19 treatment. Shas, the Israeli ultra-religious party has been fined 
for giving out charms to protect from COVID-19. Undoubtedly, the Internet will be filled with 
άŎǳǊŜǎέ ŀƴŘ άǇǊŜǾŜƴǘƛƻƴǎέ ǘƘŀǘ ŀǊŜ ǿƻǊǘƘƭŜǎǎΣ ŀƴŘ ǿƻǊǎŜΦ 
 

¶ Amazon said recently that it has barred the sale of over one million products that falsely claim to 
cure or provide protection against COVID-19. The company has also removed third-party 
merchants that had engaged in price gouging on items such as surgical masks. These sites may 
gauge, misuse your personal information and provide nothing of value for your money. 

 
Be on your guard. Do not click on email links unless you are certain that the source is legitimate. If not 
certain, but believe the information may be of value, close the email and type the website, like 
www.cdc.gov or www.who.int.  Do not click on the purported link in the email as it may be to a mock 
site that may look real while actually set up to scam you or to infect your computer. 
 
Follow CDC guidelines (www.cdc.gov/coronavirus/2019-ncov/about/prevention-treatment.html) and do 
not let fear impact your practice of safe computing. 
  

http://www.cdc.gov/
http://www.who.int/
http://www.cdc.gov/coronavirus/2019-ncov/about/prevention-treatment.html
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Practicing Safe Computing #54 ς ά/ǊŜŘƛǘ ŎŀǊŘ ǎƪƛƳƳƛƴƎέ 
Originally published in the May 2020 issue of Venturing into our Past (JGSCV) 

 
 

Even if you hide your keystrokes you are still at risk of credit card 
skimming. A few years ago, I found unknown charges on a Visa credit 
card. I contacted the bank. They removed the charges, cancelled my 
card  and issued a new one. Within weeks, unknown charges showed up 
on the new card. The bank again reversed the charges, cancelled the 
card and issued me yet another one.  Almost all of the legitimate 

charges on that card were for gasoline purchases at a specific service station. Figuring there might be a 
connection, I stopped using the service station and had no further illegitimate charges.  
 
I later learned that some of the pumps at the station were found to have skimming devices. While still 
around, this is stone age skimming. More modern variants steal your credit card information as it travels 
through cyberspace or by compromising the records as they are received by a vendor. With the current 
COVID-19 pandemic we are stuck at home and doing more of our shopping on the Internet. Some are 
shopping for the first time on-line. So, there is more opportunity for skimming mischief. 
 
Digital credit card skimming happens when malware is injected into a shopping payment page with the 
goal of stealing credit card information. On March 26, 2020, Security Week reported that, per 
Malwarebytes (a cybersecurity firm), cybercriminals apparently hacked the Tupperware site and planted 
malicious code designed to steal payment card information. The malware may have been active for two 
or three weeks before it was detected and removed. 
 
ά!ŎŎƻǊŘƛƴƎ ǘƻ aŀƭǿŀǊŜōȅǘŜǎΣ ǘƘŜ ŎǊŜŘƛǘ ŎŀǊŘ ǎƪƛƳƳŜǊ ǇƭŀƴǘŜŘ ƻƴ ǘƘŜ ¢ǳǇǇŜǊǿŀǊŜ ǿŜōǎƛǘŜ ŘƛǎǇƭŀȅŜŘ ŀ 
fake payment form during the checkout process. The form asked unsuspecting users to provide 
information such as name, billing address, phone number, credit card number, card expiry date, and 
/±±Φ hƴŎŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǿŀǎ ƘŀƴŘŜŘ ƻǾŜǊ ǘƻ ǘƘŜ ƘŀŎƪŜǊǎΣ ŀ ΨǎŜǎǎƛƻƴ ǘƛƳŜŘ ƻǳǘΩ ƳŜǎǎŀƎŜ ǿŀǎ 
displayed and the victim was directed to the legitimate checkout page. However, by that time the 
attackers already had ǘƘŜƛǊ ƛƴŦƻǊƳŀǘƛƻƴΦέ ¸ƻǳ Ŏŀƴ ǊŜŀŘ ǘƘŜ Ŧǳƭƭ ŀǊǘƛŎƭŜ ŀǘ 
https://www.securityweek.com/credit-card-skimmer-found-tupperware-website 
 
You can minimize the risk of digital skimming by not entering payment information into numerous sites, 
sticking instead to one or two major portals that already have your information stored in your account 
profile. If something seems amiss when entering credit card information, monitor charges on that card 
carefully.   
 
If your credit card information is skimmed it may be posted on the dark web for sale and then used 
some time in the future. To read more about the dark web see, ά²Ƙŀǘ ƛǎ ǘƘŜ Ψ5ŀǊƪ ²ŜōΩΚέ . Closely 
monitor all credit card charges as you do not know if and when you may have been skimmed. Typically, 
you have 60 days to challenge fraudulent charges. But the faster you recognize and deal with them, the 
better. 
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Practicing Safe Computing #55 ς ά/h±L5-мф {ǘŀǘƛǎǘƛŎǎέ 
Originally published in the June 2020 issue of Venturing into our Past (JGSCV) 

 
LŦ ȅƻǳ ŀǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǳƴōƛŀǎŜŘ /ƻǊƻƴŀǾƛǊǳǎ ƛƴŦƻǊƳŀǘƛƻƴΣ ŎƘŜŎƪ ƻǳǘ ǘƘŜ bŜǿ ¸ƻǊƪ ¢ƛƳŜǎΩ ǿŜōǎƛǘŜǎΦ ¢ƘŜ 
diagrams, graphs and tables are clear and well organized. The sites are updated each night. 

https://www.nytimes.com/interactive/2020/us/states-reopen-map-coronavirus.html.  
https://www.nytimes.com/interactive/2020/world/coronavirus-maps.html, 
https://www.nytimes.com/interactive/2020/us/coronavirus-us-cases.html  

 
Television, newspapers and the Internet routinely offer sensationalized and often misleading coverage. I 
just listened to the story of three states that ended their stay-at-home orders only to see a jump in cases 
and deaths. The implication is that states that end these restrictions risk substantially more deaths due 
to Coronavirus. 
 
Each day for the past two months, I have extracted detailed information from the New York Times 
Coronavirus files, graphed the results, analyzed the data and shared this with my hospital coworkers. 
With 24 years in healthcare information technology, I am keenly focused on healthcare data.  
 
When I examined the nationwide data collected by the New York Times, I found that of the 39 states 

that ended these orders and have started to open up, 27 have seen fewer Coronavirus deaths while 12 

have seen increases. Overall, the death rate has dropped over 10% across these 39 states.  

 

The number of cases (positive Coronavirus tests) has risen about 5% after states ended their stay-at-

home orders. However, this may be the result of increased testing rather than increased virus. 

 
The graphs below reflect the data extracted from the New York Times files and show the number of 
cases and deaths across the U.S. While I cannot predict what the future will bring, the stats over the past 
six weeks are trending down.   
 

 

  
 
https://github.com/nytimes/covid-19-data provides files of daily counts of Coronavirus cases and deaths 
starting with the first case in Washington State on January 21. Three files are available, one for each of 
the more than 3,000 counties across the U.S., one for each of the states and one for the overall U.S. 
These are great sources of raw, unbiased data. 
  

https://www.nytimes.com/interactive/2020/us/states-reopen-map-coronavirus.html
https://www.nytimes.com/interactive/2020/world/coronavirus-maps.html
https://www.nytimes.com/interactive/2020/us/coronavirus-us-cases.html
https://github.com/nytimes/covid-19-data


  Page 61 of 68 
 

Go to Index 
© 2015-2020 by JGSCV and by Hal Bookbinder, permission to copy granted with appropriate attribution. 
   

Practicing Safe Computing #56 ς άtǊŀŎǘƛŎƛƴƎ {ŀŦŜ ½ƻƻƳέ 
Originally published in the July 2020 issue of Venturing into our Past (JGSCV) 

 
The use of video conferencing and especially Zoom has skyrocketed. In December 
2019, Zoom reported 10 million participants in Zoom meetings each day. By the end of 
April, they were claiming 300 million. By now, most of us have participated in Zoom 
meetings and have seen the stories about uninvited individuals disrupting meetings, 
often with outrageous and offensive behavior. There have also been concerns about 
hackers silently spying. Zoom has a number of features to mitigate these issues. The 

three key features are passwords, waiting rooms, and encryption. 
 
Passwords ς Most Zoom meetings now include passwords. Without passwords, a hacker who has 
learned, or has guessed, the 9 to 11-digit meeting ID can jump in as an uninvited participant. With 
passwords that differ for each meeting this becomes more difficult. Risks remain as the password for the 
meeting is a shared one. However, it does reduce the risk. Although you may be asked to enter the 
password displayed on the invite, I generally see it being incorporated directly into the invite link, 
making it less of a burden. 
 
Waiting Rooms ς ²ƘŜƴ ǘƘƛǎ ŦŜŀǘǳǊŜ ƛǎ ŀŎǘƛǾŀǘŜŘ ǇŀǊǘƛŎƛǇŀƴǘǎ ŀǇǇŜŀǊ ǘƻ ǘƘŜ Ƙƻǎǘ ƛƴ ŀ άǿŀƛǘƛƴƎ ǊƻƻƳέ ŀƴŘ 
must be invited in individually or all at once.  If the host does not recognize the individual, they can leave 
the person in the waiting room. The person cannot see, hear, or otherwise communicate with others. 
Meetings can be set up to allow predefined participants to bypass the waiting room. However, this is 
more appropriate to business than our avocation. 
 
Encryption ς Through encryption, the data streams containing the Zoom meeting are protected from 
snooping eyes. Zoom has long had strong encryption in its core components (that is, between the Zoom 
servers). But they only offered end-to-end encryption (between your computer and the first Zoom 
server) for corporate customers. After significant criticism, Zoom announced that end-to-end encryption 
would be offered to all Zoom account holders in July. 
 
Other steps a host can take to maintain control include requiring pre-registration, muting some or all of 
the meeting participants and ejecting unwelcome individuals. The host can disallow muted participants 
to unmute themselves. Ejected participants cannot reenter that meeting again. 
 
Zoom is popular as it is full featured, easy to use and free for most. However, Zoom security 
enhancements have, at times, been disruptive. On several occasions, I have been unable to start a 
meeting, finding that a change had been made since I scheduled the meeting. If you are a meeting host, 
log in and open the meeting at least 10 minutes early and ensure that everything works.   
 
The widespread use of online conferencing facilities is here to stay. Security will need to keep up with 
ever more creative hackers. To read more about what Zoom is doing to enhance security, see 
https://zoom.us/docs/doc/Ask-Eric-Anything-6-10.pdf. For a review of Zoom security issues and tips, see 
https://www.tomsguide.com/news/zoom-security-privacy-woes.  
  

https://zoom.us/docs/doc/Ask-Eric-Anything-6-10.pdf
https://www.tomsguide.com/news/zoom-security-privacy-woes
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІртΥ άwŀƴǎƻƳǿŀǊŜ ƛƴ ǘƘŜ ŀƎŜ ƻŦ /h±LD-мфέ  
Originally published in the August 2020 issue of Venturing into our Past (JGSCV) 

 
This is an update to my May 2016 article on Ransomware.  Ransomware has shifted 
over the past four years from locking down data and threatening to keep it locked 
up or even to destroy it pending receipt of an untraceable payment. Ransomware 
today does this and also exports a copy threatening to expose the data. This is 
generally more of an issue for businesses than individuals. 

 
Payments by individuals to release their data continue to run $300 to $400. But businesses and 
government agencies have paid hundreds of thousands. On June 26, UC San Francisco confirmed that it 
paid $1.14 million after ransomware locked down several of its School of Medicine servers. Full 
disclosure: While I recently retired from UCLA, this article is based on publicly available information. 
 
The UCSF ransomware attack used NetWalker. This malware was first noted in 2019 and has been active 
in attacks at least from March 2020. A number of these attacks have been against medical institutions 
including those like UCSF heavily involved in COVID-19 research and treatment. NetWalker first exports 
a copy of the data, then removes shadow copies (also called snapshots) and encrypts the compromised 
data. So, even if the target organization quickly discovers and halts the encryption, they would not be 
able to restore it from the now-useless shadow copies and the hackers would already have copies. 
 
The operators of NetWalker then reach out to the victim and demonstrate that they have copies of the 
data by pointing the victim to a location on the dark web where a partial copy can be viewed. Once 
ǇŀȅƳŜƴǘ ƛǎ ǊŜŎŜƛǾŜŘΣ ƻŦǘŜƴ ǳǎƛƴƎ ǳƴǘǊŀŎŜŀōƭŜ .ƛǘŎƻƛƴΣ ǘƘŜ ƘŀŎƪŜǊ άǊŜǘǳǊƴǎέ ǘƘŜƛǊ ŎƻǇȅ ƻŦ ǘƘŜ ǘŀǊƎŜǘŜŘ 
data and provides the victim with the necessary instructions to unlock it. The hackers are generally true 
to their word as trust is critical to the success of this RaaS (Ransomware as a Service) business model. 
 
While the FBI discourages organizations from paying the demanded ransom, it recognizes that at times 
ǿƘŜƴ ŦŀŎŜŘ ǿƛǘƘ άŀƴ ƛƴŀōƛƭƛǘȅ ǘƻ ŦǳƴŎǘƛƻƴΣέ ǇŀȅƳŜƴǘ ƳƛƎƘǘ ōŜ ǘƘŜ ƻƴƭȅ ƻǇǘƛƻƴΣ ŀƴŘ άǾƛŎǘƛƳǎ ǎƘƻǳƭŘ ŦƛǊǎǘ 
ŜǾŀƭǳŀǘŜ ŀƭƭ ƻǇǘƛƻƴǎ ǘƻ ǇǊƻǘŜŎǘ ǎƘŀǊŜƘƻƭŘŜǊǎ ŀƴŘ ƻǘƘŜǊ ƛƳǇŀŎǘŜŘ ǇŀǊǘƛŜǎέΦ CƻǊ ŀ ǎǘŀǘŜƳŜƴǘ ŦǊƻƳ ¦CSF on 
the attack, see https://www.ucsf.edu/news/2020/06/417911/update-it-security-incident-ucsf 
 
In most cases, ransomware gets onto your computer through email attachments or websites that you 
visit. To lessen the likelihood of becoming a victim, follow standard, safe computing practices, including 
deleting suspicious emails, not clicking on links unless certain that they are safe, staying away from 
dangerous websites and maintaining current antivirus software. Do not let your guard down. 
 
Even if careful, you may still be a victim. So, be sure to regularly backup your data to devices physically 
separate from your computer. Also, create and maintain a recovery drive so that, if necessary, you can 
reestablish a clean computer onto which you can reinstall your programs and download your backed-up 
data. While this will not be quick or fun, it is best to be prepared. Not sure how to do this? See 
https://support.microsoft.com/en-us/help/4026852/windows-create-a-recovery-drive 
  

https://www.ucsf.edu/news/2020/06/417911/update-it-security-incident-ucsf
https://support.microsoft.com/en-us/help/4026852/windows-create-a-recovery-drive
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Practicing Safe Computing #58Υ ά±ƛǎƘƛƴƎ ό±ƻƛŎŜ ǇƘƛǎƘƛƴƎύέ 
Originally published in the September 2020 issue of Venturing into our Past (JGSCV) 

 
Scamsters are after your personal information and your money. Whether it is 
phishing on your computer or vishing on your phone, the goal is the same. You likely 
think that you would never be fooled by such obvious cons. However, more folks than 
you imagine have been taken and are too embarrassed to admit it. We were brought 
up in a more trusting time. Scamsters are experts in human engineering. They know 
how to connect, to build trust and create urgency and fear. They are very good at 
what they do. Do not underestimate them. 

 

¶ Relationship ς Scamsters may use their skills to create an apparent bond. They may share their own 
fears and hopes. They may share things that they have in common with you. Maybe they have a 
Jewish-sounding surname or drop a Yiddish expression. The goal is for you to let down your guard. 

¶ Known Entity ς Scamsters may represent themselves as being from a company, governmental entity 
or other organization that you know and trust (or fear). They are usually quite convincing. Anyone 
may say that they are an IRS or postal investigator or from the fraud alert group at your bank.  

¶ Fear ς {ŎŀƳǎǘŜǊǎ άŦǊƻƳ ǘƘŜ Lw{έ Ƴŀȅ ǘƘǊŜŀǘŜƴ ȅƻǳ ǿƛǘƘ ŀ ƘǳƎŜ ǇŜƴŀƭǘȅ ƻǊ ƧŀƛƭΦ {ŎŀƳǎǘŜǊǎ άŦǊƻƳ ǘƘŜ 
ǇƻǿŜǊ ŎƻƳǇŀƴȅ Ƴŀȅ ǘƘǊŜŀǘŜƴ ǘƻ Ŏǳǘ ƻŦŦ ȅƻǳǊ ǇƻǿŜǊΦ {ŎŀƳǎǘŜǊǎ ŦǊƻƳ άǘƘŜ ǇƻƭƛŎŜ ƻŦ ŀ ŦƻǊŜƛƎƴ 
ŎƻǳƴǘǊȅέ Ƴŀȅ ǘƘǊŜŀǘŜƴ ǘƻ ƧŀƛƭΣ ƻǊ ƴƻǘ ǘƻ ǊŜƭŜŀǎŜΣ ŀ ŦǊƛŜƴŘ ƻǊ ǊŜƭŀǘƛǾŜΦ ¢ƘŜ Ǝƻŀƭ ƛǎ ǘƻ ǊŀǘǘƭŜ ȅƻǳΦ 

¶ Greed ς A scamster may inform you that you have a government payment on hold, that you have a 
package at FedEx, that you will be paid $100 to complete a survey or help them catch a bank 
employee who has been stealing. or of course, that you have won some prize.  

¶ Urgency ς Scamsters almost always rely on urgency. Action must be taken immediately or there will 
be dire consequences or an amazing opportunity will be lost. By creating this urgency, they hope 
you will not stop and question things. 

¶ Immediacy ς Scamsters demand payment now, using purchased cash cards, debit cards, wire 
transfer or bitcoin. Credit cards, checks and the US Mail are too slow. Of course, the alternatives 
they require mean that your money will not be recovered and they will likely not be caught. 

¶ Identification ς Being asked to identify yourself by providing information such as birth date, account 
ƴǳƳōŜǊΣ ŀŘŘǊŜǎǎΣ ǎƻŎƛŀƭ ǎŜŎǳǊƛǘȅ ƴǳƳōŜǊΣ άȅƻǳǊ ǎŜŎǊŜǘ ǿƻǊŘέΣ ƻǊ ŀƴȅ ƻǘƘŜǊ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ 
should alert you that you are being reeled in. Do not fall for it. 

¶ Verification ς Scamsters know that you may be suspicious and want to check them out. So, they 
Ƴŀȅ ǇǊƻǾƛŘŜ ȅƻǳ ŀ ǇƘƻƴŜ ƴǳƳōŜǊ ǘƻ ŎŀƭƭΦ ¢ƘŜ ŀǳǘƻƳŀǘŜŘ Ŏŀƭƭ ǘǊŜŜ ŀƴŘ ŜǾŜƴǘǳŀƭ άǊŜǇǊŜǎŜƴǘŀǘƛǾŜέ 
sound legitimate. They are not. Always verify by looking up the number yourself. 

¶ Confidentiality ς You may be informed that this is a special, delicate situation that demands 
confidentiality. If you bring anyone or any organization into the picture, the opportunity will be gone 
or there will be dire consequences. They ǿŀƴǘ ǘƻ ōŜ ȅƻǳǊ ƻƴƭȅ ǎƻǳǊŎŜ ƻŦ άǘǊǳǘƘΦέ 

¶ Repetition ς Once a scamster has taken you, they may well return in the guise of an official to help 
you recover what you lost or as the same person with a convincing story as to why things did not 
work out before but with some more effort, and money, they are guaranteed to work out now. 

 
The scamsters are experts at manipulation. They have done this successfully with uncounted smart and 
sophisticated people. Be careful. Step back and whatever you do, do not provide personal information 
or money. Do not try to outsmart them. Just focus on not getting reeled in. 
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tǊŀŎǘƛŎƛƴƎ {ŀŦŜ /ƻƳǇǳǘƛƴƎ ІрфΥ ά²Ŝ ŀǊŜ ƘƻƭŘƛƴƎ ŀ ǇŀŎƪŀƎŜ ŦƻǊ ȅƻǳέ  

Originally published in the October 2020 issue of Venturing into our Past (JGSCV) 
 
I jusǘ ǊŜŎŜƛǾŜŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘǿƻ ǘŜȄǘǎ ƻƴ Ƴȅ ǎƳŀǊǘ ǇƘƻƴŜ όǘƘŜǎŜ ŀǊŜ ǘƘŜ ŜȄŀŎǘ ǘŜȄǘǎύΧ 

 
L ƛƳƳŜŘƛŀǘŜƭȅ ǿŜƴǘ ǘƻ Ƴȅ ōǊƻǿǎŜǊ ŀƴŘ DƻƻƎƭŜŘΣ άǳǊƎŜƴǘ ŀƭŜǊǘ ŦƻǊ ȅƻǳǊ ¦{t{ ǇŀŎƪŀƎŜέ ŀƴŘ άǿŜ ŎŀƳŜ 
ŀŎǊƻǎǎ ŀ ǇŀǊŎŜƭ ŦǊƻƳ WǳƴŜ ǇŜƴŘƛƴƎ ŦƻǊ ȅƻǳΦέ ¸ƻǳ Ŏŀƴ ƭƛƪŜƭȅ ƎǳŜǎǎ ǘƘŜ ǊŜǎǳƭǘǎ. 
 
άIhww¸ /h¦b¢¸Σ {Φ/Φ ό²a.Cύ ς The Horry County Fifteenth Circuit solicitor is advising residents to 
be on the lookout for a text scam circulating to get their information. According to a post on the 
ǎƻƭƛŎƛǘƻǊΩǎ CŀŎŜōƻƻƪ ǇŀƎŜΣ ǘƘŜ ǘŜȄǘ ƳŜǎǎŀƎŜ appears to be from the U.S. Postal Service with a link 
saying a package is being delivered. Solicitor Jimmy Richardson said he reached out to the USPS 
fraud investigators after he received a text four times about a package being delivered to him. USPS 
officials said the text is a phishing scheme to get information from individuals as soon as they click 
the link. According to the USPS, they will not send text messages to people unless they had previously 
signed up for such messages about a particular package ŘŜƭƛǾŜǊȅΦέ 

 
There have been several similar stories from newsrooms around the country. People routinely fall for 
these postal, FedEx, or UPS delivery scams. Once you go to the link, you will be asked to identify yourself 
by providing things like your full name, mailinƎ ŀŘŘǊŜǎǎΣ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜΣ ŘŀǘŜ ƻŦ ōƛǊǘƘ ŀƴŘ ŀ ƳŀƧƻǊ ŎǊŜŘƛǘ 
ŎŀǊŘ άŦƻǊ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ǇǳǊǇƻǎŜǎ ƻƴƭȅΦέ  
 
You might be instructed to call a legitimate looking number, which may even appear to be in your own 
area code, subtly gaining your trust. The person you speak to is friendly, sympathetic and very 
believable. When you say that you were not expecting a package the caller convincingly explains to you 
that it looks like a gift.  
 
With your personal information they are able to start making charges in your name, steal your identity 
or sell your personal information on the dark web. They may have even downloaded a virus. As you wait 
for the delivery it dawns on you that this might not be on the up-and-up. Trust that inner voice.  
 
Today, we order more and more for home delivery and may even forget exactly what we ordered and 
when. Scam artists depend on it. Google the text you just received. You will almost always learn that it is 
a scam. Verify legitimacy before providing your personal identifying information, not after. 
 
If you do fall for this scam, take immediate action. Freeze your account and carefully watch all charges. 
See previous articles for additional steps that you can take. Reporting the scam is promoted as your civic 
duty. But, better not to have been taken in the first place.  
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Practicing Safe Computing #60Υ άMisleading Google Resultsέ  

Originally published in the November 2020 issue of Venturing into our Past (JGSCV) 
 

When you search with Google, the first few links shown are often paid ads. 

Placement below is based on secret and ever-changing criteria. Some sites may 

ǎǳŘŘŜƴƭȅ ŘƛǎŀǇǇŜŀǊ ƻǊ ŀǊŜ ǇǳǎƘŜŘ Řƻǿƴ ƻŦŦ ǘƘŜ ǘƻǇ ǇŀƎŜ ŀǎ DƻƻƎƭŜΩǎ ŎǊƛǘŜǊƛŀ 

change. Sites pay to be at the top of the list because they know that folks most frequently choose the 

top one displayed. This can be an expensive mistake.  

 

AnnualCreditReport.com is a free service that 

permits you to view your credit reports from 

Equifax, Experian and TransUnion. By law, these 

agencies are required to allow one free annual download of your credit report. Recently all three agreed 

to permit one download each week through April 2021.  

 

Being able to obtain your Credit report for free pretty much as often as you would like is great ς even if 

this may be a marketing ploy to get folks hooked on frequent access. In preparing to share this, I typed 

ά!ƴƴǳŀƭ/ǊŜŘƛǘwŜǇƻǊǘέ ƛƴǘƻ DƻƻƎƭŜΦ ¢ƘŜ ŦƛǊǎǘ ǘƘǊŜŜ ƛǘŜƳǎ ǊŜǘǳǊƴŜŘ ǿŜǊŜ ŜƴǘƛǘƭŜŘΥ  

1. ά!ƴƴǳŀƭ /ǊŜŘƛǘ wŜǇƻǊǘ - hŦŦƛŎƛŀƭ /ǊŜŘƛǘ wŜǇƻǊǘέ and linked to freescoreonline.com, 
2. ά!ƴƴǳŀƭ /ǊŜŘƛǘ wŜǇƻǊǘ - о .ǳǊŜŀǳ /ǊŜŘƛǘ wŜǇƻǊǘέ and linked to freescoreonline.com 
3. ά!ƴƴǳŀƭ /ǊŜŘƛǘ wŜǇƻǊǘΦŎƻƳ - IƻƳŜ tŀƎŜέ ŀƴŘ ƭƛƴƪŜŘ ǘƻ AnnualCreditReport.com 

 

The first two take you to the same commercial site that requires your credit card and will start charging 

a monthly fee of $29.95 if you do not cancel within the 7-day free trial period. While they are labeled as 

ά!ŘǎέΣ ǘƘŜȅ ŜȄǇŜŎǘ ǘƘŀǘ Ƴŀƴȅ ǿƛƭƭ ƴƻǘ Ǉŀȅ ŀǘǘŜƴǘƛƻƴΦ {ƻƳŜ ǿƛƭƭ ǘƘŜƴ ŘŜŎƛŘŜ ǘƻ ǇǳǊŎƘŀǎŜ ǘƘŜƛǊ ǎŜǊǾƛŎŜǎ ƻǊ 

accept the free trial and neglect to cancel in time to avoid being charged. 

 

To pay a bill fǊƻƳ vǳŜǎǘ5ƛŀƎƴƻǎǘƛŎǎ L ǎŜŀǊŎƘŜŘ ŦƻǊ άvǳŜǎǘ5ƛŀƎƴƻǎǘƛŎǎ ōƛƭƭέΦ ¢ƘŜ 

ǘƻǇ ǎƛǘŜ ŘƛǎǇƭŀȅŜŘ ǿŀǎΣ άvǳŜǎǘ5ƛŀƎƴƻǎǘƛŎǎΦŎƻƳ .ƛƭƭ - tŀȅ .ƛƭƭ hƴƭƛƴŜέ and linked to 

a page within doxo.com that looked very much like a QuestDiagnostics payment 

page.  doxo.com is a legitimate third-party payer that is not associated with QuestDiagnostics.  

 

The actual QuestDiagnostics site, questdiagnostics.com, is the second one listed. It would be easy to 

mistake the first site as the official one. In checking out the doxo site I found that they would add $3.99 

to my bill as a service fee and take three days to process my credit card payment. I paid the bill at the 

actual QuestDiagnostics site where payment was immediate and there was no service fee. 

 

doxo has been sued for trademark infringement for ŘŜŎŜǇǘƛǾŜƭȅ ŀǇǇŜŀǊƛƴƎ ǘƻ ōŜ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ƻŦŦƛŎƛŀƭ 

payment site. Customers, would then complain to the companies about the service fees. doxo displays 

advisories that they are a third-party payment site. But folks often do not pay attention.  

 

Take care when selecting a link from among those returned by Google. Be certain that it is the site you 

actually want. In considering a third-party payer site be sure to review its terms and conditions to be 

sure it is your best option - it certainly was not for me! It is easy to make an expensive mistake.  

  

https://www.annualcreditreport.com/
http://www.freescoreonline.com/
http://www.freescoreonline.com/
https://www.annualcreditreport.com/
https://www.doxo.com/
https://www.questdiagnostics.com/







