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You receive an email letting you know that your information may have been part of a recent breach of
health records. The email looks official with the familiar logo of a hospital that has treated you. It
expresses sincer@pologies and is signed by the G&@he hospital. It asks you to click on a link to find
out more about what the hospital will do to protect you from identity theft.

2 KSy @2dz Oft A0l 2y GKS f Ayl Zeatadetsydy&now thadteNBilBody & A G K
for credit moritoring service for the next earsat no cost to you. You can decline and take your

chances or accept the free offer. It seems like éoreiner and you are relieved that the hospital is

takingthe breach and youfinancial protection seriously.

Youcld]l 2y GKS &L | OOSLIié¢ o dzi i the/coverdgR. You aie Askidf yohrd RA & LJt
full name, mailing address, phone, email, date of birth, etc. You are a bit concerned however when you

see that you ar@lsoasked for your social securityymber and a major credit cartVhen you click on

the question mark by these fields, an explanation is displayed that makes sense.

You enter the data and confirm its accuracy. The screen provides you with a reference number for your

free policy and a phme number to call if you have any questiofisdzNLINA 4 S &2dz KI @S 0SSy
your data is on its wato a third world country where it will be sold to con artists who may use it to steal

your identity, purchasebig ticket itemson you credit or obtan Federal tax refundis your name

Never provide personal information when contactedexpectedly no matter how legitimate and logical

the request seems; do not even provide basic information like your address and phone number. Rather,
close the emaiand if you are concernecbntact the hospitaldr bank or insurance company) directly.

You willlikelyfind out that they never sent the email.

Institutions may well send you email about an isddewever when an unsolicited email asks for

personal infomation, this is a warning that you are at risk. These scams rely on the headlines of the day.
t2RIF28Qa KSIRfAySa G4Stt 2F KdaAS RI{GF oNBIFIOKSao {2=x
Thesecriminalsknow what they are doing. Always remain wour guard.

If you have been phished, take immediate actiGlose credit or debit cards or bank accounts whose
information you provided and contact the three mairedit-reportingagencies to place a fraud alert on
your accountsThese are minimum acins, do your research to see what other steps you should take.
Yes, itis a hassle, but nothing like the hassle if your identity is compromised.
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a®@ hOlG20SNI a{FFS /2YLMziAy3I¢ I NIAOES
0SSYy GLKAAKSR: YR FSSt GKFG &2dzNJ A
this and what you migirequest.

adz3 3
RSy (Al

There are three majarreditreportingagencies in the U.STransUnion, Experian and Equifaxidy,

you are entitled to one free credit report from each every year. To get your free credit report, go to
www.annualcreditreport.comYou will be quizzed to ensure your identity. For example, you might be
asled the amount of your monthly mortgage or car payment and be given a number of ranges.

You can obtain any or all of your three credit reports. While there are some differences, for the most
part they are redundantTherefore what | do is put a remindem my calendar afour-monthintervals

to get one of the three credit reports, keeping me aware throughout the yébaeck the report carefully
for accuracy. It will provide you with instructions for contesting erroneous information.

There arecommercidd A 1 Sa > 6 A (K {hérB thall@laRGt liké theNiiciEfreeisije above.
Using some will start a monthly charge while others are truly free and relyp@ellingyou additional
services. If you do sign up for a credit monitoring servieesure you know what you are getting for
your money In addition check your credit card statements carefully for any resultant charges.

L¥ &@2dz NB O2yOSNYySR (GKF(G @2dzNJ ARSyidAGe YIeé& KI@S
FNB ST S¢ ofate thfee cEeblitDdporting agencies. With a credit freeze, the agency will not

approve credit, loans and services being approved in your name without your consent. However, this

may delay, interfere with or even prohibit the timely approval of legitiengequests for new credit.

The nominal fee for a security freeze is typically waived if you are over 65 or have submitted a complaint
with a law enforcement agency stating that you believe you are a victim of identity theft. You can later
temporarily, or evenpermanently suspend the security freeze. Againnominal feds typically waived if

you have an active complaint.

I fSaa AYyaNdHzaAGS FEGSNYIFGAGS Aa | aFNIXdzR Ff SNIé @
identification before proceeding with the transaction. A fraud alert is free and lasts 90 days. If you

request a fraud alert of any of the threammpaniesthey are required to notify the other two.

(However, | would verify that the others have recorded the aleéktjraud alert can be renewed for 90

days. It can be extended to one or seven years if you have submitted a complaint to a law enforcement
agency.

Contact Information for the Credit Reporting Companies:
TransUnionhttp://www.transunion.com, 1-800-680-7289,
Experianhttp://www.experian.com 1- 888-397-3742,
Equifaxhttp://www.equifax.com, 1-888-766-0008

To obtain your free annuakedit report:
https://www.annualcreditreport.com

For more information:
http://www.consumer.ftc.qgov/articles/0155ree-credi-reports
http://www.federalreserve.gov/creditreports
https://www.ftc.gov/fag/consumerprotection/getmy-free-credit-report
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You are surfing the web when a screen pops up telling you that you have 23,179 instbmedeare

(or viruses or worms) or porn on your computer. It offers to scan your computer and remove these at a
low cost or even for free. Never take these people up on their offer to protect you through-tiroee
cleaning of your computer. They are gra@atscaring you. Do not take the bait.

The popup has no idea how many instance of bad stuff you have on your computer (though it is a pretty
good bet that even with antvirus software, you have some), If you give the soliciting message the
authority toscan or to fix the problem you are giving them control of your compuieeaddition,you

have no idea what they will actually do with that authority. One thing for sure, it will benefit them and
not you.

In a similar scam, the pop up informs you that ywa infected with some specific virus (often one that

you have recently read about in the news). This message is likely being spammed to hundreds of

GK2dzal yRa 2F 20KSNBR SELISOGAY3 (GKIG az2y$S LISNODSydGl 3
will be a faux cleanup letting you know that everything is now OKk.

At worst, the spammer, once given control of your computer will install new viruses, steal your
information, or even freeze your computer with ransomware (a topic for another article).drhpany
name displayed often mimiagell-knownand trusted brandsHowever these trusted companies do not
operate in this way. If you give these con artists control, nothing good will come of it.

If the message scares you, this is not all bad.showld be concerned to keep your computer free of
malware. Close the message without responding. Do not click on the box in the popup asking to be
taken off the contact list. This just confirms to the spammer that you are real and you will result in even
more spam.

Allay your concerns by running your antivirus software to check the current state of your computer. If
your virus protection is out of date, get a current subscription. Consider going to a trusted site (like
www.microsoft.comor www.mcafee.corp and see what tools they offer to check the health of your
computer.However under no circumstances give control to strangers who, unsolicited, reach out to
you.

Similarly,do notfall for emails that you receive offering free or lamest scans and cleanup of your

computer. Again, you really do not know with whom you are dealing. Do not accept the offer no matter

how tempting, scary, or trustworthy it seemis. addtion, as before, never click on the request to

NEOSADPS y2 FdzNIKSNI SYIFIAfad ¢KAa gAff AyaidSFR NBadz
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We all know the importance of maintaining virus protection on our computers, but many do not realize
that their virus protection is not protecting them at all. Virus protection consists of two eqeritilyal
components. One is an engine that runs regularly to scan your files and messages for signs of malware
and to then block or clean the malware that is found.

The second component is a list of current malware patterns. Without this, yourangengine may
continue to run and to protect your computer against tmalware thatwas known in the past, but may
not recognize the latest patterns and so let them slip by. You must maintain your subscription or the
updating of patterns will cease, eventhg engine continues to function.

Folks are sometimes fooled in that they see that the @irtisproduct that came free with their
computercontinues to run long after its initial period has ended. They ignore the messages encouraging
them to make a sulasiption payment figuring that they will handle this later, and the product seems to
be working

Some think that going for a time without virus protection is no big deal. They can always purchase an
even better product laterHowever as the days drag intweeks and then months the computer
continues at risk and the malware multiplies. Additionally, some of this malware can burrow so deeply
into the system that removal without a complete and expensive rebuild becomes impossible.

While your friends maprefer one productto another, all of welkknown commercial products work

well. The critical thing is to ensure that you have some product installed and that its list of patterns is
being kept up to date. If not sure, go to the website of greduct,you hawe and it will certainly offer to
run a scan to tell you if you are up to date and running properly or at risk.

Sometimes softwar@stallationinstructionsinstruct youto temporarily turn off your virus protection.
Unfortunately, people sometimes negldctturn it back on and so are running at substantial risk. Your
virus protection should be set to scan all incoming messages, periodically check your entire system, and
regularly download the latest malware patterns. If unsure, use the default settings.

Two virusprotection programs are not better than one. Each will perceive the other to be doing
something that warrants monitoring. This conflict may actually slow your computer as each continues to
confirm that the other is not, in fact, malware. So,dtidecide to switch to another antirus program,
uninstall the old one and then immediately install the replacement.

One antivirus product, P@ | G A O G2dzia GKIG AG ABABYSMNESOIVi2YPRSE
protect you from visiting dangerowgebsites. While | like both concepts, | do not endorse this or any

product. | just encourage you to spend the $830 per year and stay current. This is far better than

losing valuable data and paying $3B400 to reinstall your system.
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While baked cookies can add on the pounds, computer cookies are so light that you can have hundreds
or thousands of them on your computer and they will not sibdown. Cookies are small files of data

that are used to facilitate your use of the Intern&hey are not inherently bad. You can set your security
settings to disallow them, but you will not like thesults,as you will find that you cannot access many

sites thatrequire cookies to be enabled. You can set your system to purge cookies eaclotitiese

your browser or simply let them accumulate.

/| 221AS8a LINPOARS GLISNBRAAGSY OS¢ ¢ KWHerKyodldginfod dite,@ 2 dz (0 2
a handshake value is placed in a cookie file on your computer that is specific to that webshdime

you then send a transaction to that website (an update or query), the transaction grabs this handshake

and includes it, thus confirming who you are and that you are indeed still logged in.

Cookies can contain preferences to personalize your iempee for a specific websit&herefore if you
identify topics of interest and these are displayed when you go to the site, this is because your
preferences are stored in a cookie and sent to the website when you access it. If you identify at a
brokeragesite which page is to be initially displayed, this information is similarly stored in a cookie.
Cookies are unigque to a single website and generally only useable when linked to that website.

A potentially dangerous use of cookies is to use them to stote login information, including your

LI a3 ¢62NRX F2NJ I LI NIAOdz I NJ aAdS 2y GKS LyGdaSNySiao
NEBYSYOSNBR FNRY (KA& O2YLIzi SNE | YR &P anmdaiSiBNR & 2 dzNJ
your password a stored in ecookie that ighen queried when you later access the site.

Even though the information is encrypted (i.e. scrambled so that it cannot be easily read), it could be
used by someone who gains access to your computer to log into sites witlengalentials. Malware

could even use or export thems | would prefer to leave no opportunity for another to log into my
brokerage account, bank or credit union and take actions in my name | routinely decline to accept offers
by websites to remember me.

Deleting cookies will not harm your computétoweveEZ (G KA & gAff NBY20S (KS 6S0:
you have constructed over time. You can instruct your computer to delete all cookies each time you

close your Internet browser, except those related®s SOG SR G FlI G2NA (IS¢ arxdiSad ¢
have set up my Internet Explorer, Chrome and Firefox browsers.

C2NJ AaLISOAFTAO AyaidNHOGA2ya TFT2N) é2dzNJ aSdaay3a 022148
CANBT2E nn®n drahe atmiivergich of §drSrowseériiTdefind the versioRicéfoxyou are

using, click on three bars symbol in the upper right hand corner of the page, then click on (?) and then

G! 02dzi CANBT2Eéd® C2NJ/ KNRYS:E Of AOpdAy (K& GKBESad
D223fS / KNRYSéd C2NI LYGSNYySi 9ELX 2NBNE Ot A01 2y i
LYGSNYySiG 9ELX 2 NBNE @
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Yes, itis true. Apples IOS operating system has proven to be less impacted by viruses than PCs running
any version of Windows. The reason is {ied. First, with about 7.2% of the market for desktop and

laptop computers vs. 91.4% for Windows based PCs, virus creators find it more attractive to write
malware for PCs (the remaining 1.4% of personal computers use a variant of the Linux operating
system).

The second reason relates to the way Apple updates isaijmg system vs. the way Microsoft updates
Windows. Microsoft does its best to provide for backward compatibility. In other words, they want to
see thatprograms that ran on earlier versions of the operating systemtinue to run. This translates
into lots of old code being included in current Windows operating systems.

With about 50 million lines of code, much of it carried forward, thereraegyopportunities for
mischief as hackers discover flaws in software thatthey then exploit through malware. When this
occurs, Microsoft releases a security patch to close the flaw and theviangé companies release an
update to counter itHowever they are always playing catch up and there is an inevitable lag.

When Appleaeleases a major operating system upgrade, it is built fresh. If older software will not run, so
be it. Apple is more focused on the overall user experience with its current operating system and
associated software rather than compatibility with older vierss. So, as an Apple user you may find that
you have to buy a new version of software when upgrading to the newest operating system.

By writing new code, Apple can concentrate on protections and the user erperand does not have

to contendwith protecting old operating system code. While Apple dogsadjob in controlling

viruses endangering the Apple system, it does not do as much regarding viruses and worms simply using
the Apple as a landing place on their way to a Windows PC.

Apple sers remain at risk for phishing in which unscrupulous folks strive to obtain personal data.
Therefore Apple users still need to be on their guardlf adozen companies provide Appspecific
anti-virus software. While the risk is lower, Apply users avte themselves (and the PC users with
whom they interact) to acquire and run antirus software on their machines.

la t/ al3FTAYS ¢ NER(acdsygrs Shiplg dabiabt NEcomplacent and IsepeStheid
machines unprotected. Even if they m#encounter malware, they would certainly benefit from social
media protections and keeping their machines from being used to attack other computers. And with
numerous free options, there's simply no excuse; get antivirus protection for your mac ¢eddy.
Antivirus Apps for Mac
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We all know that we should be regularly backing up our ddtavever the fact is that may of us do

not back up our data frequently enough, if at all. Some think it is complicated or expensive and many
have become complacent after years of using computers without problBrmsiotwait for a data loss

to shake this complacency.

We all need tdrequently back up our data and store these backups in a different location from the
computer on which it normally resides. Many purchase an external hard drive and set it up so that
automatic backups are taken daily. This is good as far as itijoag\er, what happens in a disaster
where there is a fire, flood, or earthquake and both the computer and its local backup are destroyed?

This can be avoided by using one of the available commercial services through which your data is
automatically backed uf the cloud. These services are relatively inexpensive. Alternatively, you could
set up a cloud backup yourself by placing a cloud storage device at another location and backing up to it
usingsoftware thatperforms regular backups, daily or more frequignt

Recognize that backing up everything on your computer is not necessary. The Operating Systems and
computer software can be rimstalled. Downloaded music and movies can bedownloaded However,
your own pictures, family information, research, finaals and more should be backed up off site.

Consider setting up a logical drive or directory on your computer dedicated tdatzethatis to be

0l O1 SR dzldd , 2dz OFy NRdziAySte O2Lk G(KS O2yidSydida
keepit on your key chain as | d8q | have my data wherever | happen to be, whether or not | have
Internet access.

This is not a substitute for regular, scheduled backups, but an additional step you may consider. If you
have a particularly important filehat you have just created and cannot afford to lose, you could copy it
to the thumb drive or attach it to an email and send it from your home to office orwécsa.

Most of us have experienced that horrible feeling when our computer loses power afteaveeput a

great deal of time into creating or updating a file and just before we were going to save it. To avoid this,
set your system to regularly save your files as you upttetm. Consider setting this to occur every five

or ten minutes. Additionallyconsider taking a backup of any critical file before you start modifying

them.

Another approach is to keep your data in the cloud. These cloud services routinely back up your data for
you.However as | never like leaving anything to chance | would wa@htve two physical backups

under my own control as well, in two different physical locations. If | sound paranoid, | am a little. Once
you experience a painful datass,you may become a bit paranoid as well.
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Ransomware is a form of malware that encrypts files on your computer and then demands payment in
exchange for the passkey to accessnhe

In February, Hollywood Presbyterian Medical Center became the victim of a ransomware attack.

/| B0 SNONRAYAYLFf&a G221 O2yGNRf 2F GKS Kz2alLhAilfQa 02Y
not access or record patient notes. The cybercriminate@nded a payment to provide the hospital

with the necessary passkey to unlock its files. The hospital paid $17,000 in bit coins, an untraceable way

to pay the cybercriminals who likely accomplished this attack from a country with weak extradition

treaties. The cybercriminals provided the passkey and Hollywood Presbyterian was back in business.

They insist that no patient was at risk during the episddiewever they redirected emergency patients

to other hospitals while dealing with the attack.

Cybercrinmals target individuals as well as institutions. Playing the numbers, they likely make more

money at $200 to $400 per attack against individuals who tend to focus less on protecting their systems

than institutions. Most people will readily fork over a fémndred dollars to regain control of their

system and data. When the cybercriminals take control, they display a warning screen letting you know

you have been hacked and instructing you to purchase bitcoins or a cash card and then go to a site on
theuntd OSFo6fS GRIFEN] 6S06¢ (2 YI1S @2dNJ LI &YSyied ¢KS L
The cybercriminals want to maintain their reputation for honesty after the payment is made.

[ 201e¢ Aa GKS yAOlYylYS 27F 2y Snrendnedal your triportdt y & 2 Y 4 I
files so that they have the extension .locky. It generally arrives as an email attachment. When you open

GKS 4dGFOKYSy (i AG FLIWSEFNBR &dO0ON}Yof SR FyR @2dz I NB
message. In actuality,thda A f f Nlzy O2RS (2 AYLIX Iyl GKS NIyazyvygl
another new ransomwarprogram thatactually starts destroying files if you delay in obtaining the

bitcoins to pay off the cybercriminals. It displays a countdown clock on your siréetnyou know that

you have one hour to make the payment and if late, you will not get back all of your data files.

To protect yourself:
9 Be cautious about unsolicited attachments. If in doubt, do not open it.
1 Avoid going to sites on the Internet thaby do not know to be safe.
9 Do notenable macros in document attachments received via email.
9 Consider installing the Microsoft Office viewers. They let you see what documents look like
without opening them in Word or Excel and do not permit macros.
1 Maintain current virus protection and automatically download security patches for your various
programs (like Office, Flash and Chrome).
Finally, backup regularly and keep a recent copysitdf. You will then have the unhappy choice of
paying the cybercriminafor the passkey or paying your computer support person to reinstall your
system and files. Such is life in the cyber age!
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Ever notice that when a big headline hits the news you get emails on the topic? This is a typical way
social engineers get through your defenses. Prince suddenly died this past April. The news, the blogs,
television and radio contained almost ngtop coveage of the tragic event, speculating on the cause of
his death and extolling his memory. You likely received at least a few emails on the event.

Since the story was all over the place, we tend to be less suspicious of an emallhamefore if you

are into pop music, or just a news junkie, you may have opened the email without thinking whether it
might contain a virus. You might have even clicked on the button in the email to play a commemorative
Prince tune. Social engineers recognize that folkthigit guard down in such circumstances.

However you feel that this will never happen to you because you would just delete such a message.
After all, you are not into such pop music culture and know not to open emails from sources you do not
know. OkNow substitute a recent bus bombing in Israel or the latest outrageous thing that Donald
Trump said or (and | love this one) an email about the latest scam in the news.

Social engineers use topical news to send out viruses to infect your computer andysgsabyour

personal information. So, maintain your guard when you receive emails on the latest headline. If you do
not recognize the source, be wary about opening the enragéddition never, never, click on any link or
button contained in the emailYou will be inviting viruses to come aboard your computer.

When you get a call from Citibaniforming youthat they have a thieving teller who has been
AYEFLLINRLINREFGStE @ | O0SaaAy3d 0O0dzaAaG2YSNERQ | O02dzyia | yR
may even offer you an award if you help provide evidenceoDfse they will need some information

from you. The person is friendly and seems sincere and very believable, which is typical of a good social
engineer. You want to help, and the $500 rewdogs nothurt.

You think that you would never be fooled by such a call. You know it is likely a scam. However, when it
occurs, you may not be thinking as cleahtyaddition the caller seems so nice, friendly and believable.
Enough people fall for such approaches toypde the social engineer with a regular stream of stolen
identities and cashNever be tricked into giving out personal informatiohem you are contacted by

phone, email, instant messenger or at your door.

Additionally, older people tend to be more titirsg. Possiblyit is because we grew up in a different age.
Whatever the reason, do not let yourself be fooled into sharing your personal information, opening
emails or linking to websites when contacted by social engineers who rely on our good nadaa, gr
curiosity, trust and desire to be helpful.
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We all know that we should be careful about selecting, protecting and champgisswordsHowever

how can you do this when you are told to maintain different passwords for your various websites, that
they must be long and complicated, that you should not write them down and you should change them
frequently?Impossible! Right? Wia this may be an annoying challenge, it is not nearly as bad as
suffering an attack in which your accounts are emptied or critical personal information is stolen.

Passwords should not include any information that could be found about you. You mentibn tdad f dzé €
Ad @2dzNJ FIF@2NRGS O2t2NJ 2y ClFOSo6221® ,2dz2NJ 6oA2 &t
YSY(GA2y 8ScBoigNI R 3SYI Afad ¢KSasS o6Ada 2F AYyF2N¥EGA
passwordDo notuse family names, pet nameswas or streets where you now or have ever lived,
LIK2YS ydzYoSNAR 2N Tl @2NRGS O2ft 2NAR> F22Ramwillazy3as
not help. Hackers will use automation to try all these things and will add digits and special characters

DonotdzA S aAYLX S aSljdsSyoSa tA1S at! ./
Gv2owe £ amnTtydé 2N Fye 2GKSNI aA
simple to remember, it is simple for the hackerto©@a ® ¢ KS KI O

these predictable sequences.

5
YL S adNAxRy3a 27

The best passwords are random collections of upper and lower case letters, numbers and special
charactersHowever these are generally impossible to rememb&herefore your best bet is to choose

a couple of unrelated words and combine them, with a digitwo and a special character or two. So,

ale @&2dz OK22a$S al 2YSé YR G{LNAY3I¢ YR YIS GKS
O2YLX AOIiGiSRXE dal 2aSn{LWwAb3IpHED

Realistically, if you have a half dozen or more of these you will have a hard tineentsaring them.
However if you write them down, this list could fall into the wrong hands. | record them in a password
protected file on my encrypted computer. | just have to remember one complex password, the one to
open this file.

This is dow-techversion of a password walletan onlinetool that keeps all of your passwords and
provides them as needed directly when needed. Better wallets will even generate new complex
passwords as required. Then, you could have a hundred complex passwords, altifferewill need
to remember just one password, the one to authorize and access your password wallet.

While you can pay for an encrypted USB stick or a software based password wallet, there are excellent
FNES aSNBAOSaA | a ¢ FHovever ybust haveithe @halledg& df leryfefhidedng Wat ¢
one complex password to get into your password wallet. Ok, write it down, just in case you forget, and
store it in a safe place, like your safe deposit bard not on the back of a business card auywallet!
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Some choose not to share their family trees out of concern about identity thefir tree does contain
personal data of interest to identity thieves such as birth date and place, address, phone number, email
YR Y2 iKS NI idHoWdver iRddgs nof donfaindhe information they most want including

social security number, crediamd, bank account and investment account numbers and passwords.

'd GKS NBOSyd L!wb{ O2yFSNBYyOS:s wlyReé {OK2SyoSNH
resulting from shared family treegsHe further statedhat family members perpetratéhe majority of

identity theft. While it would surprise me if theneeretruly no instances of identity theft related to the

sharing of family trees, a quick Internet search did not turn up much.

I O0O2NRAY3I (2 . NUzOS Y SNOKiIRR GaryBuya study fluotadby Eedlits I G OK X &
information firm Transunion revealed that nearly otigrd of identity theft victims later determined
that a family member or relative was responsible for the crime.

Posting your family tree can vastly increase it as yrdudp with others and identify possible relatives
about whom you knew little or nothing. There is simply no better way to expand your tree than through
the cooperative effort of others, some whom you may not yet know.

You may find some or all your treready posted by others and this may contain incorrect or private
information. You may also see information on living relatives. Some sites suppress such information,
others permit it. There is no legal obligation to hide such information. While this istyrla you, you

have little legal right to force its removal.

.ST2NB @&2dz dzLJ 2 R &2dz2NJ GNBS:Z NBIFIR (KS aiGSNya 27 dz
data,@ 2dz I NB GO2y iNAROdziAy 3¢ Ad FyR (KS ufodovigewgrd KI & 2
it exposed. Check on what privacy is offered and what rights you have. You may not like what you find.
However, youmay conclude that the tradeoff is something with which you can live. Identify thieves have

other ways to get the personaiformation they need. They do not need access to your family trees.

To lessen the likelihood of identity theft, use and regularly change complex passwords, password

protect the logon to you home computer, log off when you walk away, do not provide aders
GFRYAYAAUGNF G2NE NAIKGATZ AKNBR @2dzNJ LI AR dziAftAdGe o
statements. Take note if you do not receive an expected statement, periodically review your credit

report and consider tightening the rules pertainitiggetting credit under your name with the credit

agencies. All of these steps were discussed in prior articles in this series.

There are legitimate reasons for not sharing your family treksyvever there are more important steps
to take to protect youself from identity theft.
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Password managers store your login information for the sites that you visit. They then automatically log
you in to the site once you bring up the login page. Better password managers will generate unique
complex passwords for you, fill in forms asyhchranizeacross your devices. Some even provide legacy
features to pass on your access to another, so that if you become incapacitated or die, someone will be
able to access your accounts.

| tried the free version of one of the very best password manageishiBae 4. It did a great job in
automatically capturing IDs and passwords as | logged into websites and then replayed them when |
went to those sites again. However, it was constantly pushing me to purchase the commweirsiah

that was required for impdant functions like being able to view, update, delete or synchronize
passwords across various devices. Eventually, | uninstalled it and focused on the free password
managers.

An excellent free password manager is LastPass 4.0. It is intuitive, pibvidinOl NRa ¢ F2NJ S OK
wish to access and displaying them in logical folders. You enter a description, ID and password into each
card. | set up separate folders for financial sites, frequent flyer sites, genealogy sites, email sites, retalil

sites and social sites. | then simply clicked on the card for the site that | wished to open and LastPass

logged me in.

LastPass presumes sites have a single ID and single password t&lmgrnmay have to enter some

fields forsites that do not fit this prafe. For example, the AmericanA NJI FkegfuSrd Rlyer site requires

an ID, a last name and a password. LastPass entered the ID in both of the first two fields requiring me to
overtype my last namea minor annoyance.

Some sites do not permit you to glirectly to a login page but rather have an icon on the hqrage

that displays the login function. In these cases, clicking on the LastPass card icon brings up the home
page. You must then click on the login icon and then have LastPass fill in theddgtormation.Some

of the commercial tools are more sophisticated and include unique profiles for hundreds of sites.

LastPass also generates complex passwordsaunest thatyou can use to better protect yourself. This
is especially for important site®ownload it fromhttp://www.lastpass.com Please do your own
investigation to select the right tool for you.

Commercial password managers cost $20 to $40 per year. For excellent comparisons of these tools, see
GThe Best Password Managers of 2016t0://www.pcmag.com/article2/0,2817,2407168,00.asand
GThe Best Free Password Managers of 20t60://www.pcmag.com/article2/0,2817,2475964,00.asp

A password manager is a convenient, secure way to maintain different passwords for the various sites
that you visit. Otourse,you must create and remember a password for your pasdwaeanager.
Consider recording it in a secure location, like your safe deposkjoekin case.
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You are all ligly aware of the mass theft of user data from Yahoo in which information for over 600
million customers was stolen in 20l coming knowronly in the last few months. (If you have a Yahoo
account and have not changed your password since 2014, do so ia@lgdif you use the same
password on other accounts, change them as well.)

Yahoo is reeling and playing defense in trying to retain its business. The LA Times reported in its October
11, 2016 edition that Yahoo has quietly shut down the ability of users to turn oAfonaihrding

services. According to the article, Yahoo claifigti G KA a Aa GSYLR2NINEB gKAES
Thisstandard functiorpermits you to receive email in one mailbox and immediately forward a copy to
another. It permits youo consolidate all email into one mailbox.

I have email accounts in Gmaflahoo, MSN, UOP (University of Phoenix), UCLA Bruin and Roadrunner
(Times Warner Cable) and consolidate them all into my primary UCLA Medical Center account.
Therefore if you send an email to me aal@jgscv.orgr hal.bookbinder@ucla.edwyou will likely get a
response fronhbookbinder@mednet.ucla.edThis is the account that | monitor.

Along with consolidating emailprwarding is also used to facilitate moving from one email service to
another and Yahoo clearly does not want to help you do this. Once you set up a new email service, by
setting up forwarding, email from those who use your old email automatically shpwsyour new

0 K

YEAfO2ED . & dAAYy3 |y d2 dzhailfofyo@carfiet ehdknoy tal thiF A OF G A 2y

mailbox will shortly close. Alternatively, you can just notify those you want to be aware of the change.

You then can opt to close youldoemail or not. If you close it, those who use it will get a message that it
is not a valid address. If you leave it active but simply stop using it, emailers, including spammers, will
have no awareness that it is now dead. Some family or friends mayewvevidy you are ignoring them.

If you had forwarding turned on in your Yahoo email before they took this action, the Times reports that
it should still work. Yahoo simply turned off the ability to invoke this feature. This is presumably a
defensive move tonake it more difficult to move away from Yahoo. Likely, the blowback they will get
will result in Yahoo restoring the function. With their mdmscking, bleeding money (reported loss of
$5.19 per share as of 7/18) and antistomer actions such as thesme might question whether to

remain with Yahoo it all.

Ofcourse there are issues with other email services as well. Many are concerned about the scanning of
emails reportedly done by Gmail and what other free services are doing with your informiatiail
has become a lifeline. Pay attention to your email service and have an escape plan.
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We all receive emailsom friends passing on the latest information that they got from the Internet. It
sounds plausible, you trust your friend and so you pass it on to more friends, or worse yet, act on the
information without checking it first.

In February 2016, folks wereceiving advice to reset their iPhone date manually to January 1, 1970.
Various reasons were given which sounded compelling. Yet, doing so would result in permanently
disabling your iPhone. Apple acknowledged this bug and fixed it in iOS 9.3.1 ih &pribt brave
enough to check it out myself on my iPhone. DO NOT TRY IT!

Another item that periodically circulates is a notification that you may be infected and to check your
computer for a particular file or value to confirm this. It then advises yloa should immediately take

an action, like deleting a particular file or running a script from a particular website. The file or value
indicated is a normal component and removing that file may cripple your PC. Be assured that the script,
should you chose to run it, will be infecting or otherwise damaging your PC.

Be careful about acting on, or passing on, information you get on the Internet, whether through
searching websites, emails out of the blue, or emails from trusted frievildsh of what is pased
around is completely false or plausible sounding-tralth. Taking action without checking it out may
cause you real damage. Sending it to friends may just spread a falsehood, or worse, a virus.

If you get an unsolicited advisory regarding your figciahinstitution log directly into their website (DO

NOT CLICK THE LINK IN THE EMAIL) to check it out. If you get an advisory related to Microsoft, Dell,
Apple, Intuit or whatever, similarly check it out before taking action. Links in emails may britmaou

page that looks legitimate, but is not. If you attempt to log in, you may be giving your log in information
to folks who may use it fraudulently. Subsequent challenge questions may be used to obtain even more
information.

Two websites that have a good reputation for investigating and debunking Internet nonsense are
www.snopes.conandwww.truthorfiction.com The descriptions below confieom Wikipedia.

G{y2LSad02Yx faz2 1yz2s6y a (GKS ! Nbly [S3ISyRa

urban legends, Internet rumors;rmaail forwards, and other stories of unknown or
guestionable origin.] It is a wdtihown resource for validating and delking such

W

A02NASE AY ' YSNAOIY L3R L)zt I NJ Odzf G dzZNB>X NBOSAGAyYy3

G ¢ NHzG KhNCAOQGA2Yy d0O2Y mahNdustingXzbsite abdtitiutdani 2 y ® 2 NH 0
legends, Internet rumors,-mail forwards, and other stories of unknown or

guestionable ogin. The topics are researched by TruthOrFiction's staff, and rated

"Truth" (if true), or "Fiction" (if untrue). When the accuracy is not known with

certainty, the stories are rated "Unproven," "Disputed,” "Reported to be Truth" or

"Reported to be Fictiofi.Partially true stories are rated "Truth & Fiction."
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In mid-December,Yahoo announced that they hadsdbvered another hack in which 1,000,000,000 (one
billion) accounts were compromised. The hack occurred in 2013 and so the hackers have had three years
to exploit the information. This is twice the size of the hack that they announced just a few months ago
(see article in November 2016 newsletter).

In addition to IDs angasswordsthe hackers retriged challenge questions answers A { S &2 KI 4 A a
Y20 KSNRa YI.Peofetengtb d6Sthessame password and/or challenge questions on their

accouns. With the information from Yahoo, hackers can psggrams thagenerate various

combinations until they are able to access your other accounts. Challenge question answers may also be
discoverable or guessabteespecially if they are true.

While Yahoalaims that the breach did not include financial information, identifying your bank and
other financial institutions is relatively easy using services available on the Intétternatively the
hackers can simply try to access your accounts at a s@rfesancial institutions until they find the one
that works.

Previous articles have provided recommendations to secure your account aldosgsver they did not
address the issue of challenge questions being compromised. Here are steps you should take:

1) Have different, complex, passwords for each of your accounts, especially ones that are sensitive,
like financial and medical sites. (August, 2016)

2) Use a password manager to generate your complex passwords. | use LastPass. Complex
passwords that you buildourself may still be able to be guessed. (October, 2016)

3) Store all of your login information in a password manager secured with its own complex
password which you will need to remember. (October, 2016)

4) Keep a copy of the password to your password managarsafe place, possibly your safe
deposit box and definitely not on a slip of paper in your wallet! (October, 2016)

5) Set up your challenge questions with false and varied answers. Consistent, accurate challenge
answers are discoverable. But, how can pow remember them?¥new)

6) Record the challenge questions and answers in the notes area associated with each login in your
LI 2ag2NR YIFyYylF3ISNW» o6[ladtlaa LINRPOARSaA || OAadz f

7) Change your passwords periodicalgvery 90 days is@ood rule.(October, 2016)

8) Never click on an email link to what you think is your account. It may take you to a simulated
page thatsimply captures your login information. Type the address yourself. (October, 2015)

9) Be careful when sharing personal infornget and never share login information. (June, 2016)

10) Immediately change your password if you suspect your password may have been compromised.
(August, 2016)

The Yahoo breaches were not discovered for three years. So, do not wait for an announcement that
your account may have been compromised. Take action now!

Think it is too much trouble to take these steps? Compare it to the trouble if your financial, medical or
even social accounts are hacked. At a minimum, secure your most critical accounts.
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You have a wireless router so that you can connect from anywhere in your home. Be aware of the
exposures that come with wirelesSome of us retain the standard settings (ID and password) on the
router. Anyone can easily find out the standard settings for your Linksys, Asus or other brand of router.
This ID and password permits them to log into your router and update its settings.

Once someone logg, they can then use this information to hijack your router, eat up your bandwidth

or even intercept your traffic. Your wireless access does not stop at the walls of your house but can be
accessed by your neighbors and by folks on theett So, take the obvious first step and change the 1D

and password on your routein addition make it one that is not easy to guess. | routinely find folks

GAGK GKS LI &aag2NR 2F aLl aag2NRéd aiaLit OSR (KS LI
NBR dzi SNJ YI ydzF I OGdzZNENBRQ 6S0aAdS F2NI AyadaNUWzOGA2yaod

You need to also set a wireless password so that only the devices you want to be able to connect to your
router are able to do so. If you do not, your neighbor or the fellow on the street may be sharing you
bandwidth, slowing your access. So, be sure to set a wireless password as well as updating the router
login ID and password. Once you set the wirefssswordyou will need to add it to your laptop, tablet

and smart phone so they will be able to accgssr wireless network.

A second line of defense is to encrypt your network traffic. This way, even if someone is able to

intercept your transmissions, they will have a difficult time unraveling it. When you connect to a secure
website,itgenerallyhast K i LJAYkk é G0 GKS 6S3IAYyYyAy3a AyaidSIR 27
G2 GKSANI aKOGGLIAYKKE SYGNR LR2AYG 6KSNB @&2dzNJ &dzo a S|
A yiwwnd.bankofamerica.cob = & 2 dz ¢ A fhttps:BwSvw.HahKpf&8ngricaimEad

Many email systems, includi@maE Sy ONE LJi @& 2 dzNJ Y S & & maB.gmail.conk Sy @& 2 dz
y2GA0S GKF G ¢ Ktpsi/mailgoofeicandhai/AnBd® ®A & Fa @ 2dz dzaS | y2GKSN
look to see if it takes you to an erypted website. If it does not, consider switching to one that does.

It is especially important that your transmissions be encrypted when you connect in an exposed, shared
environment like Starbucks or the airport. Someone with the appropdatdéce may be intercepting

GKS GNlyavYAdaarzy YR afAaldSyAya Ayéod LT e&2dz Olyy2
share. You never know who is listening.

While we typically obtain a wireless router so we can access the Internet fromhangin the house,

be sure to read the guide that comes with it and you will see that there are other functions that you may
want to consider including setting up a firewall and locking down access to adult or dangerous sites.
More about routers and fir@alls in a future article.
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The articles in this series have focused on avoiding computing problemsarfldies shifts to some
government resources that may help find people. We will get back to avoiding problems next month.

Government agencies maintain numerous interesting searchable databases. For example, the Office of
Inspector General at the U.S. Depaent of Health & Human Services maintains a searchable database
regarding individuals and entities currently excluded from participation in Medicare, Medicaid and all
other Federal health care programAs of February 2017, it contained 2,974 entities @806

individuals. One can search by the first letter(s) of the entity name or surname (Entering the wildcard
&2¢ NBONASOPSE SOSNEIKAY3AO P

{ SFNDKAYy3 (GKS 9ydGAde RIGFEOFAS F2NJ a[2a ! y3aStSagé N
Entity: LOS ANGELESTIORS HOSPITAL CORPORATION, General: OTHER BUSINESS, Specialty:
HC CONGLOWPARENT, Address: 2231 S WESTERN AVE, LOS ANGELES)(DQ, 90348
Type: 1128(a)(1PROGRANRELATED CONVICTION, Excl. Date: 06/14/2012

Searching the Individual databaseé@? h1 9b ¢ NBGdzNYy SR o1 KAGaA®P ¢KS TFANA
First Name: ABBOTT, Middle Name: B, Last Name: COHEN, DOB: 12/25/1968, General:
PODIATRY PRACTICE, Specialty: PODIATRY, Address: 105 PRENTISS, ALPENBOMI 49707
Excl. Type: 1128(a)(4ELONY CONTROLLELSSABCE CONVICTION, Excl. Date: 08/19/2004

You can use this database to check out individuals and entities about whom you might have a concern.

You also might be able to find information on lost or potential relatives. Try it with the surnames you are
researching. Access itlaitps:/oig.hhs.gol Yy R &St SO0 G(KS &G9EOfdaAaA2y&é¢ (I o
Searchable Database. It also contains a helpful FAQ.

Various federal and state entities maintain publicly accessible staff directories. For the U.S. Department
of Health & Human Services gofttp://directory.psc.gov/employee.htmlit provides the specifi
organization for which the person works, his/her job title, location, phone and email.

LT AYGiSNBadiSR Ay aSSAy3a AF |y 2NAEIFYAT I GARHS KI & |
/1 ¢ 60AGAY3T (KS & LIS OcaskyodwillfilldS gtaifdiredt@ydior thd Galifoondd Ly G KA
Department of Health Services. Try it with federal, states or local agencies. Be creative. If your search
doesnotwork, i NB | f G SNY I G§ABS g2NRAYy3I fA1S aLK2yS RANBOG?2

The firstseveral listed responses to such searches will often be commercial search facilities which
GKSYaSt 9Sa a02dzNJ YIye LldzofAadfte +@FrAftFotS RFEGFOL
to be listed at the top. If you skip over them and look for SRLSY RAYy 3 AY &/ ! ®Dh+ ¢ X
GDh+¢ @&2dz KIS 320GSy 0Seé2yR GKS O2YYSNDAIE aAii
AA0Sax AyOfdzRS a/! ®Dh+xé¢ Ay @&2dz2NJ D223fS aSI NOK

as
ab
Sa

Of course, not all government databases are free. For example,da@ashing for a nurse and knew

that each state maintains a registry of licensed nurses. In anstmrch | was trying to find someone

based on mortgage information. A friend has a professional practice that subscribes to various licensure
and property déabases. Accessing these databases quickly located the individuals.

The scope and availability of governmental databases are more than you might imagine. Happy hunting!
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Practicing Safe Computind#icle #18 aViruses, Worms, Trojan Horses, Spyware
Originally published in th&pril 2017 issue ofVenturing into our PagiGSCV)

Malware (nalicious sofvared0 O2YSa& Ay RAGSNAS F2N¥ad® axANHASAES
GFrRoFNBET al 2Y0ASaédx GNIyazyYsgl NBé ateySBmebwfiteseNS 4 | NS ¢
refer to the way the malware transports itself to your computer and others to what it does once you are
infected.

CKSNBE IINB Gg2 glea 2F GNIYALRNIAY3I YIEgl NS (2 @&2dz
your computerandshar@ KSY A 0GK 20KSNAR 6KAfS ao2N¥Vaé FTAYR @2d
RAANHzZLIGA @S FTNRY 06SAy3a LISGhe Ftyyz2elyO0Sa G2 oSayd
describes how they travel and not their function or destructiveness.

Virusesmay arrive on emails you open or websites you visit. Typically, a further action results in their
installation, like clicking on a button or link on the website or in the email. Sometimes, the mere fact of
visiting a dangerous website or opening an infeloggnail is sufficient. Worms are routinely on the
lookout for new hosts and once they find them, transport themselves to the unlucky target.

The rest of the terminology refers to the actions taken by the malware. Trojan Horses appear to be

something benig or desirable. However, when you run them, they are also installing viruses on your

computer. You receive a birthday card that instructs to click on it for a tune and sure enough when you

R2 a2 AdG LXlLeéa &l LR . ANIKERuseéd® !G4 GKS alyS GAYS

Spyware is a form of virus or worm that captures information on your computer and sends it to an
outside recipient. This might include copying and sending your address book, your financial or medical
information or IDs and passwords you may have storgebim computer. Some spyware records your
keystrokes as you type, emailing them to the recipient. Adware invokes popup advertisements. Visiting
websites might trigger these popup ads. A timer may also trigger them. Generally, adware is more
annoying than dagerous.

%2YoASar 2y0S AyadalrftftSR Ay @2dz2NJ O2YLJziSNE YI 1S &2
periodically check the remote site for instructions and take action when instructed to do so. Zombies

may turn your computer into a relay for apaforwarding a downloaded email to your contact list

(seemingly coming from you) or to a list provided by the master. Alternatively, zombies can attack

specified websites, with thousands of zombie computers overwhelming the target with simultaneous

traffic. Since zombies are continually checking with their masters for instructions, they can slow your
computer.

Ransomware encrypts your data and instructs you to pay a fee to regain control. The more aggressive
forms of ransomware will threaten to, and the@noceed to, destroy your data. Scareware, as the name
implies will use social engineering techniques to instill fear, generally to cause you to buy unneeded
software or services. Sometime it will attempt to scare you into taking potentially disruptiianaair
running dangerous software.
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Originally published in the May 2017 issue/ehturing into our PagiGSCV)

The April Practicing Safe Computing article described the various types of malwareationed that

GKS RSaA3aAyr A2y ao2NX¥é YR GOANHzZa¢é NBfIFGS G2 GKS
come in emails, or reside in websites or files you might access. To avoid them, you could avoid

dangerous websites, avoid opening strange éspavoid clicking of buttons that trigger programs to run

and avoid accessing files on USB drives. Of course, if you religiously followed these rules, you would
accomplish little on your computer.

Worms require no action to find you to implant their mare on your computer. They are constantly

scanning for devices to which they can connect and once they discover a potential host, transport

themselves to that host. They could be resident in a website you open or come to you from another

infected devicet KS { GidzEy SiG 62 N¥ ONRLILI SR LNI yQa ydzOf SI NJ NI
an Iranian scientist placed an infected USB flash drive into his PC. Stuxnet infected the PC and used it as

a launching pad to transport itself to the computers catling the centrifuges concentrating uranium.

Each device on the Internet broadcasts its address and availability so that others may see it. The
downside is that this exposes a computer to worms. To lessen the risk, install a firewall between your
compute and the Internet. The firewall broadcasts its address and availability (or none at all) and
shields the address of your computer. Worms cannot see your computer through the firewall unless you
provide a pathway by connecting to an infected website oeiitisg an infected USB drive. Be sure to

turn on the builtin firewall on your computer or wireless router.

In addition to firewalls and being careful as to websites, emails and USB drives, you must have current
anti-virus software on your computer. by are not certain whether your antiirus protection is up to

RFGS FTYR O2yFA3IdzZNBR LINBLISNI &z 3I2 G2 GKS @SyR2NDa
whether your software is functioning properly. If unsure, choose the default configuration.

Anarticle by Neil Rubenking in the March 3, 2017 issue of PC Magazine evaluated 46 utilities to protect
your Windows PC from malware. It lists the following ten as the best antivirus protection programs of
2017: McAfee AntiVirus Plus, Webroot SecureAnywherivirus, Bitdefencer Antivirus Plus 12017,
Symantec Norton AntiVirus Basic, Kaspersky-¥ints (2017), Avast Pro Antivirus 2017, Emsisoft Anti
Malware 11.0, ESET NOD32 Antivirus 1®e€&ure AntVirus (2017) and Trend Micro Antivirus Security
(2017).

The article contains a sidwy-side comparison of functions and links to moredigpth reviews. Access it

at: http://www.pcmag.com/article2/0,2817,2372364,00.asAll these products furtion well. Pick one

that you prefer and be sure to configure it to check all of the files, emails and websites you access. While
Y2340 KIS KAIKSNI aNBIdzE I NE LINKROSaz gt GOK FT2NJ alfs
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Practicing Safe Computis@0 oProtection from WannaCry Ransomware
Originally published in the June 2017 issu¥ehturing into our PagtGSCV)

The WannaCry ransomware has been all over the news as it has infected hundreds of thousands of
computers vorldwide, impacting major institutions as well as individuals. While all of the information
below is available online, | have not found it written in nontechnical terms in a single place. Hope you
find this helpful.

What is the issue?

1 The WannaCry (or WiaaCrypt) ransomware exploits a vulnerability in all versions of the
Windows Operating System (OS).
Microsoft issued the following to explain this explditip://tinyurl.com/me8rx8g.
The above bulletin contains a link to Microsoft Security Bulletin MBD? which includes the
security patch to fix this vulnerability.

)l
)l

Do | need to worry?

1 If your computer is running a supported version of the Windows OS (7, 8.1 or 10) AND is set to
automatically accept security patches from Microsoft, you should be protected.

1 If you are running Windows 10, automatic updates are turned on and cannot be turned off by
the home user, so you should be protected.

9 If you are running a supported version buisitnot set to automatically accept security patches,
you are at risk.

9 If you are running a neaupported version Windows OS (8.0, XP or earlier), you are at risk.

What if | do not know which version of Windows | am running?

1 A quick facility to check wha¥indows OS you are runninghigp://tinyurl.com/zmk89k4(this is
not a Microsoft site). It will display your OS at the top of the page and give you instructions if
you want more details.

9 Alternatively, you cafind instructions ahttp://tinyurl.com/hd64506. Though not quite as

convenient and only covering supported versions, this is a Microsoft site.
What if I am running Windows 7 or 8.1 and do not know if automatdatipg is turned on?
For instructions, see the following Microsoft publicatibiip://tinyurl.com/z6t342p. Go down
G2 GKS LRNIA2Y SyidAaidtSR ac¢dz2NYy 2y FyR dzasS ! dzi2y
1 If you find that you do not havautomatic updating turned on, you are strongly advised to turn
it on.

= =

What do | do if | am at risk?

9 The Microsoft bulletin cited in the first sectiomttp://tinyurl.com/me8rx8g, contains links to
download the M&7-010 patch

1 Ina highly unusual move, Microsoft has issued security patches for several unsupported
Windows versions, including XP and 8.0, which are otherwise not supported with any fixes.
Microsoft also offers a patch for Windows Server 2003. Howekierjg primarily a business
installation and it is highly unlikely you have it on your home computer. Links to these
downloads are at the bottom of the bulletin.

9 If you are running an earlier version of Windows, no fix is available from Microsoft.

9 If youare on an unsupported version of Windows, it is highly recommended that you upgrade.
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Practicing Safe Computing #Z/erizon 2017 Data Breach Report
Originally published in th@dune2017 issue o¥enturing into our PagtGSCV)

For the past 10 yeay¥/erizon has issued an annual Data Breach Report. Here is a quick summary, with
thanks to the University of California Information Security department. As the Verizon report is based on
actual investigations, it is one of the best sources for data on vehadppening.

Who is behind the What tactic do they
breaches? use?
PERPETRATED T HACKING 62%

OUTSIDERS
INVOLVED ORGANIZE§D slo¢ MALWARE 51%
CRIMINAL GROUPS 0
HACKING & STOLEN R ;
INVOLVED INTERN ey WEAK PASSWORDS =l
ACTORS P
SOCIAL ATTACHS 43%
CONDUCTED BY STAfims
AFFILIATED ACTOR$ PRIVILEGE MISUSEIE%.
FEATURED MULTIPKE
PARTIES 0 ERRORY 14%
INVOLVED PARTNERS% | ‘ PHYSICAL ACTIONB% |
[ [ [ [
0% 20% 40% 60% 80% 0% 20% 40% 60% 80%

What else in common?

DISCOVERED BY THIRD PARTIES
RELATED TO ESPIONAGE

BREACHES WERE FINANCIALLY MOTIVATED

MALWARE INSTALLED VIA MALICIOUS
EMAIL ATTACHMENTS |

0% 10% 20% 30% 40%  50%

So, most breaches are perpetrated by criminals outside the organization using a combination of hacking
and malware and relying on poor password practices. Most were NOT financially motivated or related to
espionage. So, this would imply that most were mated simply by malicious intent, likely as a

challenge. It is also interesting to note that 43% (2 in 5) were not discovered by the targeted
organization but rather by outside parties. Bottom line, recognize that your data is at risk and so be
careful wha you share, practice good password management and keep your virus protection up to date.
If interested in reviewing the entire report (which is 73 pages) please gtiga/tinyurl.com/mzyk6vt.
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Practicing Safe Computing ##2a 2 R S Y Routerg R
Originally published in thduly2017 issue o¥enturing into our PaggGSCV)

A modem (hodulate anddemodulate) is a device thatccepts a series of analog signals (tones) and

O2y @SNIia GKSY Ayid2 GKSANI RAIAGEE SljdzA@lfSyida oNBLJ
Ad AaY2RdzZ FGA2yéd 1yl f23 (G2 RAIAGEIEE Aa GaRSMERdAzZ | (A

AAAYylFfad | 2dz2NJ O02YLIzi SNI NBO23ay Al Sa WRAIAGEHEQ &GNBI

modem to interface between the communications line and your digital devices. It is the first device into

which you would connect the cable comingdritour home.

A router is a network device that takes a digital signal (after being converted by the modem), and
intelligently distributes or suppresses it. It may connect directly to a desktop computer and broadcast
via WiFi for your wireless devicegfitops, smartphones, tablets etc.). Routers can have rules, including
what signals to permit (for example you might bar adult content or specific websites), passwords (to
restrict which devices can access it), encryption (to protect transmissions) anld-anlfisewall (to

protect your devices).

Most routers include builin firewalls. This article provides easy instructions to check if yours does and,
if so how to turn it onhttp://tinyurl.com/mt6cfml. Checkhe user guide that came with your router or
0KS @SYyR2NRaA gpecificidsta@iond 2 NJ NP dzi S NJ

Wireless routers are those that transmit digital data viaRMior use by your wireless devices. While not

all routers provide wireless transmissiomitwally all that are relevant to a home user do. Such routers
2FFTSNI 2ySz: Gg2 2N SOSYy GKNBS aolyRadé . FyRa | NB
Wi-Fi signals. If it only provides one band, it may be competing with other wireless d@viges

Bluetooth). Most offer two bands, 2.4 gigahertz (2.4 GHz) and 5 gigahertz (5 GHz). A few, offer three.

Two is normally adequate. The router automatically switches as needed.

You generally do not need the fastest and most expensive routers siase likely far exceed the data

rate from your Internet service provider (ISP). Older routers may be slow and use protocols that do not
1SSLI dzlJ 6A0GK (2RIF&8Qa RSOAOS&D ! OdzNNByid 2N NBOSyi
second (300 Mbps) i&ely more than sufficient. 2y A RSNJ FlF aGSNJ aLISSRa AT @&2dz
concurrently share several wireless devices, or stream videos.

Wireless routers will generally have one or more antennae. More antennae typically correlate to wider
coverage. So, ifou have a large area to cover, consider a router with several antéiyau need to

cover an especially large area or needPlio go through certain types of walls and doors, you might
need a separate range extender. Such a device amplifies the tigealch additional areas.

Routers will have one or more USB and Ethernet ports for directly attached devices. This can include a
computer, shared storage and printers. If you are connecting a USB 3 capable device, be sure the router
has available USBpdrts. USB 3 devices connected to USB 2 ports will transfer data more slowly.

Review the features before you buy a router and check objective online articles. For comparisons of the
best currentgeneration wireless routers seetp://tinyurl.com/n63a3f3, http://tinyurl.com/hoon5qg,
or http://tinyurl.com/8xjrafp.
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Practicing Safe Computing #23 ¢t KAAKAYy 3 SYFAf FNRBY @&2dzNJ
Originally published in the August 2017 issu&/ehturing into our PaggGSCV)

| recently received the email snapshotted below. Note that the sending email address looks legitimate

FYR GKS . Iyl 2F ! YSNRAOI yI YS | yeRndithera e ndabvibud ¢St ®
spelling or grammatical errors. It tells me that my account has been locked which is certainly something |
would want to fix quickly. Yet, this is a phishing email sent to obtain my personal information, including

my Bank of Ameca ID and Password. It is assuredly not from Bank of America.

Tue 6/20/2017 10:36 AM
Bank Of America (Notification@bankofamerica.com).

Bank of America : (Account Locked Validation Process Required)

To Bookbinder, Hal

Bankof America ”j‘?

We have detected irregular activities on your file.

You are required to verify your Bank of America information to confirm your identity.

Bank of America, N.A Member FDIC. Equal Housing Lender @

© 2017 Bank of Amenca Comoration

Hovering my cursor over thgotification@bankofamerica.comddress, the actual source address,
dwagar.hussain@descon.cén® RA aLJ I @ SR® ¢NBE K2@OSNAyYy3I 2@0SNJ 1KS a
you will see this. Further, thls is Ilkely not even the real address. Itis certalnly not from Bank of Americal!

.S Fa&ddz2NBR GKFGZ AT U NGASNRE OAziGf2yAT| L2 W 208 R OBS {i | |
like a Iegltlmate Bank of America login screen. | will be asked to log in with my ID and Password.

| 26 SOSNE L gAfft y2G 06S ARSYGAFeAy3d vYeaStBmadtaAyel vy
or whoever is actually behind this email. They could then use this to access and drain my account.

Your bank would never send you such an email. DO NOT click on the link. Not only will you be taken to
unsafe pages that likely will appear legitiraabut just clicking on the link may result in malware being
installed on your computer. If you feel that this warning might be legitimate, call or log in to the bank
using your normal method of doing so. NEVER click on a link in such an email.

MostreaddNBR @gAff &l & GKFIG (KSeé Gaog2dd R ySOSNI 6S F22f SR
thought about it. However, we often go ahead and click on links before thinking them through. Each

time we do so we open ourselves to risk. Undoubtedly, thousanéven hundreds of thousands

received this email. Some actually have accounts at Bank of America, and some percentage of these will

fall for it making it a profitable scam. Think before you click!
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Practicing Safe Computing#24 ¢ ¢ KS LY SN}y SiG Aa FT2NBISNE
Originally published in the September 2017 issu¥efituring into our PaggGSCV)

Some truisms to consider
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Be careful what you text, tweet, email, post to Facebook, place on a webpage or even save to your

computer. Copies may exist on your computer, on servers, in email archives and of course, in the
NEOALASYGQ&a YIAfoz2E 2 bdrevalingar itBnSdoésING réroseic@piedtandsntay S G A y
not even remove the original.

When upset | often proceed to vent my anger in an email. | then set it aside and reread it the next day.
80% of the time | delete it. When | do decide to send it, | gdhet@ne it down. Emails can often
O2y@Seée I KINBKSN) G2yS GKIFYy AYyGSyRSR® hyOS aSydasz A

LGSYa SNI}A&ASR FNRY ¢6So0aAridisSax yR RSTdzy Ol ¢SoarisSax
al OKA Yit®é#/archiie.org/web/web.phpd6 A ¥ &2dz F2NHSG (GKS W[ X 2dzAad D;:
periodically sapshots websites, preserving them forever. To date, it has saved over 300 billion web

pages. For example, if you enteww.iajgs.orgnto the Wayback Machine search field you will find that

it has snapshots of the weltsigoing back to 2000.

If you select 2001, a calendar will show that snapshots were taken on Ma¥¢ciAgdl 39, July 2 and

September 28. If you click on the September®?a y' I LJAK2{d FyR &St SO0 ahFTFAOSNE
Hal Bookbinder was praent, Anne Feder Lee was vice president, Joel Spector was secretary and

Michael Posnick was treasurer. The Wayback Machine began operation in 1996. It can be a great

research tool. It can also preserve things that you wish would go away.

In the U.S. yauemployer has the right to monitor your use of company equipment, including your

browsing, emails and instant messagi8gme believe that stricter privacy laws in Europe do not permit

this. However, according to BBC News, The European Court of Hum&nrRliggh in January that a

O2YLI ye KIFER GKS NRARIKG (2 OKSO1l 2y | 62Nl SNRa I OGA
while he was at work. It did caution against unfettered snooping.

9SSy @2dz2NJ 26y O2YLlzi SNI YI & r@afyidihistbry. Wheh joSdelett 2 dz a RS f
file, what you are actually doing is removing the index entry for the item and freeing up the space for

reuse. Until overwritten, it continues to exist on your hard drive. Utilities can retrieve such files.

Sophisticatd utilities may even be able to recover overwritten files. Internet browsers generally

preserve your surfing history unless you consciously turn this feature off. You might also consider
GdzNyAy3 2y @2dz 0NBGA&ASNDNA & LINRoZckumts you N®@keling. 3 ¢ 2 LIG A 2

Be careful what you write, save, post, send and the sites you visit. You never know who may be
watchingcl  FF YAt & YSYO0SNE @&2dzNJ O2 Ywdrkef,a ®idnd, &rbeOaidr G & RS LI
even a potential boss.
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Practting Safe Computing #25To@ 10 Tips for Detecting Phishing
Originally published in the October 2017 issu&ehturing into our PaggGSCV)

Recently, UCLA Healli Security releasethe following tips for staff to use to recognize when they

are beingphished (i.ethe fraudulent practice of sending emails purporting to be from reputable
companies in order to induce individuals to reveal personal information, such as passwords and credit
card number3. These are good tips for us all.

1. Hover overthe From
Probably the easiest way to identify if an email is legitimate or not, is to simply hover your
mouse arrow over the name in ti&rome column. By doing so, you will be able to tell if the
email is from a recognizable domain that is &dko the actual sender name. For example, an
email from Match.com should typically have the®@méR2 Y Ay 2F aYIlI G OKdO02Y¢ 6
bY2G OK®O02Yh 2NJ aKdzYof SGSYLISNDPO2YhHO @

Match.com See Who is Online Near You - Match.com
MAGIC Match.com - MasterCard Magi
u:cntavr.qig"_}_humtIetem;er.x::o m \
Rewarc *ady. Details Inside
Florida —— itional University O
Add and invite
Force F X180! - Unleash Y

K

Add to Contacts Emails [+

2. Are the URLs legitimate?
Continuing on with the theme of hovering over certain partshef email, another place to
check would be any URLSs the email is trying to get you to visit.

3. Incorrect grammar/spelling
A common practice of many hackers is to use misspelled words on purpose. While it may seem
that this would easily reveal dlhegitimate email, it is actually a tactic used to find less savvy
users. Spammers have learned that if they get a response from a poorly written email, they are
on to an easy target and will focus their efforts to bring that user down.

4. Plain text/Abserce of logos
Most legitimate messages will be written with HTML and will be a mix of text and images. A
poorly constructed phishing email may show an absence of images, including the lack of the
O2YLJl yeQa f232d LT (GKS SNBWE MKl v f4KILE | 8\2ydz@iNEE
from that sender, it is best to go with your gut feeling and ignore the message.

5. Message body is an image
This is a common practice of many spammers. Make sure the email is a good mix of text and
images. Also, there ay be embedded links for you to hover over within the image for an extra
step of precaution.

6. IP Reputation
If you can easilidentify the sending IP of thatemi@i @ 2dz OFy f 2271 dzLJ §KS Lt G
0 KNR dz3 K w SéndeNSeore sitdhis @al will reveal a score-{00) and will be able to
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give you some insight into the sending Hestorical performance. The lower the score, the more
likely the email is a phishing or spoofing attempt.

7. Request for personal information
One tactic that is commonly used by hackers is to alert you that you must provide and/or update
your personal infamation about an account (e.g., Social Security number, bank account details,
account password). Phishers will use this tactic to drive urgency for someone to click on a
YIf AOA2dza ! w[ 2NJ R2gyft2FR Iy FaGdF OKYBefll | AYAy3
information.

8. Suspicious attachments
Is this new email in your inbox the first time your bank has sent you an attachment? The
majority of financial institutions or retailers will not send out attachments via erB&@INOT
OPENattachments from senderor messages that seem suspicious. High risk attachments file
types include: .exe, .scr, .zip, .com, .bat.

9. Urgent/Too good to be true
If an email seems too good to be true, it most likely is. Be cautious with any message offering to
place money intoydzNJ 6 y{ | OO2dzy i o0& &aAYLI & GOt AO1Ay3d KS
1AYR 2F dzZNHSyO& +ta FINIa aéz2dz Ydzad Of A0 Ayidz2
dK2dzf R 6S YINJSR |a da2dzyl1é o

10. Is my email address listed as th&rone address?
If younotice that your email address is being identified asdReon€ address, this is a sign of a
fake email message. Along those same lines, ititeé field shows a large list of recipients, you
should also be cautious. Legitimate emails will most likelgdnt directly to you and you only.
,2dz YIe 4SS adzyRAaOf 2aSR NBOALASyGasd FyR (KAA
a valid send, but double check by using the other tips identified above.
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Practicing Safe Computing #26 & | (i AlaNJi K&ES 3VG K
Originally published in the November 2017 issu¥ehturing into our PaggGSCV)

World
Wide
Web

Deep
Web Dark Web

The Internet connects you to the World Wide Web (WWW). This comprises all of the sites on the

Internet accessible through their Uniform Resource Locators (URLS). Search enginem(ikeGBing)

index only a small portion of the WWW, likely less than 5%. The portion of the WWW visible to these
aSFNOK SyaiySa Aa OFffSR GKS a/tSIFNI2S06¢ 062N a{ dzN.

The 95% thais notindexedh & NB FSNNBR (2 {Ha alPAATDIIIS 28D&E @IINJ
The Deep Web includes database, email and private messegibent. When you access your bank

account, download a video on demand, search for your surname in Ancestry, or your town on

JewishGen, you are accessing tfe®L) 2 Sod 2 KAt S @2dz2NJ 6l y1Qa YIAYy 6S6
Ancestry.com and JewishGen.org are public forms and part of the Clear Web, digging into the data

underneath takes you into the Deep Web.

¢KS a5 N)] 2806¢é¢ Aa 0KI G duseddpdcial goftvgare toldcess. Ir8fisadte So K
Dark Web is typically transmitted through numerous intermediary sites and encrypted multiple times,
providing anonymity. This includes small frietodfriend networks as well as large networks such as
GCNIBS £ AICHRINE o KS ¢2NJ bSGg2N] Aa (GKS Y2adh 6ARSTE €
GAUK ad2yA2yé ONIF GKSNI GKIFIY ad02Yé 2N ad2NHEL D |

It you are in Los Angeles and accessing a Dark Welosiiedhin New York you might be routed through

Belgium, Russia and Jamaica. New York sees the sending site as Jamaica and you sethitesasd

.St AAdzYd ¢KSaS flIyRAYy3I LRAylGaI 2N y2RSazX | NB NBTFS
one rode to another, repeatedly encrypting it along the way. This frustrates discovery of who you are,

what you are accessing and what you are communicating. A user of the Dark Net can take further steps

to hide his/her browsing. While | cannot attest to itscacacy, you might check out
https://darkwebnews.com/helpadvice/accesslark-web/.

Significant legitimate traffic exists on the Dark Web, including discussion groups, in which peeys simpl
gAAK (2 O2yFARSYGAlLffe YSaal3asSs o6ft23 2N aKIFINB FAf
anonymous searching. However, due to its anonymous nature, it is also used for illegal trading, buying

and sharing by extremists, drug dealers, hackers, pkiliep and terrorists.

We are all aware of the major hacks of personal data that have occurred in recent months, including the
enormous one at Equifax. Some data from these hacks is certainly available for purchase on the Dark
Web. To make it mordifficult for criminals to gain access to your personal data, maintain strong
passwords that you regularly change and instruct the credit bureaus to limit the use of your information.
Carefully monitor your financial statements and take quick action winennptice something is amiss.
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Practicing Safe Computing #2Tafie care when you use Goagle
Originally published in the December 2017 issu¥efituring into our PaggGSCV)

We all use search engines like Google and Bing multiple times each dayrendllgdrust that the
algorithms they use are taking us to legitimate pages on the Web. We know that the first few links pay
for this placement. So, we skip over these and go to the first or second link after the advertisements.

Some malware experts havdevised ways to trick the search engines and get their own sites at or near
the top. You click on the link and think you are on a legitimate site. After all, you searched for it and
used a great tool like Google or Bing. The site then directs you tthhanahd maybe another site. You

are still not suspicious.

It now presents you with a button to download a Word document with the information you want. You

have no reason to suspect anything and so click on the button. When you open the Word document, it

adlad e2dz o0dzadzrtfte Ay F oFyySNIFd GKS (2L 2F GKS L3k
everything looks legitimate and so you do so.

Microsoft Word defaults to not allowing macros because they can be dangerous. A macro is an
executable scripthat could do almost anything, including installing malware on your computer. You
finish your reading and do not realize that you are now infected with software that may be recording
and transmitting your keystrokes, displaying adware or deleting yaas:. fil

My purpose is not to make you paranoid about search engines. But, when you do search, look at the

URL. Does it appear legitimate? If it redirects you several times, be suspicious, never providing personal
information. Most importantly, think twice befe downloading a file, and if you do and are asked to
GSYylLofS YIONRAQT NHzy F2NJ GKS ySINB&lG SEAGP ¢CKAA A

I Oflaa 2F YItgl NS OFffSR a¥%Sdza tlyRIFIé¢ dzaSa (KAa
been implanted into cedin web pages which are designed to display near the top in a Google search.

These pages appear completely legitimate, but are infected. You are then directed to a site that asks you

to download a Microsoft Word document which contains macros.

Onceyoua NBS G2 aSylroftS YIFIONRAaA: (KSe@ IINB FOGADBS | yR &
distributed as attachments to SPAdrhail. Most of us are rightfully wary of downloading files from

{tla SYIFAf 2NJFINBSAy3a G2 aS\owibdtlE ofieiin@iNRalierad | 26 S DS
aSINOK @2dz AYAGAIFIGSY @2dz YAIKG €S0 R2¢y @&2dzNJ Idz N
confident that the document is legitimate and permitting it to run scripts is safe.

Want to read more about Zeus Panda?tdasogle it. (Yes, | see the irony. Do not abandon Google; just
to be careful.)
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Originally published in the January 2018 issu€afturing into our PagiGSCV)

In October 2016 | wrotabout Password managers, sharing my experience with a free tool, LastPass. |
have been using it now for well over a year and remain quite satisfied with its features. It supports my
access to over 100 sites with a variety of IDs and passwords. | comnmerydit as a tool which can
streamline your access to sites on the Internet while providing enhanced security.

Password managers store your login information. They then automatically log you in to the site once you
bring up the login page. They often inde other valuable security features, like recognizing new sites

that you have logged into and offering to save the login information, filling in forms, synchronizing
across your devices, generating impossible to remember complex passwords and perrittiog y
designate a person to obtain your access if you become incapacitated.

[Fadtlrada A& AYylddZAGA@ST LINRPGARAY3I aOlF NRaé¢ FT2N St OK
folders. You enter a description, ID and password into each cardup setparate folders for email sites,

financial sites, genealogy sites, shopping sites, social media sites, travel sites and work sites. | then open

the appropriate folder and click on a card. LastPass takes me there and logs me in.

Typically, sites adkr an ID (or email) and a password. Sometimes, however, they ask for a third entry. A
site | use asks for my last name, ID and password. LastPass permits you to add a third entry along with
the two typical ones. So, you can script it to accommodate ungifuations. LastPass resides in the

Cloud. So, you can access it from any computer. For computers you typically use, you can link it into the
browser (Internet Explorer, Chrome, Firefox, Safari) so that it is immediately available without first
logging in Do not do this if others share the computer as they will then have the ability to log in as you.

Some sites require you to click on a link to the login page and then to enter your information. Consider
setting up the card with the login page rather théne initial page. LastPass also generates complex
passwords on request which you can use to better secure your most critical sites. You can download it
from http://www.lastpass.com

C2NJ SEOSttSyil O2YLINR&2ZYy&a 2F @esyPaSwaiiManbgersofd & 6 2 NR
20m y Bttpsd/www.pcmag.com/article2/0,2817,2407168,00.asp | Y FBest Rreé Bassword

Managers of 201 €httpd://www.pcmag.com/article2/0,2817,2475964,00.9spPC Magazine rates two

FNBES tlFraag2NR alylF3ISNAR a GO9ORAG2NRQ / K2AO0S¢x [Fad
invesigation to select the right tool for you.

A password manager is a convenient, secure way to maintain different passwords for the various sites
that you visit. Of course you must create and remember a password for your password manager.
Consider recording in a secure location, like your safe deposit bfust in case.
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Practicing Safe Computing #28eftdown and Spectre
Originally published in the February 2018 issu¥efituring into our PaggGSCV)

You may have heard of two widelgported vulneabilities,
Meltdown and Spectre. They take advantage of the way personal
J} computers, mobile devices and the cloud intuitivelyp@sition
RFEGlI Ay aOF OKS¢ G2 &aLISSR LISNF2NXIy
exposed to other programs running on the device or othsew
sharing workspace. This risk can impact iPhones, iPads, Android
Meltdown Spectre devices, MacdVindowsand Linuxomputers.

This is a difficult issue to fix as the problem is inherent in virtually all processors created in the past 20

years. Software fixagduce but do not eliminate the exposure. Further, these software fixes may slow
processing 10% to 30%. In their haste to respond, Intel released fixes that actually introduced problems

in which computers rebooted themselves unexpectedly. They then adeisstdmers not to install

available updates. On January'®2ntel announced that it was testing a fix to address this rebooting

problem. By the time you read this, it will likely be available. For the latest from Intel, go to
http://www.inteL.com | y R Of AO1 2y GCAYR 2dzi GKS fFiSad ySgaxs

While the likelihood of you being impacted is slight, there are some precautions you can take to further
reduce the risk. Keep your software programs current, close individual bravisdows when you no
longer need them and rather than simply walking away from your computer or just locking it, log off. If
you are using an older operating system that is no longer being maintained (like Windows/XP or
Windows/ME) upgrade to aucrent verson (Windows/7 or later).

Notwithstanding the recent Intel issue, you are likely better served by updating your devices with the

latest software patches and versions as they are released. Generally, devices are set to check for

updates automatically andither accept them or ask whether to install the update. Sometime we opt to

defer so as not to interrupt our use of the device. As these updates may contain fixes to these or other

@dzt YSNIYroAf AGASaT Al A& oSad dke HAOLQKE (KN YIEI SGENISIO

L¥ @2dz NB y20( adiNB 6KSGKSNI @2dz KI @S Fff Odz2NNByi
applies to your browser (Internet Explorer, Edge, Safari, Chrome and Firefox), your operating system

(iOS for Apple deces, Windowsind LinuXor PCs an@reo for Android devices) and your hardware
OLYyGStX a5 YR !'wa0od hyOS 2y GKS&ANI 6So0arAiasSs &SIk N

Be wary of folks who may try to trick you. Do not click an email link purported to comidalcsecurity
dzLIRIF G Sad ¢KSasS N’ 3ISySNrtfe aoldlyvyaod wliKSNE 32 RA
you are already current due to automatic updateegitimate fixes do not come through links in emails!

Expect further fixes to bissued over time as hackers discover creative ways of exploiting these
vulnerabilities. As of this time, however, no such misuse has been detected. If you want to better
understand Meltdown and Spectre, cheakps://meltdownattack.com It offers a quick description, an
excellent set of FAQs and a lengthy research paper on éackss it through Chrome, Firefox or Safari.
It was not created to operate correctly undetémet Explorer or Edge.
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Originally published in the March 2018 issu&/ehturing into our PagtGSCV)

The U.S. Department of Health and Human Sen@ése of Civil Rights (HHS O@Rntly published a
lengthy list of precautions to limit your exposure when travelidlpng with the obvious things like
requiring passwords to access your devices that cannot be easily guessed and backing up your data
before your leave on your trip, followg are sixthat you may not have previously considered

Bring and Use Your Own Power Adapters and Cords

LGQa YySOSNI a4l FS G2 OKIFINBS @2dz2NJ RSOAOSE dzaAy3d Fyei
may install malware onto hotel lamps, airpéibsks and other public USB charging stations. If you
Foaz2fdziSte Ydzad OKINHS &2dz2NJ RSGAOS 2y (GKS NRBIFRZI |
power down your device before you connect it into any airport chair or public USB charging station.

Install Security Updates and Patches

Be sure to patch and update operating systems and software (including mobile device apps). This should
be a regular practice, but it is particularly important if you will be unable to update while traveling.
Updates ad patches can fix security flaws and enable security software to detect and prevent new
threats.

Turn Off WiFi AuteConnect and Bluetooth

D2 Ayid2 @2dz2NJ RSPAO0SQa { S i ighikest opfich boltreaN@uInariuglR R A &
connect when it is safe to do so. Similarly, disable Bluetooth connectivity. If left on, cyber thieves can
connect to your device in a number of differearid easy ways.

QD
(@]

Avoid Public WiFi

Avoid connecting to any public WiFi network. Using your mobile network (like 4G or LTE) is generally
more secure than using a public wireless network. Do not conduct sensitive activities, such as online
shopping, banking, or sensitive work, using a puliieless network. Always log into your work
ySGig2N]la GKNRdIzZAK xtb>X YR 2yfé daAaS airdasSa GkKI G

(@]
w
LLl

Ensure Physical Security of Your Devices

NEVER let your devices leave your sight. If you cannot physiciligidvices in your hotel room safe or

other secure place, take them with you. There are no good hiding spots in your hotel room! Many

breaches occur because a device was left unattended when an opportunistic thief struck. When
traveling with laptopsandto f SG a2 GKS o0Said LINRGSOGA2y Aa (2 OF NN
your devices in your checked luggage.

Use Geelocation Cautiously

Most social media sites are happy to automatically share your location as you post photos and
messages. Thiaso tells thieves back home that you are away, which is a great time to break in. So, limit
the information you post regarding your location at any point in time.

Seehttps://www.hhs.gov/sites/default/files/ocrcybersecuritpewsletterdecember2017.pdffor the
full HHS OCHst of traveling precautions.
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Originally published in the April 2018 issué/enturinginto our Pas{(JGSCV)

; - GEDCOMGenealogicaData Communication) provides a set of rules
o {_ﬁ for exchanging data between genealogical software. The LDS Cht

— created GEDCOM in 1984, with its final update in 1999 (version 5.
GEDCOM offering it freely to thg geq&logical community. The LDS Church nc
o alk2yazNa UKS WD9//ha - Q tNBReS

When you create an EXPORT file from your family tree program to share or upload family data, it is
ONBIFGSR dzaAy3d GKS D95/ ha &dFyRIFINR® D95/ ha Aa I al
level numbers, descriptors and data, all in plain text, Wiian be read by different programs running in

various operating systems on different computers. The level numbers and descriptors define the

subsequent data so that the receiving program knows how to handle it.

HTML (Hypertext Markup Language) is anotingpertext language which is used to define every page

2y GKS 22NIR 2ARS 2S0¢d LF¥ @&2dz K2f R R2gy GKS [/ b¢]
willseetheuy RSNI @Ay 3 | ¢a] O2RS® 52y Qi 62NNRI (GKAa GAff
hypertextlanguages. XML (Extended Markup Language) is used to share data and HL7 (Health Language)
is used to share medical information.

Below is some typical GEDCOM code (on the left) and what it means (on the right).

0 @11@ INDI Indicates that the following ata relates to individual #1

1 NAME John/Smith/ t NBE@ARS&a (GKS yIFIYS 2F AYRAGARdAzZf | mZ
1SEXM Indicates that the sex of this individual is male

1 FAMS @F1@ Indicates that this individual is a member of family group #1

0 @I2@NDI Indicates that the following data relates to individual #2

1 NAME Mary /Jones/ t NBE @ARS&a (GKS yIFYS 2F AYRAGARdAzZrf | HZ
1SEXF Indicates that the sex of this individual is female

1 FAMS @F1@ Indicates that this individual israember of family group #1

0 @I3@ INDI Indicates that the following data relates to individual #3

1 NAME Sam /Smith/ t NBE@ARS&a (GKS yIFYS 2F AYRAGARdAzZf |1 HZ
1SEXM Indicates that the sex of this individual is male

1 FAMSQF1@ Indicates that this individual is a member of family group #1

0 @F1@ FAM Indicates that the following data relates to family group #1

1HUSB @I1@ Indicates that the husband in this family group to be individual #1

1WIFE @12@ Indicates that the wifén this family group to be individual #2

1 MARR LYRAOIFGSEAa GKIG GKS OdaNNByd adrkrdsS aAa
1 CHIL @i3@ Indicates that a child in this family is individual @3

There are 134 GEDCOM descriptor tags, including BIRT (birth), MARR (marriage), DEABY&ath),
(burial), EMAI (email), PHON (phone), RESI (address or place of residence), OCCU (occupation), RELI
(religion), BARM (bar mitzvah) and BASM (bas mitzvah). For a listing of all of the tags, see
http://tinyurl. com/lah2stk
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can directly import a FamilyTreeMaker (FTM) data file. However, FTM will not directly import a
RootsMagic file. To transfer data frdRootsMagic to FTM, you must first export it as a GEDCOM file.

GEDCOM has some limitations. Pictures, Videos and links to web pages will generally not transfer
through GEDOM. A program may have unique fields or might be using a proprietary version oMGEDCO
such as GEDCOM 5.5 EL (Extended Locations). Nonstandard fields may not be transferred.

A program may permit you to create your own tags, sometimes by replacing standard ones with ones
82dz RSTAYS® {I& @&2dz NBLX I OS yworkjdhiigelinS/guhpfogram. 6 A G K & .
But, when transferred, the underlying tag may still be the one for christening.

Generally, when you are creating an export to GEDCOM, your program will permit you to identify which
fields to export. Be sure to carefullgview this to ensure you are exporting only the desired fields. For
example, you may not want to export your notes, sources or some data you wish to keep private.

Sometimes a receiving program has rules which block certain data. For example, it migbteuit

information on living individuals. So, when transferring data, be sure to understand both the exporting

rules of your program and the importing rules of the receiving program.

If data you expected to be transferred seems to have beeiP LILISREX OKS O]l GKS WwWb2{iSa
receiving programs will dump the data that they could not interpret into Notes. Another thing to check

is your export settings. The default settings may not have included the missing data.

As noted at the begiming of this article, GEDCOM has not been updated in over 17 years while a lot of
G§SOKy2ft23A0Ft I ROIyOSa KI @S 200dz2NNBR® 2 A04GK Fft 27
about it? And, this is where GEDCOM X comes in. Family Search (théoggraam of the LDS Church)

fl dzyOKSR GKS aD95/ ha -¢é¢ tNB2SOU AY HAamMmMd ¢KS D95/
developers to create new specifications which, once approved, grow the product. If you want to read

more about GEDCOM X, se&&://www.gedcomx.org For now, however, your programs likely continue

to use the GEDCOM 5.5.1 standard.
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Practicing Safe Computing #8&licrosoft Word Tips & Tricks
Originally published in the May 2018 issue/ehturing nto our Pas{JGSCV)

correct it rather than just flagging it as misspelled? Do you wish it would stop automatically

correcting the spelling of another word? Thisk&pk LILISY Ay 3 (2 YS 6KSy L &
69t SOGNRYAO I SIHfTGK wSO2NRUOU® 22NR {SLIN WKStLAYIQ Y
changing 501(c)(3) to 501©(3).

E Do you routinely spell a particular word incorrectly and wish Word would automatically

AutoCorrect: English (United States) 7 X ¢ 2 TAE adzOK | y )f 2eéel y- 0Sazx Of A él

AutoFomat e cornerofthe WoR LJ- 3S I Y R KSY QhLXiAZ2Y

S e YR WL dzi2 | 2NNBOG hLiA2Ya00 24

e pe | UKS GRAGESAZT WwSLY leldife | YR W2 A

P WwSLI F OSQ FASER &Redinthed t ¢ aSS

] Capitalize names of days W2 A0KQ FASt RO L R S ﬁy&lEBm UKAa S

¥ Conect acadentatusage o S LOCK ke without it being changed. As | wantlato be

£ Repl automatically converted t&JCLAI added an entry to do

With: Flain text Formatted text

this. When | typeresume | usually meanésumé So, |
added this as well.

If you wonder how to enteé or any other special
character, clicky G KS WLb{9we¢Q (Fo6 2y
22NR aONBSYy IyR GKS w{eyvyozfQ
) Autamaticaly use uggestions from tne speling necker right. A short list of popular symbols will be displayed. If

Cancel @2dz R2 y2i aSS gKIG @2dz gt yiz
and select from a wide array of special characters.

g |
A

We have all experienced the frustration of ye.q options
having our PC freeze while creating a
document. You can have Word save your
work periodically (every minute if you like
so that you will never lose too much of it.
{AYAEfFNI (G2 tNR2FAYy: ™ e Hlerf NI ToriaE
lIJ h EJB,[ a Q q) b 2 é é é t S o L’J Language /| Save AutoRecover information every
able to define where and how often you = “**"
would like backups taken.

General _ .
Customize how documents are saved.

Display

Proofing Save documents

¢tKSaS INB 2dzaid G2 2F Ylye KStLFdA FSFHdGdzaNBa &2dz O
WhLIIA2YyaQ | YR W/ dzal 2 Y XKew& icand id theipbon adré@ss thekop bfthe & Y 2 NB
page). You can add ones you would like to have handy and remove ones that you never use. If you have
y2i SELX 2NBR WCAfSQ YR WhLIiA2yaQs L SyO2dz2N» 38 &2
set to make your Microsoft Word experience more pleasant and efficient.

The other Microsoft Office products (like Excel and PowerPoint) each have an array of preferences you

Oy 480G dzyRSNJ GKSANI WCAE SQ I yR Whetiicoalyeifabte fory R S N& (
that product. So, if you set your automatic save option to preserve copies every minute in Word and

want this in Excel as well, you will need to set it directly in Excel.
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Originally published in th@une 2018ssue ofVenturing into our Past (JGSCV)

Prior articles in this series (January 2@Q1#s Your Virus Protection Actually Workkhg ! LINAf HAMT
&viruses, Worms, Trojan Horses, Spywake a | & dMalwaverProtectiod 0 RA a4 0dziaSR G KS vy
properly running antivirus program on any computer connected to the Internet. Each year, PC Magazine
Lldzo f AaKS&a AGa NBO2YYSYRSR fAad 2F (GKS (2L 4Sy Iy

2018 2017 2016

AntivirusProgram Rank Rank Rank

McAfee AntiVirus Plus 1 1 3

Webroot SecureAnywhere Antivirus 2 2 4 U McAfee WEERESE
Symantec Norton AntiVirus Basic 3 4 -- v Norton "
Bitdefencer Antivirus Plus 4 3 1 Bitdefender
Kaspersky AntVirus 5 5 2 o

Avast PrdAntivirus 2017 6 6 5 KASPERJKYS avast
ESET NOD32 Antivirus 7 8 9 ==
R~Secure AntVirus (2017) 8 9 10 F-Secure. §*
Sophos Home Premium 9

- - SoPHoS TREND
Trend Micro Antivirus Security 10 10 - @ bl

For more information about these antivirus programs, pricing and alsyeside comparison, see
https://www.pcmag.com/article2/0,2817,2372364,00.a9ul of these products function welick one

that you prefer and be sure to configure it to check all of the files, emails and websites you d¢hiss.

YIye KFE@S KAIKSNI aNB3IdzZA F NE LINRAOS&asx gl GOK F2NJ alfsS

PC Matic, which advertises heavily as the onlydpoo fully Americarmade and based on whitelisting is
not on the list. While | like both concepts, PC Magazine testing has found that whitelisting blocks too
many legitimate sites and is not significantly more effective than competing commercial todlatC
claims to include legitimate sites quickly once identified.

Below are rules to remember regarding antivirus software:

1. ' YOADPANHz2 LINBINFYa AyOftdzRS 'y aSy3aaySé FyR | f
automatically updated so long as the subptidn is maintained.

2. Once the subscription ends, the engine may continue to run. However, without updates both to
the engine and to the profiles, protection is incomplete and may miss current viruses.

3. bSg O2YLIMzi SNE Ge& LA Ol f f gramifof OlimdeR Seridd. BasumI® fay | y i A @
to extend the subscription or install another program when the subscription ends.

4. Antivirus programs may provide you with the ability to raise or lower the level of protection.
Setting this too high may block thisgou wand. Setting it too low may put you at risk.

5. If you are instructed to turn off virus protection while installing new software, be sure to
promptly turn it back on as soon as you are able to do so.

6. Multiple antivirus products on the same computer anamatically slow it down. If you decide
to switch antivirus programs, be sure to uninstall the old one before installing the replacement.

7. LF dzyadzNBE gKSGKSNI 22dzNJ | yGAGANHzZZ a2Fd61 NB Aa O
website. Mostwill provide a facility to check your settings and suggest appropriate changes.

8. NEVER accept unsolicited offers to scan your computer, to provide antivirus software, or any
other service. If you do, you will likely end up with more issues than solutions.
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Originally published in thduly 2018ssue ofVenturing into our Past (JGSCV)

On June 6, 2018, the following notice was issued:

UCLA Office of the Administrative Vice Chancellor

Urgent Notice
To the Campus Community:

An unknown suspect has been calling UCLA students claiming to be a UCLA Police Officer and
demanding money. The UCLA Police Department (UCPD) does not call students or anyone else
asking for money.

Do not send money to any law enforcement or government agency
via wire transfer.

The suspect is falsely c¢claiming that UCPD has a w
arrest and a payment via wire transfer (Western Union, Money Gram, etc.) will resolve the issue.

In one instance, the student was instructed to purchase gift cards and ship them to a PO Box.

Even if a student does have an outstanding warrant, fines for such violations are always paid to a

court and never to an individual or company. There are no circumstances in which UCPD would

ask for money via a wire transaction.

This is true for other enforcement agencies as well, including the Internal Revenue Service
(IRS), Immigration and Customs Enforcement (ICE), and Immigration and Naturalization

Service (INS). If you owe back taxes or action is required regarding your student Visa status, you
will be notified via official channels. None of these agencies or departments would ask for
money over the phone or via a wire transaction.

If you have any questions, pleag do not hesitate to contact UCPD at (XXX) XX%XXXX.
Sincerely,

Michael J. Beck
Administrative Vice Chancellor

While you may well believe that you would never fall for such an attempt to scam you, in the heat of the
moment when a con artist connects witbly and demands immediate payment, can you be sure you

will be thinking so clearly? These con artists are very good at what they do. They may have some of your
personal information and use it to convince you that they are indeed from the government or they

might scare you with the story of a relative or friend trapped overseas. There will be a sense of urgency
with dire consequences if you do not com@Requiring immediate payment by wire transfer or

through untraceable items (like Bitcoin or gift cards)asclear red flag.

/| 2y aARSNI KAaAX52 &2dz2NJ FFYAf& 2NJ FNASYRA Lkad dzJRl
is for a con artist to identify family members and friends and their vacation location and then to use this
information in contactilg you with an urgent request for money to get your family member or friend out

of a terrible jam in a faraway place. Be on your guard and do not fall for such scams!
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Go gle 200 zlotys to dollars 0

Google is the primary way virtually all of us routinely search the internet. My students feel that they

have performed their research by simply doing a Google search. As genealogists we seek confirmation of
information we find. Here are a few tips to makeu a more powerful Google user (most work for other
search engines as well).

Add symbols and special words to your search, such as

- (minus sign) to exclude a word from your search (must be immediately before the word)
a (quotation marks) around atpase to return that exact phrase

defineto look up the meaning of a word

imageto display images related to the search word(s)

map xxx to display a map of the location. You can then take a closer or farther away look
ORto indicate that you want pages witeither word or phrase (must be capitalized)
related:xxx.comto search related sites to xxx.com

site:xxx.comto search only in that domain

G2 02y @SNI OdzZNNBy 0208 zotyStydolfal) a2 YSGKAYy3a tA1S a
translate to convert a phrase from one languagednother

weatherto look up the current and forecast for a location

=4 =4 =4 -4 -8 -8 -8 -9 -8 _9_°

2 yG G2 t SI Nypooyeps & { &i NOKSal ¢ NB (KIFG D223t S LISNJ
features. For example, they used to allow wild cards within words but do not now dovsoSome tip
sites are out of date. | prefer ones published in the past year.

ORis a powerful tool to speed research. Say you are searching for Joseph Bookbinder but it may be
spelled Buchbinder, you could searchéoWW2 & SLIK . 221 0 A Y R SANER&hdWdo thisie & S LIK . «
one search rather than two. Remember, you must capitalizeadRe

The minus+) function can be used to narrow your search. One of the families | am researching is
Barenberg. There are lots of pages on Russ Barenberg, a guitdres. Miyant to exclude these pages, |
searchBarenberg-Rusgnote that Russ immediately follows the minus sign with no intervening blanks).

I have found thenap function to be particularly useful. In preparing for my trip to the Warsaw

Conference and assiated travel in Poland and Ukraine | used this tool regularly to understand the
LINPEAYAGE 2F | t20FGA2y G2 20KSNBR la ¢Sttt +a G2 O
map, hone in for a closer view and back up for a wider one. | preggdral for use during the trip.

A final tip is to use Google to track your packages. Simply type in the FedEx, USPS or UPS tracking
YydzYo SNJ I yR GKA& gAff NBOINARSOGS (GKS LI O1F3ASQa KAAaG?2

_ I L ¥ @& 2filzd whatyad want, consider another search
b B|ng engines, like Bing or Yahoo! Features are similar to Got

but they scan the Internet and present findings different
They may find something that Google did not, or return it on one of thegages rather than many
LJ3Sa R26yd ¢2 f BINGIps Y ZANBdipsad I NOK T2 NJ &
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Originally published in th®ctober 2018ssue ofVenturing into our Past (JGSCV)

AfterthissizY Y SN A& 02 y TévNBpgriDseveralyiveekd trihiling across Poland and Ukraine,
taking thousands of iPhone pictures. | was bummed after inadvertently deleting some before
transferring them to my laptop. | then found that the iPhone was prepared for this. Here are some
iPhae tips, starting with recovery of deleted photos.

t K20G2a 0GKFd @2dz aRStS0S¢ FTNRY @2dz2NJ At K2y S | NB
Gt K202aé¢ L) 2y @2dz2NJ At K2yS (2 NBO2@SN) GKSYO®
GwSOSyiGtfe 58St SracBreddletdd piGduyed willhg displayddNith a number of

days until they will be permanently gone. You generally have 40 days to recover deleted photos. Once

@2dz Ot A0l 2y I LAOGAINE AO2yz &2dz Oy OK22a$S G2 aN
Once you see a highlighted location in the Map app in which you are interested, tap on it and
see information about it such your distance from it, its address, directions to get there, phone

number, hours, website, what Wikipedia has to say about it andemYou can even look
inside an airport or shopping mall to find a gate, restaurant or restroom.

In an emergency, first responders can access important medical information without needing
v your passcode. To provide infuch as medications you takepen the Health app and fill out
your Medical IDI had forgotten where it was located. So, | swiped down on the home screen
FYR GeLISR al SHf{iKéE Ayid2z2 GKS aSINOK FAStRod ¢KS | S|

Want an alternative to usig your thumbs to enter names or text messages? You can speak
Q} these instead. Tap the microphone symbol and speak the name or message. It will be
automatically typed. Like Victor Borge, you can even speak the punctuation. Oh, come on, you
remember Victor BNEHSHH  2dz R2y QUK [221 KAY dzLJ 2y | 2dz¢ dzo So

‘ Accessibility and turn on Magnifier. Then trijgliick the Home buttorat any timeto use the

Y camera to zoom in on small detaiReview other accessibility options as well. Also, check out
a5AraLxtlre yR . NAIKIGySaaéd ''yY2y3d 2G6KSN) aSiddAay3az @
that it easier to read a great alternative to squinting!

Want to be able to use your iPhone as a magnifying glasst® Settings > General >

Over time, you may find thatour iPhone is getting sluggish. There are a number of steps you
can take to clear the cobwebs and speed it up. Check out the followirsg¥eralhints:
https://www.macworld.co.uk/howto/iphone/speedup-slowiphone3463276/

Ever wish tdake a screenshot of what is displayed? Press the Home button (at the bottom

~ center of the iPhone) and the Sleep/Wake button (on the right side of the iPhone) at the
same time. Th@icture will be saved to the Screenshots album in Photos. A small version
of it will be briefly displayed in the lower left corner of the screen.

Want more? Go ttittps:/tips.apple.com/enus/ios/iphone for more iPhone tips. Or, to get help with a
ALSOATAO LINBofSYZ aAYLX e D223ftSz al2¢ R2 L EEEE 2
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When | was 80% done with this article Word froze with an hourglads had to Killit.

Due tocautosaving = K 2 énSA@rR WS not lost. Turn thison,Of A O1S 24 G CA €
GhLIGA2YazIde | ighBSsylbw offeéd to take backups and where to store

them. Alsocheck@ YSSL) GKS a0 ldzi2al SR OSNEAZ2Y A

According to Facebook, on September 25, 2018, they discovered that the
facebook. g P Y y

had beenhacked exposing 50 million Facebook accounts. The estimate was
later revised to 30 million. Finding a vulnerability in Facebook code, the hackers were able to
2001 Ay alG21Syaé¢ T2 NN Ast thesetgkéns 1B Fimuldte KeBigtReider dza S N.
and so access their data.

Tokens are strings of data provided when you connect to an application. The token is stored in
a cookie in your computer. Another copy is kept by Facebook. Each time you perform an action
with that application (inquire, update, et) Facebook queries the cookie, extracting the string

and including it with the requested action. If it matches the Facebook copy and has not yet
expired, it permits the transaction to take place.

Tokens have expiration datesd times. Typical tokens pixe after two hours. But, they may

be set to expire more quickly or even last for up to 90 days and can be renewed if permitted by
the application. Presumably, the hackers were able to obtain the copies of the tokens held by
Facebook (not from your compert). So long as they had not yet expired they could then use
them to pretend to be the owner. It is possible that they were even able to renew these tokens.

Using the tokens they could access some of the data that you have provided to Facebook,
includingpersonal details such as name, email address, phone number, posts, friend lists, group
memberships and the names of recent message conversations. They did not have access to the
contents of the messages. But, with the information they were able to gey, tloeild obtain

tokens for your friends and through them their friends. They could even see the most recent 15
searches and 10 locations you visited as Facebook keeps a record of these.

@ 3ASGaGAY3a FTNASYRaQ G21Sya I héRouldkKaBigly obitddnS A NJ T NA
millions of them (30 million, apparently). Once Facebook learned of the hack, they installed

patches for the three vulnerabilities that together permitted the hackers to do what they did.

They further expired 90 million tokens olnetir sites making them useless. If you had been able

to access a function through Facebook without logging in and suddenly found that you had to

do so, it is likely that your token was forced to expire.

Such hacks will continue. So, you need to think alwhat you share and what you do on the
Internet, realizing that it all might be exposed someday. This experience does emphasize the
need to log off of applications rather than just disconnecting. This notifies the application to
expire your token, rathethan letting it sit there, unexpired, awaiting the next hacker.
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Originally published in thBecember 2018sue ofVenturing into our Past (JGSCV)

As December 3l1approaches, phony charities ramp up their solicitations through
mailers, TV ads and online. Do you know whether a charity is legitimate, and even if
it is, how much of the collected funds actually go to the cause you support and how
much is eaten up in fudraising and administration? Commercials and mailers are
often unclear or misleading about how the money is spent.

We have all heard the Kars4Kids jingle innumerable times. But, do you have any idea how much of the
collected funds go to help kids? Dowknow what programs are offered, where they are offered and

for what kids? This charity is operated by an Orthodox Jewish community in New Jersey, primarily to

support its Jewish camps and youth activities. While there is nothing wrong with this, yoRwali 06 S
FgFNB 2F AG FTNRY (GKS OKIFENARGeQa AyoOSaalyid 2Aay3atsS ¢

YFNEnYARa KF&a | a5¢ NIGAYy3a FNRBY / KFENARGEe 2 G§0OK RdzS
goes into fundraising and overhead. They have been sued by se\aes &ir misleading advertising

and insider business deals. Per Charity Watch, comparable Jewish and youth development charities

spend, on average, 15 to 21 cents per dollar on fundraising and overhead.

L¥ GKAA AayQid Syz2daAK {2 20BHaIEnPeodfeported tbaXKars4Rigs b 2 3SY 0
RFEGFrolaSsy O2ydGFrAyAy3da AYyF2NNIGA2Y 2y foundlinsecuredA Y RA A
and with evidence that it may have been copied by cyber criminals. The report details the difficulty they

had in getting Kars4Kids to secure the database.

Often there is confusion about exactly what a charity does. For example, the Assofiathe

t NEO@SyldAzy 2F / NUzStdGe G2 !''yAayrta o!{t/! 0 F20dzaSa
AKStUSNET GKFG A& 6KSNB Al A&a t20FG§SRd | 2dzNJ £ 2 OF f
derives little benefit from youdonations to it. This in no way disrespects the great work of the ASPCA.

But, if you want to help animals here, consider giving to your local shelter.

To research a charity, you might check its annual IRS 990 filings. These can be accessed through the

Fow/ RI G A2y 900F¥idetSNDIAT a8 2dz aSF NOK F2NJ YFENBEnYAR&asz &2dz
expenditures and programs for several years up to 2016 (the most recenayaable). You will also

find that most of the funds raised are transferred to Oorah, Inc., a sister charity that operates its

programs. If you then look up Oorah you will find that it spends millions on management and overhead.

52y Qi 3 A D SistBeeaude th©rameNahdimiailerdr commercial seems appealing. Rather,

understand how much of the funds actually go into programs you want to support. Ask the solicitor to

mail you this information; read their website; Google their name; review their 8RSilhgs and check

their reviews and ratings on the various charity monitoring websites. These inCluadty \Watch

Charily NavigatQiConsumer Reportandthe. SG G SNJ . dzaAy Sa&d . dzZNBIF dzQa 2 AasS I
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ey Welcome to 2019. Below are my top ten tips for practicing safe computing, along with
»coN\ E‘Y‘ references to past articles in this series which provide additional information on each
*s) jtem. Wishing you a year of fsaand productive computer and Internet use.

1. Ensure a current antivirus program is  Best Antivirus Protection of 2018, Jun 18
installed, running, and setto scan all  Malware protection, May 17

incoming files. Is Your Virus Protection Actually Working?, Jan 1¢
2. Setyour computer to automatically Precautions whildraveling, March, 18
accept security updates. Protection from WannaCry Ransomware, June, 1°

Avoiding becoming victim of Ransomware, May 1t

3. Regularly back up your datatoaremot a A ONP a2 Fi 2 2NR ¢ALJA 9
location. Avoiding becoming victim of Ransomware, May 1
Backing up your System, April 16

4. Do not open suspicious emails or click Take care when you use Google , Dec 17
riskyemail links. Top 10 Tips for Detecting Phishing , Oct 17
Phishing email from your Bank, Aug 17
SociaEngineering, Jun 16
Avoiding becoming victim of Ransomware, May 1t
A Free Scan of Your Computer, Dec 15

5. Do not provide personal information Phishing email from your Bank, Aug 17
unless you trust the requester. 52yQiG KSfLJ GKSY aiStf

6. Do not respond to offers that sound too Urgent Demand for Payment, Jul 18
good to be true or require immediate  Phishing email from your Bank, Aug 17
response.

7. Set up different complex passwords for Password Managers, again, Jan 18
all critical files and use a password Password Managers, Oct 16
manager. Passwords, Aug 16

8 [ 23 2FF I LI A Ol A i Facebook Tokens, Nov 18
window. Sharing Your Family Tree & Identity Theft, Sep 16

9. Be careful what you write, save, post, Precautions while Traveling, Mar 18
send and the sites you visit. You never The Internet is forever, Sep 17
know who may be watching.

10. Update default passwords on devices Modems and Routers, Jul 17
you acquire, including wireless routers. Wireless Access, Feb 17

Goto Index
© 20152020 ly JGSCV and by Hal Bookbinder, permission to copy granted with appropriate attribution.



Paged5of 68

Practicing Safe Computing #40Vp DQX CAFTOK BSYSNI GA2Yy [/ St f ¢
Originally published in thEebruary 201%sue ofVenturing into our Past (JGSCV)

Top Speed 1G A 2G A 3G A 4G A 5G
(characters/second) 3 hundred 4 thousand 3.4 million 7.2 million 50 million

+SNAT 2y FYyR 1 ¢3¢ NB AYyGNRBRdzOAYy3a GKS f1GSad o6ANBt
Generation. In honor of this milestone, here is a short history of cell phoimmtdogy.

2 KAETS OFNJINIRAZ LK2ySa 32 oF 01 (2 riKISE Kipdh nEK $ NBA NG
phone was demonstrated in New York City in 1973 by Martin Cooper of Motorola. It would be 10 years

before cell phones would beommercially available in the U.S., and then at a very steep price. There are

now more than 7 billion cellular capable devices, or approximately one for every person on Earth.

ARCO provided me with my first cell phone in 1987. It looked like this, weighed several
pounds, cost over $3,000 (equivalent to $6,800 today), took 8 hours to charge and offered
30 minutes of talk time. With it, the folks at the ARCO data cethir| was managing

could reach me wherever | was (so long as | was within range of a cell tower).

B l Cell phones were introduced commercially in Japan in 1979 and here in tha U983.

1G was analog, meaning that sound traveled as analog radio waves to the nearest tower
where it would be converted to a digital signal to travel to the towerving the other

party. It would then be reconverted to analog and be delivered to the target cell phone.
This technology is no longer used in the U.S. nor most of the rest of the World.

2G came along in 1991. By providing encrypted digital transmistsiectly from the cell phone, it was

more secure, faster and far more efficient. It supported text and picture messages. This technology has
generally been replaced by 3G and 4G around the world. In the U.S. AT&T shut down its version in 2017.
Verizon ad T-Mobile plan to shutter their remaining 2G networks in 2019 and 2020.

3G was introduced in the U.S. by Verizon in 2002. It is faster than 2G, supporting mobile
Internet access, video calls and mobile TV technologies. 4G was introduced in 280iackd
circuitswitched telephony service with full Internet Protocol. Though this and other technical
enhancements it provides faster speeds for enhanced mobile web access, full IP Telephony,
enhanced gaming, higthefinition mobile TV and video confereing.

Your cell phone is likely 4G capable, Most areas in and around Los Angeles support 4G. A few areas are
still serviced by 3G networks. For example, much of western Malibu, including Point Dume, are serviced
by AT&T with 3G. Either is probably suffitifor your use. When | was in Ukraine this past summer, |
frequently found myself out of cell phone range. In checking cell phone coverage maps. | found that
Ukraine has 4G in major cities, 3G along major routes, and little coverage in much of theysioentr
D223fS da62NI R6ARS OSftf LIK2yS Yl Llaé¢ yR &2dz gAff

QX

5G is not only faster than 4G, it is likely even faster than your home WiFi. It provides the speed
necessary for intense wireless applications, likedeling cars. 5G is now available in limited areas. The
major carriers plan nationwide 5G coverage by 2020. Of course, you will need a 5G capable device and a
network plan that provides 5G. Sa#&ps://www.cnn.com/2018/12/18/tech/5gmobile-att/index.html

to learn more about 5G.
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Have you evegotten a
screen like this? As yo
likely suspect, itis a
scam. The number is

not to Microsoft 4l Google Chrome Critical Error!
ecurity system has detected the threatening attempt to gain access to your bank logins and related data,

Support but rather to Securt has detected the threateni i bank logins and related d
the scammer WhO will but this dangerous connection was blocked with Firewall and further data leak was prevented.

. We strongly recommend you to perform temporary block of all of your accounts, and take some necessary
try to sell you services security measures.

. Despite the timely blocking of the connaction, there is still a serious threat of private data stealth.
for your nonexistent Plzase, don t wait to respond, every minute is important!
There is possibility that virus already hurt your disks or destroyed and stole its data.
prObIem and Seek to It is reason for checking current system security and verifying its stability.
Obtain yOUI’ private Do not spend your time and immediately call us or contact our service center support team.
information. Most Contact Microsot Support:
. +1 {844} 693-8418

believe thatthey
WOUld never be f00|ed We are waiting for your rapid responce to help you.

Please contact our administration to solve this issue.

by this. However,
these scammers are
very good at scaring
you and in gaining your| Call Help Desk:
confidence. +1 (844} 693-8418

They may ask to take a look at your system to assess the problem. Granting them such access allows

them to implant malware on your coputer. Never give another access to your computer unless you

KFE®S Fdzt FIAGK Ay GKSY® L KIF@S 3IA@PSy | O00Saa G2 a
problem. But, | am hargressed to think of anyone else to whom | would grant such access.

This popup is triggered by visiting unsafe sites. You may have inadver@ruabsseduch a site by

clicking on a link or mistyping an address. Generally, you are not at risk and should simply close the

window. If the malware prevents you from doing sinultaneouslypressW! £ 4 Q> Wand NX QX W5 St
chooeWe¢l a1 alylF3ISND® ¢KS LINRPINI YA €2dz FNB NizyyAy3a ¢
LINS & & Wis Wil BrieS10s@ the program, not actually deletéfithis does not workpower off

and then back oyour PC. Generally, the pap will not return until you visit another unsafe site.

L¥ &2dz 3SG &dzOK | YS&aal3dS FyR 62YRSNIAFT Ad Aa NBI
I NAGAOIEf 9NNRBNHQ®  kiodn fakd rhebsade Hebigheddo parS/buNdmyouk I G A G A
money and information. You will likely also see sites displayed offering programs and services to clean

your computer. Tread carefully as these too may not have your best interest at heart.

There arevarious clues in this message that it is not real, including not showing the source (though
implying it is Microsoft), the sense of urgency, and the fact that the number shown is not that of
Microsoft Support (which is 86842-7676). These messages areadnably fake. Do not fall for them!
Never call the number or click on any link on such a warning message. If you want to reach out to
Microsoft Support, call them directly and they will surely reassure you that this is a scam.
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Synthetic ID theft is where a thief creates a new identity using some of your

— L SECURITY |
© ¥

information, like your social security number and birth date Federal Trade
Commission (FTC) estimates that as much as 85 percent of all identity fraud

Ay @2t @S a orfidtiéngl iDEVBhiley@uécan reduce its likelihood, the
pOSSIbIlIl’y remains that you will become a victim. So, it is important that you pay attention and then
follow up when something seems amiss.

The best way to catch synthetic ID theft is to monitour credit report closely. If you see anything -out

ofthe2 NRAY I NBX adzOK +a | RRNBaasSa &2dz2Q0S ySOSNI f AGSR
victim of synthetic ID theftYou have the legal right to receive your credit report for free ormeh year

and it is easy to do so. Just govtevw.annualcreditreport.conand respond to the quiz. It will ask you

such things as your monthly mortgage, rental or car loan payments providing several frmmg&ghich

to choose.

Once the system is satisfied that it is indeed you, it will ask you to indicate which of the three credit
agency reports you would like. You can choose to view one, two or all three of them. | recommend you
choose just one and doithevery four months cycling through the three over the course of a year. | put
reminders on my calendar to do so (e.g. January: Equifax, May: Experian, September: TransUnion). The
credit report will be displayed as a PDF which you can review, print aed Eae website includes

actions you can take if concerned.

Other things which might indicate possible Identity theft are charges on your credit card statements that
you do not recognize or bills that have not arrived. A credit card, utility or banknséatethat has not

come may indicate that someone has changed your billing address to hide their activities. So, it is vital
that you recognize when bills have not arrived and not just react to them when they do.

Of course, it is far better to avoid becamgia victimTheCalifornia Department of Justice website
AaK2¢6a ToKi® A fodldentity Theft Protectibrd

1. Protect your Social Security number.

2. Fight "phishing" - don't take the bait.

3. Polish your password practices.

4. Be mysterious on social networks.

5. Shield your computer and smartphone.
6. Click with caution.

7. Check your statements.

8. Stop pre-approved credit offers.

9. Check your credit reports i for free.

10. Ask questions.

Select https://oag.ca.gov/idtheft/facts/topten to read more about each of these tip&dditionally,
https://oag.ca.gov/idtheft/informatiorsheetsprovides a number of useful reference sheets about
avoiding, recognizing and responding to identity theft.
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Windows 10 includes Windows Defender antivirus software. There are no fees to
install or operate it and it has a light footprint, minimally impacting computer
performance. It also includes a firewall providing protection against malware that
mightfindyalzd LYy al NOK Hamdp>E aAONR&a2FG OKIy3aSR
!l ROF YyOSR ¢KNBIG tNRGSOGA2YEé 2NJ G5STFSYRSNJI !
version alongside the existing Windows version. However, the MAC version is currently only being
marketed to busiesses. Windows Defender can also run on Windows 7, 8 and 8.1.

Like most of its competition, it relies on both an internal engine to do the scanning and regularly
updated signature files of known malware. It runs automatically and cannot be disabled.ybinen

install another antivirus program, it automatically goes dormant, coming alive again if you remove the
other antivirus product.

It tests well against other products, catching virtually all malware as the malware attempts to launch. It
does have a sigficantly higher falsgositive detection in which it misidentifies and stops perfectly
innocent software that it suspects to be malware. While noteworthy, this should still be a minor
inconvenience and not a significant disruptive issue.

It has not alwgs been this way. Go back three or four years and Microsoft Security Essentials (the prior
name of Windows Defender) tested poorly against the competition. This reputation hangs on and so
some just do not trust that a free, easy to use product from Micfiisaall that they need for

protection. For most users, Windows Defender is quite enough.

Windows Defender looks for suspicious activity but does not look for indicators that undetected
malware might have been active. For example, if a normally static system file has been updated this
might indicate the presence of malware. In addition, whileédws Defender warns you that a
malicious program is attempting to run, it does not stop you from opting to let it run.

Commercial alternatives may offer additional features such as password managers, VPNs (virtual private
networks), or scans to finddiicators that malware may have been active. These additional features add

G2 GKS dof2FG¢é 2NJ aF22GLINAY(G¢ YR YI& NBadAZ G Ay LI
alternative check the additional features and satisfy yourself that they are sufficiealuable to you to

warrant the cost and potential performance impact.

If you decide to stay with Windows Defender, consider installing the free version of
Malwarebytes. They can coexist since the free version of Malwarebytes only runs when
you invole it (Two antivirus programs running concurrently may impact system
performance). Consider periodically scanning your PC with Malwarebytes, especially if
you suspect an issue. You can also use Windows Defender Offline to scan your PC. For
more about Windavs Defender Offline seéitps://support.microsoft.com/enus/help/17466 To
download Malwarebytes, seéttps://www.malwarebytes.com/mwkdownload
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PC Magazinkttp://www.pcmag.can has all kinds of good stuff that can help you Practice Safe

Computing and it is free. It has a search field (shown above) that allows you to find information on most

any PC, Internet or technology topic imaginable. The articles are in plain Englidh aoidtake a

technical degree to read. Based on your interests or the latest news, you might search for articles on

GClF O0So6221 KIFOlaéz aoSad y203S0221 O02YLWziSNERéS aD22

When you do you a search, expect to sssociated advertisements as well. PC Magazine clearly makes

their money through advertising. While | have found good, seemingly unbiased information in PC

Magazine, it is always best to do additional research before making important decisions. PC #agazin

KIra aS@SNIt FINIAOESa 2y (KS 0Sad IyidAGANHzA LINRBGSO
above). There are articles for PCs and MACS, for paid and for free tools. While acknowledging the

advances made by Windows Defender (which | wedieut last month) they continue to recommend

other solutions, many of which are advertisers. Probably just a coincidence

AnApril 2019 article on DNA kits compares 23andMe, AncestryDNA, Living
DNA, HomeDNA, National Geographic Genographic ProjedflgHeéritage
DNA. You may find it to be worthwhile even if you have already obtained C ;""."""‘ é PR
results and especially if you have yet to test your DNA. You can find it at [
https://www.pcmag.com/roundup/356975/thebestdna-testingkits.

Notwithstanding repeated issues regarding Facebook, we still rely on it, as do
faCEbOOk,, 2.38 billion Mostly Active Users (MAU) Worldwide. Earlier this year, PC Magazine
provided a series of tips on hidden Facebéedtures. You can find the article at
https://www.pcmag.com/feature/324797/24iddenfacebookfeaturesonly-power-usersknow. Along
with each tip, the #ticle provides stefby-step instructions, often with great diagrams. These are the

titles of the tips that the shared article shares:

1. The Inbox You Didn't Even Know You Had 13. Turn Off Autoplay Videos
2. See Who's Snooping In Your Account 14. Embed Public Content
3. Restrict Select Friends from Seeing Posts 15. Send Money Through Facebook
4. Save Posts for Later 16. Transfer Files Over Facebook Messenger
5. Download a Copy of All Your Facebooking 17. Upload '360' Pics and Vids
6. Find All the Photos Liked by...Anyone 18. Make a Fundraiser
7. Choose a 'Legacy Contact' for After You Cr 19. Facebook Is a Virtual Arcade
8. Add Some Extra Security 20. Visit Town Hall
9. Edit Your Ad Preferences 21. Stop with theBirthdays
10. Block Facebook Mobile Browser Tracking 22. There Are Lots of Secret Emaoiji
11. Curate Your News Feed 23. Upside Down or Pirate Speak
12. See All The Friends You Requested, Ever 24. Using SMS Texts to Get Facebook Status,
Access
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WiFi

You have likely heard of Virtual Private Networks (VPNs) and may even use one for your work. Consider
obtaining and using a VPN, especially if you use public WiFi on a bus, train, or plane, or in a coffee shop,
restaurant,airport, or hotel. While your home WiFi poses less of a risk, it can also be compromised.

I at NAGFGS b Si ¢ 2chdtainedAndicaByyvihin ori¢ building ér phiisidl @mpus. VPNs
LINEGARS 'y SYyONBLIISR aldzyly SK¥GFNRBY &2 tdKIRUOZGERR St /G
member of the network. Businesses use this so that employees can work remotely and access systems

and data as if they are within the building or campus. A-bosiness VPN typically provides no systems

or data.It does, however, provide a secure, encrypted connection so that no one can spy on you.

Without a VPN, entering the URL itself is unencrypted and subsequent traffic is only encrypted if you
attach to a secure website. With minimal technology, an individaa view keystrokes and data that

are transmitted over public WiFi without encriptioiou can recognize whether a website is secure by
looking at the URL displayed in the address field. A secure website will beghitpitiV/ , rather than
http:// and display a tiny lock symbol. Most sites to which you attach are secure.

LT &2dz G&L1s & lﬂ Wells Fargo & Company [US] | hitps; "uw.n,'.r.wellsfargu.com| is

RAaLX @SR Ay (KS I RRNBRaa FAStRO® b2GA0OS 620K (KS
b2éx (@& LJé IGE' of secure | www.iajgs.org/blog/] il pe displayed. Both the message

FYR GKS tF01 2F |y adaK{OGLAE aKz2¢g GKIG @2dz2NJ GNF FFAO

If you are not passing sensitive information to an unsecure website, it may not concern you that
someone could be spying gou. But, you might not want folks to even know what sites you are visiting.
You can avoid this by using a VPN. VPNs encrypt all outbound and inbound traffic, including your initial
connection to a web location. You are effectively hidden making spyiygwand surripticiously

accessing your PC or laptop significantly more difficult.

There are numerous options for VPN services. Your Internet Service Provider (ISP) likely offers one. You
may be able to find a better, cheaper one with a little research. Take a look at these agtielas in PC
MagazineThe Best VPNs for 20afd The Fastest VPNs for 20Five VPNs appear on both-tiést

Lists: NordVPN, Private Internet Access VPN, TunnélyrIPVanish VPN, and TorGuard VPN.

To invoke a VPN once you have installed it on your computer, you would typically click on its icon and
enter your password. It then connects to the physical location of the VPN, encrypting all traffic, including
the initial connection. Additionally, the sites on the Internet to which you connect will not see your
location. Rather, they will see the physical location of the VPN.

If you connect through a public WiFi, you need a VPN.
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On May 26, 2019;orbes publishell y

Malicious Apps Ruir What You Need To Kn@wd

MACSs are less susceptible to malware than PCs. PCs have significantly greater market share and the

I NI A O Udat®ad hjpié h&BS\Vulderability Lets

la 27
in various technical publications, includii§red andtechradar

G§KS SyR 27F WdzyS:

MAC operating system carries with it less old code that hackers searchlf@rabilities. As of June
2019, Windows is running on 87% of all desktops and laptops while MAC OS is on 10%. While MACs are
less likely to be hacked, they remain vulnerable. MAC users should remain alert and have current
antivirus software installed, etent and running.

https://www.cvedetails.contracks identified vulnerabilities by vendor, hardware and software. While

intended for security professionals, it is interesting to look up any product to see thberoh
vulnerabilities over time. You can even drill down for a description of each. The chart below summarizes
data from this website. It shows the number of vulnerabilities found (and presumably fixed) in the Apple

and Microsoft operating systems andthre four most common browsers. The 2019 data is through

June. The number of vulnerabilities should concern us all.

Microsoft
Apple 05 | Windows LE. and

Year {MALCs) (PCs) Firefox Chrome Safari Edge

2010 201 114 106 150 121 1
2011 141 105 101 266 49 18
2012 68 49 163 249 20 128
2013 81 158 149 174 23 243
2014 162 151 108 127 72 231
2015 a52 668 179 187 135 156
2016 221 &09 133 172 56 214
2017 303 278 1 153 179 277
2018 110 726 333 161 50 201
2019* 116 659 37 173 B8 66
Total 1,855 4,117 1,310 1,812 843 1,535

* through June
Application software (such as Microsoft Word or Apple Pages, Microsoft Excel or Apple Numbers) also

contairs vulnerabilities. Whatever your device, OS, browser and applications, maintain current anti

malware software and definitely practice safe computing.

Apple users may be overly complacent as to their safety and not realize that along with malware, they

Apple OS with Safari has
had 184 vulnerabilities
during the first six months
of 2019. Microsoft
Windows with Firefox has
had 696.

While there are far more
vulnerabilities in Microsoft
Windows, there were
plenty of vulnerabilities to
exploit in the Apple OS and
in its browser.

are at risk of phishing, where criminals attempt to steal data through trickery. Phishing does not
discriminate between MacOS and Windows users. There has been dramatic growth in phishing attacks.
02 AdNING2 AISWRI2S |y R LUIH Za d2!

7

S 41
yagss
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When hackers find a new Microsoft vulnerability, they quickly release malware to exploit it. When
Microsoft learns of the new vulnerability, they create patches to fix it. Whemants companies learn
of new malware, they update their rules to trép The race is on. You are at serious risk if the malware
gets onto your computer before you install the needed patches andraalivare updates.

Generally, your computers are set up to automatically check for and install Microsoft patches and anti
malware updates. If this does not work, or work quickly enough, your computer is at risk.

Recently, Microsoft announced that serious vulnerabilities had been found in Windows operating
systems, including Windows 7, 8.1 and 10 that could permit hacker&éoctantrol of your computer

without your knowledge or permission. They strongly advised owners of the 1.5 billion Windows devices
Worldwide to download the latest Windows security updates to lock down these vulnerabilities.

You can easily check if youeathe latest Windows updates. First, right click on the Windows 10
AO2y d GKS oz2dGd2Y £SFd _O2NYSNI 2F &2dz2NJ aONBSy ®
S aSINDK 02E® ! & &2dz (éatibalistéf2dz & A f

G2 AyR2ga¢ Ay (K
NEft SOyl tAylaed /ftA01 2y Ad YR F G2AyR2g4a | LIRFGS
Windows Update You will see a message like this one that confirms when your computer last

‘ou' g checked and obtained the latest Windows updates. If you like, you can
@ e e o7em | have it check noway clicking on the button shown. The check will take
several minutes during which time you will be watching a series of green
Jet el dots chasing each across the screen.

While you are here, check out the other options available on the page.

@.. Change active hours You can change thgours when you are likely to be using the
ol Currentlv 8:00 AM to 5:00 P computer. The computer will then schedule checks for
- - vt 7 " | windows updates outside of these times.

You can view recent updates. | checked and found that
there had been 10 during the month of August. Keeping
yourcomputer safe is an ongoing challenge!

® View update history

Caa indatac | allad AR v e desnea
Ses updates Insta |:~.- on your gevice

Under Advanced Options, you can instruct it to check
for other Microsoft updates when it checks Windows
(like Word, Excel and Explorer). If off, turn it on!

73 Advanced options
Additional update controls and settings

Check out the varioudpdate & Securitysettings. ClickmWindows Securityto turn on the Defender
CANBglff 6aSS GUKS alé&x wnmt FINIGAOES Ay (GKA& &aSNRS
value of firewalls). Click dBackupto schedule automatic backups to attached storage devices. Click on
Recoveryto learn how to reinstall Windows which may speed up your computer.

If you are on an earlier version of Windows and are not sure how to get td/ihdows Updatescreen,

D 2 2 Jtiod ® briag up the windows update screed ¥ NB LI | Ok yodrvaisio® G E£ 6 A
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If you are not using a password manager, seriously consider it. Thpgrsu

different complex password for each login site, recognize when you are at a login
page and automatically fill in the fields and recognize when you are logging into a
new site offering to save the new credentials you have just created.

Most can geneate complex passwords, can pass your credentials on to a predetermined heir and can
work on any device with information stored in the cloud. They can also be used to store addresses,
credit card information, bank account information or any other inforroatihat you would like to

preserve securely and retrieve safely wherever you are. | have yet to hear of a password manager being
hacked. For more background, including the tool | have chosen, please refer to my earlier articles on
password managers in th@ctober 2016 and January 2018 issue¥erfituring into our Past

Here arePC Magazine's 2019 ratings of Password Managéisk on the links to learn more
Best FredPassword Managers Best Password Managers
1 LastPass 1 Zoho Vault
2 Myki Password Manager & Authenticator 2  Dashlane
3 LogMeOnce Password Mgmt Suite Premit 3  Keeper Password Manager & Digital Vault
4  Symantec NortoPassword Manager 4 LastPass Premium
5 Avira Password Manager 5 RoboForm 8 Everywhere
6 Bitwarden 6  AgileBits 1Password
7 7
8 8
9 9
1 1

1U Password Manager Password Boss
WWPass PassHub Sticky Password Premium
Enpass Password Manager Bitwarden Premium
0 KeePass 2.34 0 LogMeOnce Password Mgmt Suite Ultimate

If you are using a password manager, you have made a wise decision. But, are you still reusing the same
password or just a few or ondisat are easy to remember? If so, you remain at risk. Use the power of

the manager to create different complex passwords for each site for which you have a login, especially
your more sensitive sites like ones which access your financial and medicaldtitarm

Consider using your password manager to remember bogus answers to your challenge questions as well.
The purpose of challenge questions is to identify that it is really you. As genealogists you know that you
Oy FTAYR lyez2ySQa iMplack& bide@dnand: QtHerS khow/ybuy favbriteccolor,

food and vacation spot. You may even be sharing these on social media. The password manager can be a
great place to store and retrieve bogus answers to challenge questions. They generally haveesmtom

or notes section for each set of login credential which can be used to record these false answers.

What if you forget the password to your password manager? What if the Password Manager
disappears? While this is far less likely, | want to be prapfoeanything. So, periodically | print off the
contents of my password manager and write down its master password. No, | do not keep this critical
information where it can be found. Rather, | put it my bank safe deposit box.

It is not enough to have aagsword manager. You need to use it wisely.

Goto Index
© 20152020 ly JGSCV and by Hal Bookbinder, permission to copy granted with appropriate attribution.


https://www.pcmag.com/roundup/331555/the-best-free-password-managers
https://www.pcmag.com/roundup/300318/the-best-password-managers

Pageb4 of 68

t NI OGAOAY 3 {FFS [/ 2YLMziAy3 I npY a5FdGF al yl 3
Originally published in thBecember 201%sue ofVenturing into our Past (JGSCV)

Protecting your datds not optionak & 2 X

fs

If you find yourself spending time trying to find a specific document, spreadstregt;ture, consider
giving them meaningful, differential file names and grouping them into logically ndohders. You
might further group all of your data files into one master data folder.

. Maintainmeaningful file names and logical folder:
. Password protect sensitive data files and folders
. Back up data files automatically and frequently.

. Maintain both local and remote backups.

. Periodically, test data restoration from backups.

. Protect backed up datiom exposure.

. Automatically back up files as you work.

~NOoO O A WN P

If a family member, employee, guest, workman or intruder were to get into your computer, are there
files you would not want them to be able to access? If so, you sh@dswordprotect them.
Remember the password or you will not be able to open the file. Considei/ptingyour files for even

more protection (However, Windows 10 Home does not support encryiohn

Sometimes, programs have hidden components that are created installation. So, it is best to

reinstall them rather that restoring them from a copy. Focus on backing up data and not programs. Be
sure to record the program registration kethatyou will need to complete the installation. Record your
keys and back tha up along with your other files.

Files created or changed since your last backup will not be on the backup and therefor will not be
recoverable. So, it is best to have a frequent automatic backup. Backup software is included with
external backup disks drbackup cloud subscriptions. If you are a bit more adventuresome you can use
the Windows System Backup featueset this up yourself.

Typically, genealogy pgram backups are placed on the same internal hard disk as the original. This is
worthwhile if the original becomes corrupted. But it is of no use if the disk crashes or the computer is
stolen. Maintain a local backup on a separate device (like an exteanatrive) anda remote backup,
preferably in the cloud. Seehe Best Online Backup Services for 2019

Periodically test restoring files from your backup, both to wettifat the backup is working and that you
know how to recover your data. Take reasonable steps to protect your backups. | periodically back up
important files to a USB drive which | keep on a keychain. This drive is encrypted and password
protected so ifbst, my data is not at risk.

Finally, set up rules to automatically save files as you work. Then, if you close the file without saving it,
@2dzNJ a@aiGSY FTNBSTI Sa 2N f2aS5Sa8 LRoSNE @2dz2NJ 62N] GAf
22NR HAMELDE OEQBSTE ocpé 2N aAyYLi e a!dzizal gSodé LYLR
save it when you start your work to trigger the Autosave feature.
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In one of the most massive recent data breaches, 267 million Facebook users had their IDs, phone
numbers and real names exposed. This was confirmed on December 19, 2019.

1 . 5 Do you wonder if your email or password might have been part of
;--have i been pwned? | I, breach®ttps://haveibeenpwned.conmay let you know.

If you enter your email

address you will either see Good news — no pwnage found!

or

= [ Along with the number of brezhed sites and pastes in which your
Oh no pWﬂEd. SYIAt gl a F2dzyR® ! alJ auSe Aa |Fye

compromised emails have been published. Each of the breaches and pastes are then described including
when the breach occurred and the data fields that wexkposed.

Many of these are marketing or sales lead sites. Discovering that your email has been scooped up on

one or more of these may be annoying, but is probably not a serious issue. However, if you see a site
that you log into or one where the breachposed IDs and passwords, pay attention. Immediately

change your password on any such site AND on any other sites where you use the same password. Once
they have your password, they will try it on other sites knowing that we often reuse passwords.

SelectK S 4t | & & ¢ add@enpwirdd.oortd sée if a password you use has been seen in a

RFEGF oNBIFIOK® LT a2YSGKAy3a O02YY2y> fA1S aYIFINEMHOE
used by you (this onpopped up 14,157 times). Of course, you should never useteagyess

passwords. If a more complex password you use shows up as having been pwned, change it

immediately, wherever you use it.

Different, strong, complicated, impossible to remember passiordr NB 6R&Si&pPPTX2dd] . de dza
used my Password manager, LastPass, to generate it. | do not need to remember it as the password

manager will do so. When | set up (or change) passwords on a site, | bring up LastPass and select,
GDSYINSQMANBE tFaag2NRéd L KIR aSid Ad G2 3ISYSNIGS wmH
lowercase, humbers and symbols. | then paste the generated password into the password field on the

F2N)Y 6Fa ¢Stt Fa GKS aO2y T A NlhalveddngtBidNaREoffeFshtoSt RO & |
save it along with the other information for that website so that it can log me on in the future.

You can further protect yourself from being compromised by setting upfagtor authentication at the
site. Many now offethis, in which they will send a text or voice message to your smart phone which
you must then enter to complete your login. This ensures that someone (or some tool) that has gotten
hold of your ID and Password cannot log in as you without also havimgymrt phone to complete

the two-factor authentication. Yes, it is annoying. But, weigh this against someone hacking you.

Thehaveibeenpwned.cord S68A 1S NBEO2YYSyYyRa GKS LI aagam&k YI yl 3S
10 best as assessed B Magazineas is LastPass, the one | use. All are likely good choices. Read the
comparisons and try them yourself to decide which works besydor
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Catharine Hamm wrote a piece in the Los Angeles Times on December &nZifi¢@
Beware public USBpot ¢ KS LI NI YAIKG 0SS AYyFSOGSR 6Ad
phone likely has little protection from the pigpassing the malware through the USB cord

directly into your smart phone.

You can avoid the risk while at public locations (airports, hotels, restaurant
etc.) by carrying your own power bank to recharge your device or a USB ¢
with your own poweplug to connect to an electrical outlet. For more info,

a8S t/ alTEIBesAR6Eafi&iChargers and Power Banks foré2@19

Most smart phonestablets and laptops include Bluetooth. It is intended for local
. data transfers within about 33 feet. By design, others can connect if your
Lt d80220K A& a4SG (2 45A3020SNFOfSED CKS?
functions or links to files containing rmaare. Be careful in opening any file or
invoking any function sent to your smart phone.

Folks tend to be less careful in scrutinizing incoming SMS messages on their smartphone than incoming
emails on their computer. Bluetooth hackers may rely on thisb8qust as cautious in responding to an
SMS message as you would be in opening and clicking on the contents of an email.

There are a variety of ways a serious hacker could use Bluetooth to put you at risk. Your movements
might be tracked, unwanted mesges could be sent to your device, and malware could be implanted.
Given the prevalence of discoverable Bluetooth devices, incidents of Bluetooth hacking will surely
increase Recently, attendees at a conference of security professionals were advisealbbedis

Bluetooth to reduce the risk of a fellow attendee hacking their desice

/| 2YAARSNI GdzZNyAy3a 2FF 5A4020SNE gKSyYy &2dz R2 y2i yS
G. fdzSG220Ké | yR SaiwhiitbadikKon d/efFyolsnkxa réed épsreilip leave my
AYFNILK2ySQa . fdzSiG22 0K yuse it dahzspecy camtidu Bhet & L NP dz
handling or responding tmcoming messages.

L¥ &2dz 6+ yi (coultBlrBlueroatiNmB:vicesiBS Barin #0198

Windows hint; To snapshot a rectangular portion of the screen,

LINS&da GKS { KA F{ IsinullagebBlp 2ligkion | Y R d {
the upper left corner of the area and hold down the left mousge
button while you drag the mouse to the loweghit corner of
the area to be snapshot. Release the button. Now, copy and paste into an email, Word document|or
other file.
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A few years ago, | submitted my DNA to one site and then uploaded the results to another. Like many of
82dzZ L NB3IdzA I NI BdZNBDBIEIESY FNROS D2 W RaBS a2y R a, 2dzQ0
al tOKSaHé FTNRBY adl SN inarrdges withid agrodpholiektheghiR@eddmyy o
Ashkenazi Jews, the number of 1.0% to 1.5% DNA matches can be huge while the likelihood of being

able to determine an actual relationship is low.

Given the low likelihood of actually establishing a matatertainly do not want to put a lot of effort
into reaching out. Yet, | do not want to ignore potential matches either. With minimal effort, | would like
to share enough information to see if a connection can be made.

I composed a message as followslaaved it for repeated use:

Hi xxxx, \

xxxx indicates that we share x.x% DMA. | am sharing the names and birth

ncestr
locations of my great-grandparents. If you spot a name/place that seems RUEERIKY
familiar, please let me know.

P -
Bookbinder & Wagner - Dubno, Rivne Oblast, Ukraine Family
Barenberg & Margolis - Medzybizh, Khmelnitskyi Oblast, Ukraine [GED
Sacharow - Poltava, Poltava Oblast, Ukraine & Cooper - Warsaw, Poland match}
Horwitz or Muhlstein & Steinwertzel - Soroka, Moldova €

AR Living DNA
23 ‘
Best,

Hal Bookbinder

© MyHeritage >NA
hal.bookbinder@ucla.edu

When notified of a potential match on a tree managed by a third party | replace the first sentence with,
a E Hndiéates that | shar&.x% DNA withxxxxon a tree that you manage.

L LIadsS GKS YSaal3asS Ayiaz Ye NBmuldndisidbdizeddtesditdaOA y 3
dozen potential mishpucha in a few minutes. My response rate has been about 15%. While most of
these turn out to be dead ends, they often lead to interesting exchanges.

If you have submitted your DNA to one site,shee to upload the results to the other sites to expand
your potential matches. You can upload at no cost to Family Tree DNA, MyHeritage DNA, Living DNA and
GEDmatch. AncestryDNA does not permit uploading of DNA results from another service.

Whilewemusb S O NBEFdzZ $KSYy aKIFINAYy3I LISNA2YIlIt AYF2NNI GA2
surnames and locations as widely as | can. On rare occasions, | have been askagpfqlieations

that made me uncomfortable and ended the exchange. However, being alpgis means never

giving up. | will continue to respond and keep hoping for additional connections!
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Cyber criminals see COVID (coronavirus) as an opportunity to steal your identity, take

@2dzNJ Y2y Se | yR Ayadlftf @GANHZASE 2y @&2dzNJ O2 Y Lldz
02 aea@Siod crisisgotowaste. ¢ KS& O2dzy i 2y Ifeathet a I+ OG Ay 3
than thinking clearly, when such a crisis hits. Some of the reported scams include:

1 Emails that appear to come from the CDC (Centers for Disease Control and Prevention) alerting
@2dz 12 abSg O2y FTANNSR Ol &Saonalhktdseenddesshihat ¢ I YR
you can avoid exposure. You are then asked for personal information, or even asked to log in to
what looks like your email page. Your information goes directly to cyber criminals.

1 Emails thaappear to be fronthe World He#h Organization (WHO) which warn about the
dangers of COVHDO and ask that you click on a link to review the key steps you need to take to
protect yourself. While you are reading the list of precautions, a virus designed to steal your
personal informatbn is being installed on your computer.

1 Cybersecurity firm Check Point announeedMarch §' that over 4,000 coronaviruselated
domainscontainingg 2 NR& f A | SCQVIBha® heéngegifteddd since the beginning
of 2020. Of those]l20were corsidered malicious and anoth@00were suspiciougMany will
likely be used by scammers. Do not trust sites just because the name sounds legitimate.

9 Televangelist Jim Bakker has been ordered by the New York Attorney General to stop advertising
G{ Af O&NI 2 Z¢ -19&eatment. Bhad, tbe Israeli ultraligious party has been fined
for giving out charms to protect from COVI1B. Undoubtedly, the Internet will be filled with
GOdzNBaé¢ |yR GLINB@SyilAizyaéd GKIFIG INB g2NIUIKE Saax

1 Amazon said recently that it has barred the sale of over one million products that falsely claim to
cure or provide protection again&OVIBLY. The company has also removed thparty
merchants that had engaged in prigeuging on items such as surgigasks These sites may
gauge, misuse your personal information and provide nothing of value for your money.

Be on your guard. Do not click on email links unless you are certain that the source is legitimate. If not
certain, but believe the information maye of value, close the email and type the website, like
www.cdc.gowor www.who.int. Do not click on the purported link in the email as it may be to a mock
site that may look real whilactually set up to scam you or to infect your computer.

Follow CDC guidelines\w.cdc.gov/coronavirus/2018cov/about/preventiontreatment.html) and do
not let fearimpact your practice of safe computing.
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Even if you hide your keystrokes you are still at risk of credit card
skimming. A few yeamrsgo,| found unknown charges on a Visa credit

card. | contacted the bank. They removed the charges, cancelled my

card and issued a new one. Within weeks, unknolarges showed up

on the new card. The bank again reversed the charges, cancelled the
card and issued me yet another one. Almost all of the legitimate

charges on that card were for gasoline purchases at a specific service station. Figuring there might be a
connection, | stopped using the service station and had no fuitlegitimate charges.

| later learned that some of the pumps at the station were found to have skimming devices. While still
around, this is stone age skimming. More modern variantsl gtear credit card information as it travels
through cyberspace or byompromisinghe records as they are received by a vendor. With the current
COVIEL9 pandemic we are stuck at home and doing more of our shopping on the Internet. Some are
shopping for ke first time online. So, there is more opportunity for skimming mischief.

Digital credit card skimming happens when malware is injected into a shopping payment page with the
goal of stealing credit card information. On March 26, 2020, Security Weekedgbat, per

Malwarebytes (a cybersecurity firm), cybercriminals apparently hacked the Tupperware site and planted
malicious code designed to steal payment card information. The malware may have been active for two
or three weeks before it was detectedi@removed.

G! O0O2NRAY3 (2 alfglNBoedisSar GKS ONBRAG OFNR aiiAvyy
fake payment form during the checkout process. The form asked unsuspecting users to provide

information such as name, billing address, phone nembredit card number, card expiry date, and

/| ++® hyOS GKS AyTFT2NXI A2y 61 & KFEYRSR 20SNI (2 (KS
displayed and the victim was directed to the legitimate checkout page. However, by that time the

attackers alreadyhal KSANJ AYVF2NXIF GA2y dé¢ | 2dz Oy NBIFR GKS Fdf
https://www.securityweek.com/creditcard-skimmerfound-tupperware-website

You can minimize the risk of digital skimming by not entering payment information into numerous sites,
sticking instead to oner two major portals that already have your information stored in your account
profile. If something seems amiss when entering credit card information, monitor charges on that card
carefully.

If your credit cardnformationis skimmed it may be posted on the dark web for sale and then used

some time in the future. To read more about the dark web geé, K| 1 A & (1 K SCloselyl NJ 2 So6 Q|
monitor all credit card charges as you do not know if and whanngay have been skimmed. Typically,

you have 60 days to challenfraudulentchargesButthe faster you recognize and deal with them, the

better.
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diagrams, graphs and tables are clear and well organized. The sites are updated each night.
https://www.nytimes.com/interactive/2020/us/stateseopenmap-coronavirus.html
https://www.nytimes.com/interactive/2020/world/coronavirusmaps.htm|
https://www.nytimes.com/interactive/2020/us/coronavirusis-cases.html

Television, newspapers and the Internet routinely offer sensationalized and often misleading coverage. |
just listened to the story of three states that ended their seshome ordersonly to see a jump in cases

and deaths. The implication is that states that end these restrictions risk substantially more deaths due
to Coronavirus.

Each day for the past two months, | have extracted detailed information from the New York Times
Coronauius files, graphed the results, analyzed the data and shared this with my hospital coworkers.
With 24 years in healthcare information technology, | am keenly focused on healthcare data.

When | examined the nationwide data collected by the New York Tinfi@snd that of the 39 states
that ended these orders and have started to open up, 27 have seen fewer Coronavirus deaths while 12
have seen increases. Overall, the death rate has dropped over 10% across these 39 states.

The number of cases (positive Goavirustests) has risen about 5% after states ended their-gsiiay
home orders. However, this may be the result of increased testing rather than increased virus.

The graphs below reflect the data extracted from the New York Times files and show therrafmbe
cases and deaths across the U.S. While | cannot predict what the future will bring, the stats over the past
six weeks are trending down.

United States COVID-19 Stats, 15-Apr through 19-May

Cases Deaths
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https://github.com/nytimes/covid19-dataprovides files of daily counts of Coronavirus cases and deaths
starting with the first case in Washington State on January 21. Three files are available, emehfof

the more than 3,000 counties across the U.S., one for each of the states and one for the overall U.S.
These are great sources of raw, unbiased data.
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The use of video conferencing and especially Zoom has skyrocketed. In December
b——<7 2019, Zoom reported 10 million participants in Zoom meetiegch day. By thend of
April, theywere claiming 300 million. By now, most of us have participated in Zoom
meetings and have seen the stories about uninvited individuals disrupting meetings,
zoom often with outrageous and offensive behavior. There have also been concerns about
hackers silentlgpying. Zoom has a number of features to mitigate these issues. The
three key features are passwords, waiting rooms, and encryption.

Passwordg Most Zoom meetings now include passwords. Without passwords, a hacker who has
learned, or has guessed, the®11-digit meeting ID can jump in as an uninvited participant. With
passwords that differ for each meeting this becomes more difficult. Risks remain as the password for the
meeting is a shared one. However, it does reduce the risk. Although you may loetaskder the

password displayed on the invite, | generally see it being incorporated directly into the invite link,

making it less of a burden.

Waiting Roomg2 KSy (GKAa FSFGdz2NBE Aa FOGAGFGSR LI NIAOALI Yy
must ke invited in individually or all at once. If the host does not recognize the individual, they can leave

the person in the waiting room. The person cannot see, hear, or otherwise communicate with others.

Meetings can be set up to allow predefined partigifsmato bypass the waiting room. However, this is

more appropriate to business than our avocation.

Encryptiong Through encryption, the data streams containing the Zoom meeting are protected from
shooping eyes. Zoom has long had strong encryption oois components (that is, between the Zoom
servers). But they only offered eridd-end encryption (between your computer and the first Zoom
server) for corporate customers. After significant criticism, Zoom announced thatioeedd encryption
would be offeed to all Zoom account holders in July.

Other steps a host can take to maintain control include requiringreggstration, muting some or all of
the meeting participants and ejecting unwelcome individuals. The host can disallow muted participants
to unmute themselves. Ejected participants cannot reenter that meeting again.

Zoom is popular as it is full featured, easy to use and free for most. However, Zoom security
enhancements have, at times, been disruptive. On several occasions, | have been ustdieato

meeting, finding that a change had been made since | scheduled the meeting. If you are a meeting host,
log in and open the meeting at least 10 minutes early and ensure that everything works.

The widespread use of online conferencing faciligdsere to stay. Security will need to keep up with
ever more creative hackers. To read more about what Zoom is doing to enhance security, see
https://zoom.us/docs/doc/AskericAnything6-10.pdf For a review of Zoom security issues and tips, see
https://www.tomsguide.com/news/zoonsecurityprivacywoes

Goto Index
© 20152020 ly JGSCV and by Hal Bookbinder, permission to copy granted with appropriate attribution.


https://zoom.us/docs/doc/Ask-Eric-Anything-6-10.pdf
https://www.tomsguide.com/news/zoom-security-privacy-woes

Page62 of 68

t NI OGAOAY 3 {FFS /2YLWziAy3a Dmp¥ awlyazysgl NB
Originally published in the August 2020 issu&ehturing into our PagdGSCV)

This is an update to my May 2016 article on Ransomware. Ransomware has shifted
over the past four years from locking down data and threatening to keep it locked

up o even to destroy it pending receipt of an untraceable payment. Ransomware
today does this and also exports a copy threatening®posethe data. This is

generally more of an issue for businesses than individuals.

Payments by individuals telease their data continue to run $300 to $400. But businesses and
government agencies have paid hundreds of thousands. On June 26, UC San Francisco confirmed that it
paid $1.14 million aér ransomware locked down several of its School of Mediserges. Full

disclosure: While | recently retired from UCLA, this article is based on publicly available information.

The UCSF ransomware attack used\Walker This malware was first noted in 2019 and has been active
in attacks at least from March 2020. A niner of these attacks have been against medical institutions
including those like UCSF heavily involved in CQYI@searctand treatment. NetWalker first exports

a copy of the data, then removes shadow copies (also called snapshots) and encrypts thencisexbr
data. So, even if the target organization quickly discovers and halts the encryption, they would not be
able to restore it from the nowseless shadow copies and the hackers would already have copies.

The operators of NetWalker then reach out teethictim and demonstrate that they have copies of the

data by pointing the victim to a location on the dark web where a partial copy can be viewed. Once

LI 2YSyld Aa NBOSAOGSRI 2F0Sy dzaAy3d dzy iN} OSFo6tS . AdGO0
data and provides the victim with the necessary instructions to unlock it. The hackers are generally true

to their word as trust is critical to the success of this RaaS (Ransomware as a Service) business model.

While the FBI discourages organizations fimaging the demanded ransom, it recognizes that at times

GKSY FIFOSR 6A0GK aGly AylFLoAtAGe (G2 FdzyOlAzyzé LI e&yYS$s
SOlLfdz 4GS Ftf 2LWGA2ya G2 LINRPGSOG akKlFNBK2{CBSMMAE | YR
the attack, sedttps://www.ucsf.edu/news/2020/06/417911/updatét-securityincidentucsf

In most cases, ransomware gets onto your computer through emaittattiants or websites that you

visit. To lessen the likelihood of becoming a victim, follow standard, safe computing practices, including
deleting suspicious emails, not clicking on links unless certain that they are safe, staying away from
dangerous website and maintaining current antivirus software. Do not let your guard down.

Even if careful, you may still be a victim. So, be sure to regularly backup your data to devices physically
separate from your computer. Also, create and maintain a recovery doitteas, if necessary, you can
reestablish a clean computer onto which you can reinstall your programs and download your-backed
data. While this will not be quick or fun, it is best to be prepared. Not sure how to do this? See
https://support.microsoft.com/enus/help/4026852/windowscreate-a-recoverydrive
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Scamsters are after your personal information and your money. Whether it is
phishing on your computer or vishing on your phone, the goal is the same. You likely
think that you would never be fooled by such obvious cons. However, more folks than
you imagine have been taken and are too embarrassed to admit it. We were brought
up in a more trusting time. Scamsters are experts in human engineering. They know
how to connect, tdouild trust and create urgency and fear. They are very good at
what they do. Do not underestimate them.

1 Relationship¢ Scamsters may use their skills to create an apparent bond. They may share their own
fears and hopes. They may share things that thexelia common with you. Maybe they have a
Jewishsounding surname or drop a Yiddish expression. The goal is for you to let down your guard.

1 Known Entity¢ Scamstes may represent themselves as being from a company, governmental entity
or other organizatiorthat you know and trust (or fear). They are usually quite convincing. Anyone
may say that they are an IRS or postal investigator or from the fraud alert group at your bank.

1 Fearc{ O YaiSNA GaFNRY GKS Lw{é¢ YIe& (KEBOWBYy & NBzYS K K

L2 6SNJ O2YLI ye YIe OGKNBFGSYy (2 Odzi 2FF @2dz2NJ LI2gS
O2dzy iNEB¢ YIFe GKNBIFGSYy (2 2FAtzX 2N y24G G2 NBfSHa

1 Greedg A scamster may inform you that you haveavgrnment payment on hold, that you have a
package at FedEXx, that you will be paid $100 to complete a survey or help them catch a bank
employee who has been stealing. or of course, that you have won some prize.

1 Urgencyg Scamsters almost always rely on urgency. Action must be taken immediately or there will
be dire consequences or an amazing opportunity will be lost. By creating this urgency, they hope
you will not stop and question things.

1 Immediacyq¢ Scamsterslemandpayment now, using purchased cash cards, debit cards, wire
transfer or bitcoin. Credit cards, checks and the US Mail are too slow. Of course, the alternatives
they require mean that your money will not be recovered and they will likely not be caught.

9 Identification ¢ Being asked to identify yourself by providing information such as birth date, account
ydzYo SNE I RRNB&aaxr az20Alf &aSOdzaNARG& ydzYoSNE @& 2 dzNJ
should alert you that you are being reeled in. Do not falitfor

9 Verification ¢ Scamsters know that you may be suspicious and want to check them out. So, they
YIe LINPGPARS @2dz I LIK2YS ydzyYoSNJ 2 OFffd ¢KS | dzi
sound legitimate. They are not. Always verify by looking uptiraber yourself.

1 Confidentiality¢ You may be informed that this is a special, delicate situation that demands
confidentiality. If you bring anyone or any organization into the picture, the opportunity will be gone
or there will be dire consequences. They y i (2 0SS @2dzNJ 2yfé& &2d2NDS 27

1 Repetitiong Once a scamster has taken you, they may well return in the guise of an official to help
you recover what you lost or as the same person with a convincing story as to why things did not
work out before btiwith some more effort, and money, they are guaranteed to work out now.

The scamsters are experts at manipulation. They have done this successfully with uncounted smart and
sophisticated people. Be careful. Step back and whatever you do, do not prarstmnpl information
or money. Do not try to outsmart them. Just focus on not getting reeled in.
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Hal, we came across a
parcel from June pending
for you. Please claim
ownership and confirm
for delivery here

| m8svk.info/rgF EJx2fyD

Hal, urgent alert for your
USPS package 317347
from 03/28/2020. Go to:
mésvk._info/rgACyHEDbAqQ
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al hww, / h| b ¢ B grhe{Horfy @ounty Fiftee6tid Circuit solicitor is advising residents to

be on the lookout for a text scam circulating to get their information. According to a post on the

a2t AOAG2ND& CIl OSo 2appearsdb it §an the K.S. PAs&IESErvice ith & linld S
saying a package is being delivered. Solicitor Jimmy Richardson said he reached out to the USPS
fraud investigators after he received a text four times about a package being delivered to him. USPS
officials said the text is a phishing scheme to get information from individuals as soon as they click

the link. According to the USPS, they will not send text messages to people unless they had previously
signed up for such messages about a particular packa§ef A @S NE ® £

There have been several similar stories from newsrooms around the country. People routinely fall for

these postal, FedEx, or UPS delivery scams. Once you go to the link, you will be asked to identify yourself

by providing things like your full name, maflin F RRNBaazX RNAGSNDA t AO0SyasSsz Rl
OF NR aF2NJ ARSYGATAOIGAZ2Y LlzN1J2aSa 2yf e dé

You might be instructed to call a legitimate looking number, which may even appear to be in your own
area code, subtly gaining your trust. The person gpeak to is friendly, sympathetic and very

believable. When you say that you were not expecting a package the caller convincingly explains to you
that it looks like a gift.

With your personal information they are able to start making charges in yaunen steal your identity
or sell your personal information on the dark web. They may have even downloaded a virus. As you wait
for the delivery it dawns on you that this might not be on theammlup. Trust that inner voice.

Today, we order more and mofer home delivery and may even forget exactly what we ordered and
when. Scam artists depend on it. Google the text you just received. You will almost always learn that it is
a scam. Verify legitimacy before providing your personal identifying informatmrafter.

If you do fall for this scam, take immediate action. Freeze your account and carefully watch all charges.
See previous articles for additional steps that you can take. Reporting the scam is promoted as your civic
duty. But, better not to havéeen taken in the first place.
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When you search with Google, the first few links shown are often paid ads.
GO g|€ Placement below is based on secret and egbanging criteria. Some sites may

adzZRRSyf & RA&LFLIISIENI 2N I NB LldzaKSR R2gy 2F°F
change. Sites pay to be at the top of the list because they know that folks most frequently choose the

top one displayed. This can be an expensive mistake.

AnnualCreditReport.cors a free service that
permits you to view your credit reports from
Equifax, Expeain and TransUnion. By law, these
agencies ee required to allow one free annual download of your credit report. Recently all three agreed
to permit one download each week through April 2021.

Being able to obtain your Credit report for free pretty much as often as you would like iscgrean if

this may be a marketing ploy to get folks hooked on frequent access. In preparing to share this, | typed

G! yydz £/ NBRAGWSLI2NIE AyG2 D223ftSd ¢KS FANRIG GKNBS
1. a! yydz £ [ NBRRNOWSILI2 AXBnRek (ofreesS telh M. dom
2. 4! yydzZl £ / NG RAdAZINBVSAzI2/NEi8 iked tofweSdai2diiling.com
3. a! yydzk £ / NBRIAZY SvStLI2 NS &b OrdiRICredkREJoS.¢dm G 2

The first two take you to the same commercial site that requires your credit card and will start charging

a monthly fee of $29.95 if you do not cancel viitthe 7day free trial period. While they are labeled as

6! Raé¢xr (KSe& SELISOG GKIG Ylyeée graftf y2i L& GGaSyda
accept the free trial and neglect to cancel in time to avoid being charged.

(- Q TopayabillNRY vdzSaids5Al3dyz2airda L aSlINOKSR ¥F2
@)QUest | o1y AAGS RAALX L 8SR GH-EE&dv dzBandiibketital y S & G A ¢
= a page withirdoxo.comthat looked very much like a QuestDiagnostics payment

page. doxo.com is a legitimate thipdirty payer that is not associated with QuestDiagnostics.

The actual QuestDiagnostics siglestdiagnostics.coris the second one listed. It would be easy to
mistake the first site as the official one. In checking out the doxo site | found that they would add $3.99
to my bill as a service fee and take three days to process my credit card payment. | paid thtbdill a
actual QuestDiagnostics site where payment was immediate and there was no service fee.

doxo has been sued for trademark infringeméR S OS LIJGA @St & | LIJISFNRAyYy3I (2 o685
payment site. Customers, would then complain to the compaabEsit the service fees. doxo displays
advisories that they are a thirgarty payment site. But folks often do not pay attention.

Take care when selecting a link from among those returned by Google. Be certain that it is the site you
actually want. In cosidering a thireparty payer site be sure to review its terms and conditions to be
sure it is your best optionit certainly was not for me! It is easy to make an expensive mistake.
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